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Abstract

The hyperelliptic curve cryptosystem is one of the emerging cryptographic primitives
of the last years. This system offers the same security as established public-key cryp-
tosystems, such as those based on RSA or elliptic curves, with much shorter operand
length. Consequently, this system allows highly efficient computation of the underly-
ing field arithmetic. However, until recently the common belief in industry and in the
research community was that hyperelliptic curves are out of scope for any practical ap-
plication. The reason being the complex group operation leading to a worse overall

performance compared to established public-key primitives.

The thesis at hand is a step towards the practical use of hyperelliptic curve cryp-
tosystems (HECC) by narrowing the performance gap between elliptic curve (EC) and
hyperelliptic curve cryptosystems. We were able to reduce the complexity of the group
operation for small genus hyperelliptic curves and we provide efficient algorithms for
the computation of the hyperelliptic curve cryptosystem. Our theoretical comparison
between elliptic curve and hyperelliptic curve cryptosystems, as well as our software
and hardware implementations show that the performance of both cryptographic prim-
itives are in the same range. Surprisingly, the hyperelliptic curve cryptosystems even
outperforms elliptic curves using certain curve parameters. The implementations we
investigated range from a general purpose processor to a variety of different embed-
ded processors, and also includes the prototype implementation of a hyperelliptic curve

coprocessor on FPGAs.

We were able to lower the complexity of the hyperelliptic curve group operations
compared to the best known formulae. The highest performance on an embedded system
was achieved on the ARM7TDMI running at 80MHz. The scalar multiplication (for a
group order of approximately 2!%°) for ECC, genus-2 HECC, and genus-3 HECC could

be computed in about 100 milliseconds. More detailed analysis show that on embedded
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processors one can improve the performance by almost a factor of 8 when combining
instruction and data cache. Additional speed up of almost 50% can be gained when

using a fixed underlying field and curve.

In addition, we developed a new metric to compare different cryptographic primitives
based on the atomic operations of a processor, contrary to traditional methods using the
bit complexity or specific timings. Hence, we provide a fair(er) and practical comparison

metric not depending on special optimization tricks or theory.

We also analyzed the parallelism of the scalar multiplication on three different levels
to find the optimal architecture for a hyperelliptic curve cryptosystem. We wrote a
software tool for the simulation of the different architecture options. Our main finding
is that architectures based on the inversion-free formulae should be preferred compared
to those using group operations containing inversions. This kind of architecture performs
the scalar multiplication (for a group order of approximately 2'%°) in only 19, 769 clock

cycles using three field multipliers (of type D = 32), one field adder and one field squarer.

Furthermore, we implemented various designs of HECC coprocessors on FPGAs. Our
HECC coprocessor optimized for speed is considerably faster than the best previous
implementations and the implementation designed for reduced silicon usage utilizes less

area than the smallest design published.
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Kurzdarstellung der Dissertation

Verschliisselung basierend auf hyperelliptischen Kurven (HEC) ist ein asymmetrisches
kryptographisches Verfahren das in den letzten Jahren zunehmend auf Interesse gestoflen
ist. Diese Verschliisselungstechnik gewahrleistet dieselbe Sicherheit wie etablierte Ver-
fahren (beispielsweise RSA oder elliptische Kurven), allerdings benétigen HEC kiirzere
Operandenlangen. Diese Eigenschaft fiihrt zu einer effizienten Berechung der zugrunde
liegenden Korperoperationen. Allerdings wurde bis vor kurzem vielfach angenommen,
dass die Verschliisselung basierend auf hyperellipischen Kurven wegen der komplexen

Gruppenoperationen nicht fiir praktische Anwendungen geeignet ist.

In dieser Dissertation werden verschiedene Techniken vorgestellt, die HEC wesentlich
praktikabler machen. Dies wurde durch die Reduzierung der Komplexitat der Grup-
penoperation fiir Kurven mit kleinem Geschlecht erreicht. Es werden effektive Algo-
rithmen fiir ihre Berechnung vorgestellt. Die vorgestellten theoretischen Betrachtungen
sowie die Software- und Hardware-Implementierungen zeigen, dass der Durchsatz von
Verschliisselungsverfahren basierend auf elliptischen und hyperelliptischen Kurven im
selben Bereich liegt. Erstaunlicherweise tibertreffen hyperelliptische Kurven unter be-
stimmten Voraussetzungen sogar die Verschliisselungsgeschwindigkeit von elliptischen
Kurven. Die Implementierungen, die in dieser Arbeit untersucht werden, reichen von
Pentium Prozessoren iiber verschiedene eingebettete Prozessoren bis zu einer proto-

typischen Implementierung auf FPGAs.

Die in dieser Arbeit erzielten Resultate verringern die Komplexitat der Gruppen-
operation im Vergleich zu den besten Formeln, die bis dato publiziert wurden. Der
beste Durchsatz auf den eingebetteten Prozessoren wurde auf dem ARMT7TDMI mit
einer Taktrate von 80MHz erzielt. Die Skalarmultiplikation (fiir eine Gruppenordnung
von ungefiahr 21%°) basierend auf hyperelliptischen Kurven konnte in unter 100ms fiir

Kurven mit Geschlecht zwei und drei berechnet werden. Die genauere Analyse der Im-



plementierung auf eingebetteten Prozessoren zeigt, dass man den Durchsatz durch den
Einsatz von Instruction Cache and Data Cache um einen Faktor von acht erhéhen kann.
Ein zusétzlicher Geschwindigkeitsgewinn von bis zu 50% kann erreicht werden, wenn die

Korper- und Kurvenparameter festgelegt sind.

Auflerdem wurde eine neue Metrik entwickelt, welche verschiedene kryptographische
Primitive basierend auf atomaren Operationen eines Prozessors vergleicht. Diese ist
im Unterschied zu traditionellen Methoden, welche die Bit-Komplexitiat oder spezifis-
che Zeitmessungen verwenden. Infolgedessen wird eine faire(re) und praktische Ver-
gleichsmetrik zur Verfiigung gestellt, die unabhéngig von speziellen Optimierungen oder

Theorien die Effizienz kryptographischer Algorithmen bewertet.

Des Weiteren werden in dieser Dissertation die Parallelitat der Skalarmultiplikation
analysiert, um die optimale Architektur fiir einen Coprozessor basierend auf hyper-
elliptischen Kurven zu finden. Das hierfiir entwickelte Softwarepaket simuliert ver-
schiedenste Architekturoptionen. Eines der Hauptergebnisse dieser Analyse ist, dass Ar-
chitekturen basierend auf projektiven Koordinaten Vorteile gegeniiber solchen basierend
auf affinen Koordinaten aufweisen. Diese Art von Architekturen, die aus drei Korper-
multiplizierern (D = 32), einem Korperaddierer und einem Korperquadrierer besteht,

fithrt eine Skalarmultiplikation in 19.769 Taktzyklen aus.

Die Vorstellung verschiedener Designs von Coprozessor-Architekturen basierend auf
hyperelliptischen Kurven auf FPGAs schliet die Arbeit ab. Der auf Geschwindigkeit
optimierter Coprozessor ist um ein Vielfaches schneller als die beste veroffentlichte Im-
plementierung. Die Implementierung die minimale Flache zum Ziel hat, ist kleiner als

die beste publizierte Architektur.
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1 Introduction

1.1 Motivation

Historians divide the history of humanity in the year before and after Christ, B.C. versus
A.D. If one would try to provide a similar division for the history of cryptography, one
would probably choose the year 1976 to be the cryptographical year zero. Before 1976,
(at least outside of the intelligence community) one did not have an elegant way for
distributing keys over an insecure communication channel. The turning point in the
cryptographic sense was the contribution of Whitfield Diffie and Martin Hellman [DH76]

who introduced the concept of public-key cryptography.

Public-key cryptography can be used to provide the following services: a) key dis-
tribution and key establishment; b) digital signatures; and c) encryption. In modern
applications, public-key primitives are used to provide all three services, in particular
the services a) and b). For the encryption and authentication of large data streams one
uses symmetric key algorithms because public-key algorithms are relatively inefficient.
Hence, all protocols, such as IPSec [KA98], SSL [FKK96], and TLS [DA99], use both
public and private cryptography and are therefore called hybrid protocols. Digital sig-
natures have been a driving force behind the usage of public-key algorithms in the last
decade. They provide integrity, sender authentication as well as non-repudiation. Thus,

the sender of a message can not deny the creation of a message which can be crucial,
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e.g., for online shopping.

Since 1976, three different variants of public-key cryptosystems of practical relevance
have emerged, namely cryptosystems based on the difficulty of integer factorization (e.g.,
RSA [RSAT78]), solving the discrete logarithm (DL) problem in finite fields (e.g., Diffie-
Hellman key exchange [DH76] or Digital Signature Algorithm), and the DL problem
in the group of algebraic curves over a finite field. Elliptic curve [Mil86, Kob87] and
hyperelliptic curve cryptosystems (HECC) [Kob88| are the most well-known types of
the last kind. HECC are a generalization of elliptic curve cryptosystems (ECC) and

were suggested for cryptographic applications in 1988 by Koblitz.

Since their introduction, elliptic curve cryptosystems have been extensively studied
not only by the research community but also in industry. In particular, there are several
standards involving EC, such as the IEEE P1363 [P1399] standardization effort and the
bank industry standards [ANS99]. The situation in the case of HECC is quite different.
Until recently it was often believed that HECC are out of scope for practical application.
Koblitz’s idea to use HEC for cryptographic applications has only lately been analyzed
and implemented both in software and in more hardware-oriented platforms such as field
programmable gate arrays (FPGAs). However, there are still many open engineering

problems regarding HECC and we will focus on some of them in this work.

The above mentioned asymmetric primitives can be used in a variety of different
applications. It is obvious that the conditions for a practical implementation is very
much application driven. Imagine a scenario where a number of PDAs communicate
with a server. On the server side high data throughput is a necessity, because the server
has to encrypt the data traffic of all personal devices. Area and power consumption is
not critical on the server. However, moderate speed is acceptable on the PDAs, but the
battery life and size of the device demand small area and low power. In short, both

systems have very different requirements for the implementation of the cryptographic
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primitives.

Additionally, one notices that more and more I'T applications are embedded systems.
In fact, 98% of all microprocessors sold today are embedded in household appliances,
vehicles, and machines on factory floors [EGH00, BWO0O0], whereas only 2% are used in
PCs and workstations. We also should keep in mind that the number of microprocessors
in most of our modern kitchens is higher than in our offices. Shortcomings of the em-
bedded processors are that they possess CPUs with very low clock rates and a relatively
small amount of memory. Hence, embedded processors often have 100 — 1000 times lower
computational power than conventional PCs. In addition to many other challenges, the
integration of security and privacy in the existing and new embedded applications will

be a major one.

In this work we are going to study the usability of HECC on general purpose processors
and embedded software and hardware platforms. Throughout our work we will present
different implementation techniques targeting different platforms. We show that HECC
is one of the cryptosystems that should be considered for use in embedded environ-
ments because of their short operand length. Considering the implementation aspects
of the public-key algorithms, one notices that a major difference is the bit-length of
the operands. It is widely accepted that for commercial applications one needs at least
1024-bit operands for RSA or the DL problem in finite fields. In the case of ECC or
HECC applications, a group order of size approximately 219 is believed to be sufficient
for moderate security. Hence, one needs to work with at least 160 bit long numbers
in the case of ECC. For HECC of genus two we will need a field F, with 80-bit long
operands, for the same level of security genus-3 HEC can even be realized securely with

approximately 55-bit operands.

Most general purpose processors and also most embedded processors are designed to

execute instructions in essence sequentially. As a consequence, one can only in limits use
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the parallelism inherent in some cryptographic algorithms. However, hardware imple-
mentations allow for parallelism which can result in significant performance increases.
Towards the end of this thesis we analyze the parallelism in HECC and present our

prototype implementation of a HECC coprocessor on FPGA.

Some implementations introduced in this thesis are based on HEC over fields GF(2™),
where m is a composite integer. HEC over such fields have potential cryptographic
weaknesses based on the Weil descent attack [Fre98, GHS02]. However, all introduced
implementation techniques do not use the composite field structure to improve the per-
formance, unlike [WBV'96, GP97]. This implies in particular that all software and
hardware techniques introduced here are also applicable to HEC over fields with a prime

extension.

1.2 Summary of Research Contribution

In this thesis, we mainly consider the engineering aspects of the cryptographic primi-
tive HEC. We introduce four main contributions which we hope will improve the overall
acceptance of HECC as one of the public-key primitives for future applications: 1)
improvement of the group operation; 2) implementation of HECC on general and em-
bedded processors; 3) finding optimal parallel architecture for HECC; 4) implementation
of a HECC coprocessor on hardware-oriented platform, namely a FPGA. We also de-
veloped a metric for comparing the software performance of cryptographic primitives.
Furthermore, we generalized Karatsuba’s method for polynomial reduction to lower the

computational complexity.

1.2.1 Improvement of the Group Operation

Part of this work was published in [PWGP03, PWP03, PWP04b, PWP04a].
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The first algorithm to compute the group operation of HEC was presented by Can-
tor [Can87]. Cantor’s approach works on elements given in Mumford’s representa-
tion [Mum84]. We present an explicit description of the original Cantor algorithm.
We were able to speed up the group addition and the group doubling using Cantor’s
idea for genus-2, 3, and 4 HEC compared to the best known work presented in [Nag00].
We could lower the complexity of the group addition and doubling formulae by up to
26% and 78%, respectively, compared to [Nag00]. We reached similar performance for

the doubling operation for certain curves compared to Harley’s algorithm.

In [GHOO], the authors presented a modified version of the original Cantor algorithm.
The idea of [GHO0] was the basis for further optimization of HECC. The work at hand
presents an improvement for the doubling operation in the case of genus-2 HEC. We
show also for the first time generalized explicit formulae for genus-3 curves including
fields of characteristic 2 and, in addition, we were able to decrease the complexity of
these formulae. Furthermore, we present (for the first time) explicit formulae for genus-4
curves based on Harley’s algorithm. Genus-4 HECC did not draw a lot of attention in
the past because they seem to be far less efficient than genus-2 HECC, genus-3 HECC,
and ECC. Our contribution saves 134 and 175 multiplications/squarings for the group
addition and doubling, respectively, compared to previous work considering genus-4
curves by Nagao [Nag00]. However, genus-4 curves might have cryptographic weakness

which may render them unsuitable for practical systems.

One of the techniques used to speed up the group operation was introduced by Karat-
suba [KOG63]. His algorithm efficiently computes the multiplication of two polynomials.
Karatsuba multiplication can also be used to increase the performance in the reduc-
tion of two polynomials. We generalized Karatsuba’s method in order to decrease the
complexity of the polynomial reduction. We were able to obtain a similar cost reduc-

tion compared to Karatsuba multiplication, namely to save one multiplication for the
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additional cost of three additions.

At this point we want to stress that the presented HECC group operations are most
probably not the optimal formulae. Hence, our work should be considered an upper
bound for the computational effort needed for HECC encryption rather than the best
possible one. However, our results appear to be the best published ones to date. We en-

courage the research community to further reduce the complexity of the group operation

of HECC.

1.2.2 New Complexity Metric for HECC and ECC

Part of this work was presented in [PWGPO03].

A fair comparison between ECC and HECC was difficult to achieve due the different
field sizes, types of operations, and the non-deterministic nature of the HEC operations,
in particular, the computation of polynomial GCDs (Greatest Common Divisors) when
using Cantor’s algorithm. In addition, a lot of the published ECC results contain many
platform specific optimizations which vary greatly between different implementations.
We introduce a new metric for ECC and HECC over characteristic two fields which is
based on an atomic operation count rather than on the (theoretical) bit complexity or

specific timings.

The most interesting results are: (a) ECC, genus-2, and genus-3 HECC are in the same
performance range (b) under certain conditions genus-2 and/or genus-3 hyperelliptic
curves are faster than ECC at the same level of security. This result, however, implies
to use very specific curves for HECC. Our new metric is validated by comparing our

theoretical and practical results.
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1.2.3 Software Implementation of HECC

Part of this work was published in [PWGP03, PWP03, WPW 04, PWP04b, PWP04a).

We implemented all group operations introduced in this contribution on an Intel
Pentium Processor and on embedded microprocessors. One of the reasons to do so
was to prove the correctness of our newly derived group formulae. Furthermore, we
could show that HECC can reach the performance of ECC and, in some cases, even

outperforms ECC.

We provide a thorough comparison of ECC and HECC, taking the latest advances in
HECC group operations into account. We were able to achieve a competitive throughput
for the cryptosystems implemented on a wide range of embedded platforms, namely
ARM, ColdFire, and PowerPC. The best timings for the scalar multiplication with a
group order of approximately 2! for certain HEC cryptosystems could be achieved on
ARMT7TDMI running at 80MHz, resulting in 87 and 94 milliseconds for genus 2 and 3,
respectively. The scalar multiplication for ECC could be performed on the same platform
in 108 ms. Hence, HECC reaches the same throughput as ECC, and furthermore, in
some cases HECC outperformed ECC. This fact holds for our implementations on the
embedded as well as on the general processors. However, we want to point out, that the

HECC implementations were based on curves using special parameters.

Furthermore, we show that for the two algorithm types implemented, the instruction
cache on the PowerPC had a fundamental influence regarding the speed of one scalar
multiplication. The time needed to perform one scalar multiplication can be decreased
by more than a factor of three when using the instruction cache, and by almost a factor
of eight when using instruction as well as data cache. In addition, we could speed
up the throughput of the HEC scalar multiplication by up to 50% by focusing on a

fixed underlying field and curve, which is an attractive option for implementations on
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embedded systems. Combining all of these results, we showed that both families of

algorithms are well suited for embedded applications.

In many low cost and embedded applications lower security margins are adequate.
In practice, if a group order of 2'2® is sufficient, we can perform the field operations
of HECC with a smaller number of word operations. The underlying field operations
can be implemented very efficiently for genus-4 HEC using 32-bit microprocessors (e.g.,
ARM). We provide a study of the efficiency of HECC considering this kind of low security

application. However, one should keep in mind the security limitations of genus-4 HECC.

1.2.4 Optimized Parallel Architectures for HECC

Part of this work was published in [BBWP04b, BBWP04a).

We present optimized parallel architectures for a HECC considering the most recent
explicit formulae to compute group operations. This was achieved by theoretically eval-

uating a variety of different architectures.

We investigate various parallel architectures for a genus-2 HECC using affine and
projective coordinate systems considering the group order of approximately 2150, We
studied the parallelism of the HECC at three levels, namely the field operation level, the
group operation level, and the scalar multiplication level. We analyzed the trade-offs

between parallelization options, the latency, and area-time optimized configurations.

For the architecture using the affine coordinate system, we found that using a single
multiplier with digit-size D = 8 is best suited. This architecture is able to compute the
scalar multiplication in 76, 797 clock cycles. When providing more resources it is possible
to lower the latency to 56,139 clock cycles. Using projective coordinates the scalar
multiplication can be performed in 19,769 clock cycles using three field multipliers of

type D = 32, one field adder and one field squarer, if area constraints are not considered.
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However, the optimal solution in terms of latency and area uses two multipliers of type
D = 8, one adder and one squarer. The main finding is that architectures based on the
inversion-free formulae should be preferred compared to those using group operations

containing inversions.

1.2.5 High Speed HECC Coprocessor on FPGA

There have been some efforts to implement HECC on hardware devices, like FPGAs
[Wol01, WP02, BCLW02, Cla02, Cla03, EMY04]. Most of the implementations, however,

consider the algorithm introduced by Cantor and not the explicit formulae.

We propose prototype implementations of genus-2 hyperelliptic curve cryptographic
coprocessors. We present for the first time an FPGA implementation considering explicit
formulae based on affine coordinates. We provide three different designs of the HECC
coprocessor aiming for high performance. Additionally, we tried to reduce the area for

two design options.

Our fastest version of the HECC coprocessor can perform one scalar multiplication in
415us and is therefore 81% faster than the best previous implementation. The reduced

area implementation utilizes 81% less area than the smallest design published.

The HECC coprocessor designs were evaluated by considering both the hardware
requirements and the time constraints of the cryptographic application. Using the area-
time product, our coprocessors is an order of magnitudes better than previous publica-
tions. Through this improvement, HECC is now approaching the performance range of

ECC FPGA implementations.
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1.3 Outline

In Chapter 2 we introduce the mathematical background of hyperelliptic curve cryptosys-
tems, restricting ourselves to the material necessary to understand the dissertation. We
show the basic definitions and properties, introduce divisors and the divisor class group.
With these definitions we are able to define the Jacobian of the HEC. Next we define
a polynomial representation of the equivalence classes. Furthermore, we introduce the
group operations based on Cantor’s and Harley’s algorithm. We conclude Chapter 2

with some considerations about hyperelliptic curve cryptosystems and their security.

Chapter 3 summarizes the previous work on HECC and is divided into four sections.
The first two sections cover all publications dealing with the improvement of the group
operations based on Cantor’s and Harley’s algorithm. Parts three and four introduce

the previous publications implementing HECC in software and hardware.

In Chapter 4 we state our improvements on the group operations for the hyperelliptic
curve cryptosystem. We first introduce the methods used for speeding up the group
operation, especially the generalization of the reduction using Karatsuba’s algorithm.
Then we introduce our optimized group operations based on Cantor’s algorithm, Harley’s
algorithm, and the inversion-free formulae introduced by Lange. Finally we end this

chapter with a summary.

In Chapter 5 we introduce our new metric for a theoretical comparison of various
cryptographic primitives implemented on a certain processor. We focus on the under-
lying assumptions of our metric and apply it to a comparison of ECC and HECC on a

32-bit processor.

Chapter 6 deals with the implementation of HECC in software. In the first part we
present the methodology used for the software implementation. Secondly, we show our

ECC and HECC software implementations on general purpose processors. In the third
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part, implementation results on embedded processors (ARM, ColdFire, and PowerPC)
are presented. Furthermore, we validate our theoretical comparison metric introduced
in Chapter 5 using the ARM implementations. Furthermore, we study the performance

of HECC for low cost security applications. We end this chapter with a short summary.

Chapter 7 describes the analysis of the parallelism of the HECC group addition, group
doubling, and scalar multiplication. We provide a theoretical comparison of different
architecture options. Parallelism of HECC was exploited on three different levels, namely
on the field arithmetic level, the group operation level, and the scalar multiplication level.
We target affine and inversion-free formulae for genus-2 curves. The analysis results in
the introduction of the optimal architecture for HECC. Finally we present a summary

and an outlook.

The fastest known HECC implementation results achieved on FPGA are presented
in Chapter 8. We propose three different prototype implementations targeting a genus-
2 hyperelliptic curve cryptosystem using affine coordinates. We describe the HECC
coprocessor, outline our methodology, the different design options, and finally put our

results in perspective to previous ECC and HECC FPGA implementations.

We end this dissertation with the conclusions of our work and some suggestions for

further research.



2 Mathematical Background

In this section, we present an elementary introduction to the theory of hyperelliptic
curves over finite fields of arbitrary characteristic, restricting attention to material that is

relevant for this work. For more details, the reader is referred to [Kob89,Kob98 MWZ98|.

The idea that groups formed from hyperelliptic curves (HEC) are suitable for discrete
logarithm cryptosystems was first introduced 1988 by Neal Koblitz [Kob88]. Hyperel-
liptic curves are a special class of algebraic curves and can be viewed as generalization
of elliptic curves. There are hyperelliptic curves of every genus g > 1. A hyperelliptic

curve of genus g = 1 is an elliptic curve.

Most of the material presented in this chapter was taken from [MWZ98] and some of
the examples are from [Gau0Oa]. For an introduction to algebraic geometry the reader

is referred to [Ful69].

2.1 Basic Definitions and Properties

This section provides the main definitions and properties of hyperelliptic curves.

Definition 2.1.1 If a field F has the property that every polynomial with coefficients in

F factors completely into linear factors, then we say that F is algebraically closed.
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Definition 2.1.2 [MWZ98] Let F be a finite field, and let F be the algebraic closure of

F. An equation of the form

C: v+ h(u)v = f(u) in Flu,v], (2.1)

where h(u) € Flu] is a polynomial of degree at most g, f(u) € Flu] is a monic polynomial
of degree 2g + 1, and there are no solutions (u,v) € F x F which simultaneously satisfy
the equation v* + h(u)v = f(u) and the partial derivative equations 2v + h(u) = 0 and

R (u)v — f'(u) = 0 defines a hyperelliptic curve C of genus g over F (g > 1).

A singular point on a curve C is a solution (u,v) € F x F which simultaneously satisfies
the equation v? + h(u)v = f(u) and the partial derivative equations 2y + h(u) = 0 and
h'(u)y — f'(u) = 0. From Definition 2.1.2 we see that hyperelliptic curves do not have

any singular point.

Lemma 2.1.3 [MWZ98] Let C be a hyperelliptic curve over F defined by Equation

(2.1).
1. If h(u) = 0 then char(F) # 2.

2. If char(F) # 2, then the change of variables v — u,v — (v — h(u)/2) transforms
C to the form v? = f(u) where f € Flu]

3. Let C be an equation of the form (2.1) with h(u) = 0 and char(F) # 2. Then C is

a hyperelliptic curve if and only if f(u) has no repeated roots in F.

For the proof of Lemma 2.1.3 consult [MWZ98].

Definition 2.1.4 [MWZ98] Let K be an extension field of F. The set of K-rational

points on C, denoted C(K), is the set of all points P = (x,y) € K x K that satisfy (2.1),
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together with a special point at infinity denoted oo. The set of points C(K) will simply

be denoted by C. The points in C other than oo are called finite points.

Note, the point at infinity lies in the projective plane P?(IF). It is the only projective
point lying on the line at infinity that satisfies the homogenized hyperelliptic curve
equation. If g > 2 then oo is a singular (projective) point (which is allowed since oo is

not in F x F).

Definition 2.1.5 [MWZ98] Let P = (x,y) be a finite point on a hyperelliptic curve C.
The opposite point of P is the point P = (z, —y — h(z)). We also define the opposite of
00 to be 5o = oo itself. If a finite point P satisfies P = P, then the point is said to be

special; otherwise, the point is said to be ordinary.

Figure 2.1 shows an example of a hyperelliptic curve over the field of real numbers.

(NN
N

Figure 2.1: Hyperelliptic curve C.
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2.2 Polynomials and Rational Functions

In this section we only introduce the properties of polynomials and rational functions

when they are viewed as functions on a hyperelliptic curve.

Definition 2.2.1 [MWZ98] The coordinate ring of C over IF, denoted F[C], is the quo-
tient ring

F[C] = Flu,v)/(v* + h(u)v — f(u)),

where (vV2 4+ h(u)v — f(u)) denotes the ideal in Flu,v] generated by the polynomial v* +

h(u)v — f(u). Similarly, the coordinate ring of C over F is defined as

F[C] = Flu,v]/(v* + h(u)v — f(u)).

An element of F[C] is called a polynomial function on C.

Lemma 2.2.2 [MWZ98] The polynomial r(u,v) = v*>+h(u)v — f(u) is irreducible over

F, and hence F[C] is an integral domain.

The proof for Lemma 2.2.2 is shown in [MWZ98]. Note that each polynomial function

G (u,v) € F[C] is represented as G (u,v) = a(u) —b(u)v, where a(u),b(u) € F, are unique.

Definition 2.2.3 [MWZ98] Let G(u,v) = a(u) — b(u)v be a polynomial function in
F[C]. The conjugate of G(u,v) is defined to be the polynomial function G(u,v) = a(u) -+
b(u)(h(u) + v).

Definition 2.2.4 [MWZ98] Let G(u,v) = a(u) — b(u)v be a polynomial function in
F[C]. The norm of G is the polynomial function N(G) = GG.
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The norm is used to transform questions about polynomial functions in two variables
into easier questions about polynomials in a single variable. In the next lemma the

properties of the norm are given and the proof can be found in [MWZ98|.

Lemma 2.2.5 [MWZ98] Let G, H € F[C] be polynomial functions.

1. N(G) is a polynomial in Flu].

Definition 2.2.6 [MWZ98] The function field F(C) of C over F is the field of fractions
of F[C]. Similarly, the function field F(C) of C over F is the field of fractions of F[C].

The elements of F(C) are called rational functions on C.

It is important to point out that F[C] is a subring of F(C) and that every polynomial
function is also a rational function. Next, we are going to define the value of a rational

function at a finite point.

Definition 2.2.7 [MWZ98] Let R € F(C), and let P € C, P # co. Then R is said to
be defined at P if there exist polynomial functions G, H € F[C] such that R = G/H and
H(P) # 0; if no such G, H € F[C] exist, then R is not defined at P. If R is defined at
P, the value of R at P is defined to be R(P) = G(P)/H(P).

One can see from the definitions above, that the well-defined value R(P) is independent
of the choice of G and H. The following definition will introduce the degree of the

polynomial function and in Lemma 2.2.9 we state the properties of the degree.
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Definition 2.2.8 [MWZ98] Let G(u,v) = a(u) — b(u)v be a non-zero polynomial func-
tion in F[C]. The degree of G is defined to be

deg(G) = max[2deg,(a),2g + 1 + 2deg, (b)].

Lemma 2.2.9 [MWZ98] Let G, H € F[C].

1. deg(G) = deg,(N(Q)).
2. deg(GH) = deg(G) + deg(H).

3. deg(G) = deg(G).

Now we are going to define the value of the rational function at oo.

Definition 2.2.10 [MWZ98] Let R = G/H € F(C) be a rational function.

1. If deg(G) < deg(H) then the value of R at 0o is defined to be R(co) = 0.
2. If deg(G) > deg(H) then R is not defined at oo.

3. If deg(G) = deg(H) then R(o0) is defined to be the ratio of the leading coefficients

(with respect to the deg function) of G and H.

2.3 Zeros and Poles

The purpose of this section is to introduce the orders of zeros and poles of rational
functions as well as the notion of a uniformizing parameter. The proofs of all the

lemmas and theorems can be found in [MWZ98].
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Definition 2.3.1 [MWZ98] Let R € F(C)* and let P € C. If R(P) = 0 then R is said
to have a zero at P. If R is not defined at P then R is said to have a pole at P, in which

case we write R(P) = oo.
Lemma 2.3.2 [MWZ98] Let G € F[C]* and P € C. If G(P) =0 then G(P) = 0.

The following three lemmas are used in Theorem 2.3.6 that introduces the existence

of uniformizing parameters.

Lemma 2.3.3 [MWZ98] Let P = (x,y) be a point of C. Suppose that G = a(u) —
b(u)v € F[C]* has a zero at P and that x is not a root of both a(u) and b(u). Then

G(P) =0 if and only if P is a special point.

Lemma 2.3.4 [MWZ98] Let P = (x,y) be an ordinary point on C and let G = a(u) —
b(u)v € F[C]*. Suppose that G(P) = 0 and x is not a root of both a(u) and b(u). Then
G can be written in the form (u — x)*S, where s is the highest power of (u — ) which

divides N(G), and S € F(C) has neither a zero nor a pole at P.

Lemma 2.3.5 [MWZ98] Let P = (x,y) be a special point on C. Then (u— x) can be
written in the form (v — y)2S(u,v), where S(u,v) € F(C) has neither a zero nor a pole

at P.

Theorem 2.3.6 [MWZ98] Let P € C. Then there exists a function U € F(C) with
U(P) = 0 such that the following property holds: for each polynomial function G € F[C*,
there exists an integer d and function S € F(C) such that S(P) # 0, oo and G = U%S.
Furthermore, the number d does not depend on the choice of U. The function U is called

a uniformizing parameter for P.

Using Theorem 2.3.6, one can define the order of a polynomial function at a point.
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Definition 2.3.7 [MWZ98] Let G € F[C]* and P € C. Let U € F(C) be uniformizing
parameter for P, and write G = U%S where S € F(C), S(P) # 0, co. The order of G at
P is defined to be ordp(G) = d.

Lemma 2.3.8 [MWZ98] Let G1,Gy € F[C]* and P € C, and let ordp(Gy) = i,
OrdP(Gz) =T9.

1. OI‘dP(Gng) = OI‘dP(Gl) + OI‘dP(Gg).

2. Suppose that G; # —Gsy. If r1 # ro than ordp(Gy + Go) = min(rq, 7). If 11 = 19

then ordp(Gy + G2) > min(ry,ra).

Next, we generalize Lemma 2.3.2 and get Lemma 2.3.9.

Lemma 2.3.9 [MWZ98] Let G € F[C]* and P € C. Then ordp(G) = ord5(G).

Theorem 2.3.10 [MWZ98] Let G € F[C]*. Then G has a finite number of zeros and
poles. Moreover, ) .. ordp(G) = 0.

In the following we are going to define the order of a rational function at a point.

Definition 2.3.11 [MWZ98] Let R = G/H € F(C)* and P € C. The order of R at P
is defined to be ordp(R) = ordp(G) — ordp(H).

2.4 Divisors

This section introduces the concept of divisors and theirs basic properties.
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Definition 2.4.1 [MWZ98] A divisor is a finite formal sum of C(F)-points,

D=Y mP,m; €L
PeC
where only a finite number of the m; are non-zero. The degree of D, denoted deg D, is

the integer Y peo mp. The order of D at P is the integer mp: we write ordp(D) = mp.

Example: [Gau0Oa] Intuitively, the order of a function f at a point P is the
measure of the multiplicity of zero of f, see Figure 2.2, i.e. multiplicity of

the intersection of the curve C with f = 0.

f(P)=0
C C
P / P
f(P)=0
ordp(f) = 1 ordp(f) > 1

Figure 2.2: Multiplicity of zero [Gau00a].

Example: Assume we have a hyperelliptic curve C' : v? +uv = u® + 5u* +

6u? + u + 3 over 7, an example of a divisor is

D =2(2,2)+3(5,3)+ (1,1) + (6,4)
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and the degree of D is
> mi=2+434+14+1=T.

Definition 2.4.2 The number of points of a divisor is called the weight of the divisor.

The set of all divisors, denoted by D, forms an additive group under the addition rule:

Z m;P; + Z ni Py = Z(mz + i) B,

P;eC P;eC P;eC
Let D denote the subgroup consisting of divisors of degree 0.

In the next two definitions we introduce the GCD of divisors and the divisor of a

rational function.

Definition 2.4.3 [MWZ98] Let Dy = Y pcompP and Dy = Y p.onpP be two divi-

sors. The greatest common divisor of Dy and Dy is defined to be

ged(Dy, Dy) me mp,np)P — (Z min(mp,np))oo.
peC pec

Definition 2.4.4 [MWZ98] Let R € F(C)*. The divisor of R is

div(R) =Y (ordpR)P.

peC

Consulting Theorem 2.3.10, one notices that the divisor of a rational function is a

finite formal sum and has degree 0.

Lemma 2.4.5 Let G € F[C]*, and let div(G) = - pee mpP. Then div(G) = ZPGCmPP
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2.5 Principal Divisors

For the definition of the Jacobian, principal divisors are needed.

Definition 2.5.1 [MWZ98] A divisor D € D° is called principal divisor if D = div(R)

for some rational function R € F(C)*. The set of all principal divisors is denoted as P.

Example: [Gau0Oa] Let f be a function. The divisor div(f) can be decom-

posed into a difference of two divisors:

div(f) = divo(f) — divee(f),

where divy(f) corresponds to the intersection of C with the curve f = 0 and

dive(f) to the intersection of C with % =0.

In Figure 2.3, we show an example, where div(f) = P, + P, + Ps + Py —
(2@1 + 2@2)

2.6 The Jacobian J
Definition 2.6.1 [MWZ98] The quotient group
J=D"/P

is called the Jacobian of the curve C. If D1, Dy € DY and Dy — Dy € P then we write

Dy ~ Ds. In that case, Dy and Dy are said to be equivalent divisors.

Hence, the Jacobian is a finite quotient group of one infinite group by another infinite

group. Every element on the Jacobian is an equivalence class of divisors. Figure 2.4,
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Figure 2.3: Example of a principal divisor [Gau0Oa).

shows two rational functions defined over a curve (plotted over R for visualization pur-

poses).

ol

Sy+2243x—1=0

;t:—I—%:O

Figure 2.4: Example of rational functions defined over a curve C [Gau00a].
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A convenient set of coset representatives and algorithms to perform operations are
needed for the computations on J. In the Section 2.8 the unique representation of
elements in the Jacobian group is being introduced. The addition rules are stated in
Section 2.9 and Section 2.10. Before doing so we will introduce reduced divisors in the

next section.

2.7 Reduced Divisors

This section provides the definition of reduced divisors. We first have to define the

support and the semi-reduced divisor to be able to get the reduced divisor.

Definition 2.7.1 [MWZ98] Let D =}, .. miP; be a divisor. The support of D is the
set

supp(D) = {P; € C | m; # 0},

Definition 2.7.2 [MWZ98] A semi-reduced divisor is a divisor of the form
p=Smp- (S
PieC PieC

where each m; > 0 and the P, € C\{oo} are finite points such that when P; € supp(D)

then P; ¢ supp(D), unless P, = P,, in which case m; = 1.

The following lemma shows that for each element D € D° there exists a semi-reduced

divisor D; equivalent to D:

Lemma 2.7.3 [MWZ98] For each divisor D € D° there exists a semi-reduced divisor

D, € D° such that D ~ D;.
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The proof can be found in [MWZ98|.

Note that semi-reduced divisors are not unique in their equivalence class. In the case
of hyperelliptic curves, one can show a stronger result (using the Riemann-Roch theorem,
see [Ful69]) that every element of J can be uniquely represented by a so-called reduced

divisor. The reduced divisors are defined as follows:

Definition 2.7.4 [MWZ98] Let D = Y pcomiP; — (3 peemi)oo be a semi-reduced

divisor. If Y peomi < g (g is the genus of C) then D is called a reduced divisor.

Hence, a divisor D = > m;P; — (3. m;)oo € DY is said to be reduced if:

1. All of the m; are non-negative, and if P; is equal to its opposite then m; < 1.
2. If P, # 151-, then P; and P, do not both occur in the sum.
3. > m;i <g.

One can show that each coset of the quotient group J = D°/P has exactly one reduced

divisor.

Theorem 2.7.5 [MWZ98] For each divisor D € D° there exists a unique reduced
divisor Dy such that D ~ D;.

A proof for the theorem presented above can be found in [MWZ98].

2.8 Representation of Divisors

In Section 2.7, a unique representation of all elements in the Jacobian group was intro-
duced with the concept of divisors. Mumford presented an alternative representation of

the divisors, that is more efficient for practical applications [Mum84].
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Semi-reduced divisors can be described as a pair of polynomials as stated in the

following theorem.

Lemma 2.8.1 [MWZ98] Let P = (x,y) be an ordinary point of C. Then for each

k > 1, there exists a unique polynomial by(u) € Flu] such that

1. deg,bi < k;

2. bp(x) =y; and

3. V2(u) + br(u)h(u) = f(u)(mod(u — z)F).
Theorem 2.8.2 [MWZ98] Let D = > m;P; — (>_m;)oc be a semi-reduced divisor,
where P; = (x;,y;). Let a(u) = [[(u — x;)™. There exists a unique polynomial b(u)
satisfying:

1) deg,b < deg,a;

2) b(x;) = y; for all i for which m; # 0;

3) a(u) divides b(u)? + b(u)h(u) — f(u).

Notation: Then D = ged(div(a(u)), div(b(u) —v)). Usually ged(div(a(u)), div(b(u) —v))

will be abbreviated to div(a(u),b(u) —v) or, more simply, to div(a,b).

The proofs for the lemmas and the theorem can be found in [MWZ98] and the zero

divisor is represented as div(1,0).

Lemma 2.8.3 Let a(u),b(u) € F[u] such that deg,b < deg,a. Then al(b® + bh — f) if

and only if div(a,b) is semi-reduced.
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Now we have an alternative representation for semi-reduced divisors, but as discussed
above, each element of J can be represented uniquely by a reduced divisor. A reduced
divisor is a semi-reduced divisor but of degree less than or equal to g. Hence the

polynomial a is of degree less than or equal to g.

Example: Consider the hyperelliptic curve
C:v*+ (W +uw=u’+u*+1

of genus g = 2 over the finite field Fys defined with the primitive polynomial
P(x) =2° + 22+ 1, and let P(a) = 0. Let P, = (a°,0) and P, = (0,1) be

two points on the curve. Now compute the polynomial representation of
D =P, + P, — 200 = div(a, b).
As shown in Theorem 2.8.2, a(u) is calculated as

a(u) = H(u—xz)ml

It follows that  a(u) = (u+a®)(u+0) = (u+a*)u.

To calculate the polynomial b(u) = cu+a of degree < 1 one has to determine
its coefficients such that b(z;) = y; for all ¢ for which m; # 0. Hence one

obtains two equations with two variables:

b(z)) = p=0=cr;+d=ca® +d

b(xa) = yo=1=cra+d=c-0+d.

The second equation yields d = 1. In the next step compute the inverse of
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a*® modulo the primitive polynomial P(x) = z° + 2 + 1:

[@*]7! = a mod 2° + 2% + 1.

With the knowledge of the inverse, it is easy to find ¢ = «. Hence b(u) =
au + 1. With Theorem 2.8.2 the polynomial representation of the given

semi-reduced divisor is:
div(a,b) = (u* + o*u, au + 1).

It can be seen that the degree of a(u) is equal to g and therefore the polyno-

mial representation found is also the representation for the reduced divisor.

For the setup of a hyperelliptic curve cryptosystem we need to generate random divi-
sors with the properties given above. A method to generate a random divisor is given
in [Kob89] and summarized in [Pel02]. In the next sections we introduce the group

operation for HECC.

2.9 Cantor’s Group Operations on the Jacobian

This section gives a brief description of the algorithms used for adding and doubling
divisors on the Jacobian introduced by Cantor [Can87] and given for even characteristic
in [Kob89]. Let C be a hyperelliptic curve of genus g defined over a finite field F, and
let J be the Jacobian of C. Let P = (z,y) € C, and let o be an automorphism of F over
F. Then P° % (o(x),0(y)) is also a point on C.

Definition 2.9.1 A divisor D = S mpP is said to be defined over F if D* < S mpP?

is equal to D for all automorphisms o of F over F.
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Algorithm 1 describes the group law. The group operation is performed in two steps.
First we have to find a semi-reduced divisor D" = div(«/,v’), such that D' ~ Dy + Dy =
div(uy,v1) + div(ug, v2) in the group J (see Algorithm 1, Step 1 to Step 3). In the second
step we have to reduce the semi-reduced divisor D’ = div («/,v’) to an equivalent divisor
D = (u,v) (see Algorithm 1, Step 4 to Step 9). Figure 2.5 The addition is visualized for

a genus-2 curves “geometrically”.

Algorithm 1 Group addition
Require: Dy = div(uy,vy1), Dy = div(ug, vs)
Ensure: D = div(ug,v3) = Dy + Dy
d = ged(uy, ug, v1 + vy + h) = s1uy + Sous + s3(vy + v + h)
upy = uyuy/d?
vy = [$1u109 + Souavy + S3(vive + f)]d ™ (modu')
k=1
while degu) > g do
k=k+1

f=vp h=(v4)?

!
U1

uy =
v, = (—h —v_;) mod uj,
end while
: Output (ug = uj, vs = vy)

© ® TSI RN

1

o

The following two theorems show that Algorithm 1 works and the proofs can be
found in [MWZ98]. Theorem 2.9.2 provides the correctness of the composition part and

Theorem 2.9.3 of the reduction part.

Theorem 2.9.2 [MWZ98] Let Dy = div(uy,v1) and Dy = div(usz,vs) be semi-reduced
divisors. Let v and v be defined as in Step 2 and 3 of Algorithm 1. Then D = div(u,v)

1s a semi-reduced divisor and D ~ Dy + D,.

Theorem 2.9.3 [MWZ98] Let D = div(u,v) be a semi-reduced divisor. Then the

divisor Dy = div(us, vs) returned by Algorithm 1 is reduced and D3 ~ D.

Doubling a divisor is easier than general addition and therefore, Steps 1, 2, and 3 of

Algorithm 1 can be simplified as follows:
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(P 4Py —200) + (Q1 + Q2 — 200) =
=R+ Ry — 20

Py

_R

Py
Ry

Figure 2.5: Geometrical visualization of the addition on genus 2 HEC.

1. d=ged(u,2v 4+ h) = syu+ s3(2v + h)
2: U = u2/d2

3: v = [syuv + s3(v? + f)]d"(modu)

2.10 Harley’'s Group Operations on a Jacobian

In [GHO0], the authors noticed that one can reduce the number of operations by distin-
guishing between possible cases according to the properties of the input divisors. They
described an efficient algorithm (using Karatsuba multiplication, CRT, and Newton It-

eration) to reduce the overall complexity of the group operations.

To determine explicit formulae, it is essential to know the weight of the input divisor.

The weight of a divisor is defined as the number of finite points in the support of D.
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For example, in the case of a hyperelliptic curve of genus 2, a divisor can have weight
0, 1, or 2. For each case, implementations of different explicit formulae are required. In

Figure 2.6, the main flow of the doubling algorithm of a genus-2 HEC is illustrated.

Call function for Doubling

weight(D)=2? .
adivisor of degree 2

Call function for Doubling

weight(D)=1? o
adivisor of degree 1

‘ result = div(1,0) ‘

'

STOP

Figure 2.6: Main flow of Harley’s doubling algorithm.

Two random polynomials of small degree have a linear factor in common with proba-
bility of =~ 1/q. Hence, in the case of a hyperelliptic curve of genus 2, we have no factor
in common with probability P &~ 1 — 278%, Therefore, in most cases the ged(uy,us) = 1.
For the remainder of this work, we call this the frequent case. An implementation based
on explicit formulae can be realized by avoiding the non frequent cases. This can be
done on basis of a protocol which restarts if a non frequent case occurs. We now restrict
to genus two curves over fields of odd characteristic for the moment. Therefore we may

assume h = 0.

2.10.1 The Frequent Case of Doubling

The frequent case of doubling a divisor occurs if and only if D = (uq,v1) is of weight 2

and ged(uy,vy) = 1, i.e., both uy and vy do not have a factor in common. This means
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that D consists of two distinct ordinary points.

According to Cantor’s algorithm, v’ = u? (see Algorithm 1). The v' polynomial can be

calculated using the property u;(z)|(vi(z)? — f(x)) and therefore u'(z)|(v'(z)? — f(x)).
Since v' = v; mod uy, v'(x) can be seen as a square root of f(z) modulo u?(x) and v;(z)
as a square root of f(x) modulo u;(x). Hence, we can obtain v'(x) by performing one
step of the Newton Iteration [GHOO]:

2
V= — f2vlvl mod v’ (2.2)

In order to obtain a unique representation of D', we need to reduce the polynomials

u'(x) and v'(x). The polynomials of the reduced divisor Dy = (ug,vs) are

f=@)
up = (2.3)
us = monic(uz)
vy, = —v mod us.

Equations (2.2) and (2.3) can be computed efficiently using following substitutions

proposed by Harley:

f—i

Uy

27)1
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Then Equation (2.2) simplifies to v = v; — uys and Equation (2.3) can be rewritten:

f— )
u/
(v} — f) + 2suyv; + s%u?
ui
5 Kk —2su;

Uy =

= s
51

Algorithm 2 combines all steps of the most frequent case for arbitrary characteristic

including all subexpressions and uses h = 0 [Lan02a].

Algorithm 2 Frequent Case for Group Doubling (g = 2).

Require: Dy = div(uy,v;)
Ensure: D, = div(ug,vy) = 2Dy
1 k= vi—vih—f

- (exact division)
1

2 5= h+k2v1 mod 1y

3 u = s+ %ﬁr%l) (exact division)
4: us = v’ made monic

5. v9g = —(h + suj + v1) mod uy

In the case of genus-3 and genus-4 curves an extra reduction step is necessary to obtain
a reduced divisor. Hence, for genus-3 and genus-4 curves, Steps 6 and 7 have to be added

to Algorithm 2 in order to end up with a reduced divisor D3 = div(usz,v3) = 2D;.

— voh — 2
6: us= J = voh = (v2) (exact division)
U

7: v3=—(vg+ h) mod ug

2.10.2 The Frequent Case of Adding

The frequent case of adding two divisors occurs if and only if Dy = (uy,v1) and Dy =

(ug,va) are both of weight 2 and ged(uy,us) = 1, i.e. both uy and uy do not have a factor
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i common, meaning the support of Dy does not contain any point or opposite of a point

in the support of Ds.

In Algorithm 1, ' is given as ' = ujus (Step 2). Since in the frequent case d = d; = 1,
s; = e1, S = ey and s3 = 0, v/ is obtained by v = (ejujve + eausvy) mod v’ (see
Algorithm 1, Step 3). Applying Garner’s Algorithm for the Chinese Remainder Theorem
[IMvOV97] results in:

v = [(UQ Y hod u2>u1 + vl] mod .
Uy

Since D" = (u/,v') is a semi-reduced divisor, a reduction is necessary. Harley performs
a reduction which is optimized by reusing some pre-computed quantities. The reduction

of v’ can be written as

— (/)2
¢ = (’U | (2.4)
U
o 1 'U2 — Ul 2 UQ _ ,Ul )
= {f - [( u mod U2)U1} — 2vyuq( “ mod us) — vl} (2.5)
_ 1 f_v% Vo — U Vo — U1
= u—2{ w ( " mod us) [( " mod ug)uy + 21}1} } (2.6)

Equation 2.6 can be simplified and computed efficiently using the following substitu-

tions proposed by Harley:

2

i
Uy

V2 — U1

d 2.8
” mod us (2.8)

z = swu (2.9)
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Equation 2.6 can now be rewritten:

= k— s(z+ 2v;)

U2

In the next step, v’ is made monic and v is reduced, resulting in a reduced divisor
D3 = D1+ Dy = (us,vs) . All steps for arbitrary characteristic including those for the

precomputed quantities and considering h = 0 are given in Algorithm 3 [Lan02a].

Algorithm 3 Frequent Case for Group Addition (g = 2).
Require: Dy = div(uy,vy), Dy = div(ug, v)
Ensure: D; = div(ug,vs3) = Dy + Dy

L k= Fvi—ihv% (exact division)

2: 5= % mod s
2 = sy
u = %:HUI) (exact division)
us = v/ made monic
v3 = —(h + 2z 4+ v1) mod ug

For genus-3 and genus-4 curves an additional reduction step is necessary to calculate

the reduced divisor Dy = div(ug,v4) = Dy + Ds:

el — (0:)2
6: us= f = vsh = (v) (exact division)
us

7: vy =—(vs+ h) mod uy

Based on Algorithms 2 and 3, the upcoming explicit formulae for the group operations
on hyperelliptic curves of genera 2, 3 and 4 are derived.

2.11 Hyperelliptic Cryptosystems and Security

The Diffie-Hellman problem on J is closely related to the well-studied discrete logarithm

problem (DLP) [MvOV97]. These problems are significant to public-key cryptography
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because they form the basis for the security of many cryptographic schemes. The DLP
on J can be stated as follows: given two divisors Di, Dy € J, determine the smallest

integer m such that Dy = mD;, if such an m exists.

A central ingredient in cryptosystems based on the DL problem in an abelian group

is an efficient process for computing mD for D € J and for large integers m.

D+D+---+D=mD

m times

This operation is called divisor multiplication or scalar multiplication, and dominates
the execution time of hyperelliptic cryptosystems. The binary algorithm and its variants
[IMvOV97, Gor98] can be used to efficiently compute mD. The main operations in the

algorithm are group additions and group doublings.

It is widely accepted that for most cryptographic applications based on EC or HEC
one needs a group order of size at least &~ 2'%. Thus, for HECC over F, we will need at

least g -log, ¢ =~ 160, where ¢ is the genus of the curve. Hence, for a curve of genus two,

we will need a field F, with |F,| ~ 259,

Pollard’s rho method and its variants [GLV9S8, Pol78, Wie86| are the most important
examples for algorithms solving the DLP with complexity O(y/n) in groups of order
n. However, some special cases of HEC were discovered in [FR94, Riic99], which can
be attacked with lower complexity than O(y/n). The first algorithm which computes
the DL in subexponential time for sufficiently large genera was published in [ADH94].
The algorithm was improved and implemented, e.g., in [FS97, Eng99a, Gau0Oa, Gau00b,

EGO02]. This algorithm has a lower complexity than Pollard’s rho method for g > 4.

In [FR94], the authors described of the Tate pairing, that is a bilinear map from
the divisor class group of a curve C over a finite field IF, into the multiplicative group

IE‘Zk. Hence, for small k, the DLP in the divisor class group can be solved with the
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subexponential index-calculus algorithms in Fy,. In [Gau00b] it is shown that index-
calculus algorithms in the Jacobian of HEC have a lower complexity than the Pollard
rho method for curves of genus greater than 4. However, the author further studied
special cases by keeping only a fraction of the divisors in the factor base resulting in
a reduction of the base by a factor of n. In this case, the author obtained an overall
complexity of O(%). Thus, the complexity of the attack of genus-4 curves is lower than
the complexity of the rho method. However, no practical comparisons between the two

approaches have been made.

Recently, Thériault optimized the sub-exponential algorithm to compute the discrete
logarithm in the Jacobian of low genus hyperelliptic curves [Thé03]. The underlying field
for HEC with genus higher than two might have to be larger than believed in order to
achieve a certain security level, see the correction factor in Table 2.1. For the moment,
the most efficient attacks presented in [Thé03| are not practical, because of the high
storage usage. Note, we took this security consideration into account and enlarge the

field sizes accordingly.

Table 2.1: Comparison of the complexity of different attacks on HECC.

g 1] 2 3 4

Index calculus ¢ ¢ ¢ q

Rho [Gau00b] ¢?1 ¢ [ &7 ¢
reduced factor base [Thé03] | n.a. | n.a. | ¢*2 | ¢%°
with large primes [Thé03] n.a. | na. | ¢ | ¢!/
Correction factor for log, |F,| | - - | 1.05 | 1.286

In order to find secure HECC one has to consider criteria to ensure that a curve is
not supersingular as this implies weaknesses under the Frey-Riick attack (see [Gal01]).
However, there are no hyperelliptic supersingular curves of genus 2" —1 and characteristic

2 for any integer n > 2 [SZ02].

Later in this thesis we present explicit formulae based on special types of curve equa-
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tions, resulting in especially fast doubling. For our improvements we use a genus-2 curve
of the form y? + 2y = 2° + fix + fo where fo, fi € Fan. Similar curves where chosen for
the genus-3 and genus-4 cases. Obviously, they form a special class of curves but the
free choice of fy and f; still leads to sufficiently many. We are not aware of any security

limitation of the curves that we used in this publication.

There is a contribution that dealt with securing practical implementations [Ava03].
In this paper, countermeasures against differential power analysis for HECC were intro-

duced by modeling two techniques used for elliptic curves cryptosystems.

In addition, one should consider the Weil decent attack methodology and especially
the GHS Weil decent attack. Consider E to be a non-supersingular elliptic curve defined
over a field K = Fym, and m is composite. The idea of the attack is to reduce the ECDLP
in E(Fym) to the DLP in the jacobian variety of a curve of larger genus defined over a
proper subfield k = IF; of K. The attack was first presented by Frey [Fre98]. In [GHS02],
the authors showed how to attack this kind of systems when considering finite fields of
characteristic two of composite degree. Concluding from the above mentioned publica-
tions, using fields with composite extension degree can have cryptographic weaknesses

which can potentially lead to attacks.

By our choices of fields we tried to get a comparison in group size of ECC and HECC
as tight as possible, therefore some of the fields we used are based on m composite.
However, all implementation techniques do not use the composite field structure, unlike
the work in [WBV'96, GP97]. Hence, all the software and hardware implementations
should be viewed as example cases to show the efficiency of the different systems and

are also applicable to HECC based on prime extension fields.



3 Previous Work

In this section, we first summarize previous improvements on group operations of genus-
2, genus-3, and genus-4 curves. We start with the work done on speeding up the oper-
ations based on Cantor’s algorithm, followed by the work done to increase the perfor-
mance of Harley’s algorithm. In the second part we present the previous publications

implementing HEC in software and hardware.

In the remainder of the thesis I refers to a field inversion, M to a field multiplication,
and S to a field squaring. In some references, the authors did not distinguish between

multiplications and squarings. This will be denoted as M/S.

3.1 Previous Improvements of Cantor’s Algorithm

Nagao improved the polynomial arithmetic for Cantor’s algorithm [Nag00]. He mainly

applied the following ideas:

Division of polynomials without field inversions.

Computation of the greatest common divisor with one inversion.

Interleaving superfluous calculations in the reduction part.

Expressing points on the Jacobian in a different form.
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Nagao evaluated the computational cost of the group operations by applying the stated
improvements for genus 2 < g < 10. The best results for genus two to four HEC are

stated in Table 4.2.

Note that in [Nag00] the author estimates the cost of the operations using polynomial
arithmetic. We were able to decrease the number of operations needed in all cases by

optimizing the explicit notation of these group operations.

3.2 Previous Improvements of Harley’'s Algorithm

The first work trying to improve the group operation was done from Spallek [Spa94].
She developed explicit formulae for genus-2 curves targeting degree two polynomial and
odd characteristic. In [GHO0], the authors introduced a slightly different way to reduce
the computational effort for the HECC group operations significantly. This was achieved
by reducing the number of operations by distinguishing between different cases of the
properties of the input divisors. Using the Karatsuba multiplication algorithm [KOG63],
the Chinese remainder theorem, the Newton iteration, and a reordering of operations,

the authors further reduced the overall complexity of the group operations.

In [Lan01], Lange developed for the first time explicit formulae for even characteristic
fields and genus-2 curves following the approach from [GHO00]. Additionally, in this work
the author describing the group operation distinguishing between all the different cases of
the properties of the input divisors. For the most frequent case the group addition could
be computed using 2 inversion, 24 multiplication, and 3 squarings. The group doubling
takes 2 inversion, 26 multiplication, and 6 squarings. However, no implementation was

given.

The follow-up implementation based on Harley’s algorithm, was done by Matsuo, Chao

and Tsuji in [MCTO1]. They could save some multiplications compared to Harley’s al-
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gorithm. A group addition takes 2 inversions and 25 multiplications/squarings and a
group doubling takes 2 inversions and 27 multiplications/squarings (see Table 4.3). The
authors showed an implementation of both the improved Harley algorithm and the el-
liptic curve algorithm for comparison. Each one was implemented over some optimal
extension fields (OEF): a 93-bit OEF for hyperelliptic curves of genus 2 and a 186-bit
OEF for elliptic curves. A Pentium II1@886MHz with the GNU C++-2.95.2 compiler
was used. A further speed-up for HEC of genus 2 of odd characteristic was achieved in
2002 by Miyamoto, Doi, Matsuo, Chao and Tsuji [MDM"02]. The authors suggested
Montgomery’s trick of simultaneous inversions to compute two inverses by performing
only one field inversion and three field multiplications (for more details see Chapter 4.1).
An alternative representation was described in order to avoid inversion. The disadvan-
tage of the alternative representation is the increased amount of multiplications. The
new algorithm was implemented on a Pentium ITIQ886MHz. At the same conference,
Masashi Takahashi further improved the arithmetic genus-2 curves of odd characteris-
tic [Tak02]. With the help of a small change in the order of a special operation, he could

save one multiplication compared to [MDM™02].

The extension of the explicit formulae for arithmetic on genus-2 curves of [MDM™02]
and [Tak02] to fields of even characteristic and to arbitrary equations of the curve
were done independently from each other and almost at the same time in [SMCTO02]
and [Lan02a]. In [SMCTO02], the authors were able to reduce the number of field oper-
ation needed, resulting in 11 4+ 25M for the group addition. The group doubling was
performed in 11 4+ 27M. The authors used all of the techniques known from the pre-
vious publications, like Karatsuba multiplication and Montgomery’s multiple inversion
technique. In [Lan02a], the author was able to further reduce the complexity of the
group operations: [+22M+3S for group addition and [+22M+5S for group doubling.

Timings for the implementation of those formulae are also given. Various libraries for
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the field arithmetic over prime fields and binary fields on a Pentium IVQ1.5GHz were

investigated.

In [MDM™02, Lan02b, Lan03], the authors introduced a way to calculate the HEC
group operations without using inversions. To reach this aim, at least one coordinate had
to be added to represent the elements of the divisor class group. The resulting explicit
formulae are advantageous in applications where inversions are expensive compared to
multiplication. The authors in [MDM*02] were the first to publish this kind of approach.
Their results were improved and generalized to even characteristic in [Lan02b, Lan03].
In [Lan02b], 47 multiplications and 4 squarings are required for a group addition. For

the group doubling operation, 40 multiplications and 3 squarings are necessary.

In [Lan02c], the author introduced weighted coordinates on genus-2 curves, resulting
in more efficient inversion-free formulae. Furthermore, the paper presents an extensive
study about the usage of curves of different characteristic for varying applications. Very
recently, [Lan03] gave a thorough comparison of arithmetic on hyperelliptic curves of

genus-2 curves containing mainly the material of the previous three papers [Lan02a,

Lan02b, Lan02c].

Genus-3 HEC group operations using odd characteristic were improved applying Harley’s
methodology in [KGM*02]. The authors adopted the methods from [MDM™02,Har00] to
increase the performance. The proposed algorithm was implemented on an Alpha Work-
station 21264@667MHz using an underlying field F,, where ¢ = 26" — 1. In [GMAT04],
the authors introduced very recently an improvement of the genus-3 algorithm. The
proposed algorithm takes I + 70M and I 4+ 71M for a group addition and doubling,
respectively. The publication introduces two additionally variants algorithms for the
group operation in order to adjust the algorithm to various platforms. Furthermore, the
authors implemented a 160 bit scalar multiplication on a 64-bit CPU, namely Alpha
EV68@1.25GHz.
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The work at hand introduces explicit formulae for genus-3 curves of arbitrary charac-
teristic and improves the formulae for the group operation of genus-2 and genus-3 HEC.

Furthermore we present explicit formulae for genus-4 curves.

3.3 Previous Software Implementations of HECC

Since HEC cryptosystems were proposed, there have been several software implementa-
tions on general purpose machines and, only recently, publications dealing with hardware

implementations of HECC.

The results of previous HECC software implementations are summarized in Table 3.1.
The table entries are sorted in chronological order. All implementations up to [SS00] use
Cantor’s algorithm with polynomial arithmetic. Starting with [MCTO01], the implemen-
tations make use of explicit formulae. The table includes only implementations that are
considered to be secure, namely curves of genus smaller than five, and shows only the
fastest numbers given in each publication. For example, the implementation presented
in [Sma99| is not included in Table 3.1, because it focused only on HECC with genus

five or higher.

The authors in [MCTO01] could save two multiplications/squarings and three multipli-
cations/squarings in the group addition and doubling operations, respectively, compared
to Harley’s algorithm. This implementation was followed by [MDM™02, Tak02, Lan02a,
Ava04]. In [Ava04], the author did an extensive study of HECC using prime fields.
The only genus-3 curve implementations based on the explicit formulae were presented

in [KGM™02, Ava04].

In [Ngu02] the author did the first implementation of HECC on an embedded processor
namely using the FrameXE smart card coprocessor. To our knowledge the work at hand

is the only work providing extensive implementations of HECC on various different
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Table 3.1: Execution times of recent HEC implementations in software.

| reference | processor | genus | group order | tycalarmuis. In M
[Kri97] Pentium@100MHz 2 ~ 2128 520
3 ~ 2126 1200
4 ~ 21 1100
[SS98] Alpha@467MHz 3 ~ 2177 83.3
3 ~ 2267 25700
3 s 2339 37900
4 ~ 2164 96.6
Pentium-11Q@300MHz 3 ~ 2177 11700
4 ~ 2104 10900
[SS00] | Alpha2l164A@600MHz | 3 ~ 2180 08
3 ~ 2177 40
4 ~ 2104 43
[MCTO1] PentiumIII@Q866MHz 2 ~ 2186 OEF 1.98
IMDM*02] | PentiumIITQ866MHz 2 ~ 2186 OEF 1.69
[KGM™02] | Alpha21264@667MHz | 3 ~ 21 0.932
[Lan02al Pentium-IVQ1.5GHz 2 s 2160 18.875
2 ~ 2180 25.215
2 A 2160 5.663
2 ~ 2180 8.162
[GMAT04] | Alpha EV68QL.25GHz | 3 ~ 2100 0.176
[Ava0d] | AMD Athlon@IGHz | 2 ~ 217 0.867
2 ~ Q14 1.21
2 ~ 2160 1.41
2 ~ 2192 1.676
2 ~ 222 3.085
2 ~ 2256 3.528
2 ~s 2320 6.85
2 ~y 2512 23.323
3 ~ 2128 1.604
3 S 1.808
3 ~ 2160 2.792
3 ~ 2192 3.538
3 ~ 2224 4.53
3 Ry 2256 0.343
3 ~ 2320 10.28
3 ~ 2512 36.209




3.4 Previous Hardware Implementations of HECC 45

embedded systems and analyzing the achieved results.

3.4 Previous Hardware Implementations of HECC

This section gives a short overview of the hardware implementations targeting HECC.

The first work discussing hardware architectures for the implementation of HECC
appeared in [Wol01,WP02]. The authors describe efficient architectures to implement the
necessary field operations and polynomial arithmetic in hardware. All of the presented
architectures are speed and area optimized. In [Wol01], they also estimated that for a
hypothetical clock frequency of 20 MHz, the scalar multiplication of HECC would take

21.4 ms using the window NAF method.

In [BCLWO02| the authors presented the first complete hardware implementation of a
hyperelliptic curve coprocessor on FPGA. This implementation targets a genus-2 HEC
over Fouis. The target platform is a Xilinx II FPGA. Point addition and point dou-
bling with a clock frequency of 45MHz take 105us and 90us, respectively. The scalar

multiplication could be computed in 20.2 ms.

In [Cla02, Cla03] the authors presented extended results of [BCLWO02]. They imple-
mented a HECC coprocessor using a variety of base fields, ranging from Fass to Faies, as
well as two different multipliers (digit size D=1 and D=4). The scalar multiplication
takes between 9ms and 40ms, and uses between 22,000 and 119,000 slices. Analyzing
the implementation numbers given in the paper, one notice, that especially the design

options using D=4 multipliers have unreasonable hardware requirements.

Note that publications mentioned so far adopt the Cantor algorithm to compute group
operations. Today, there exist more efficient algorithms to compute group addition and

group doubling, as described in the previous sections.
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The first approach to implement hyperelliptic curve cryptosystem in hardware us-
ing explicit formulae is presented in [EMY04]. The authors used the inversion-free
group operations for HECC introduced in [Lan02b]. The results presented used a field
GF(2'?), two different methods for the scalar multiplication (Binary Expansion Method
and NAF), and two different digit multipliers (D = 1 and D = 4). They were able to
reach a speed of 2.03ms for the best scalar multiplication. More details about the results

presented in [EMY04] are given in Table 3.2.

Table 3.2: Previous results of the HEC implementations on FPGA.

group order | Clock Cycles | Slices | Freq | Time
[MHz| | [ms]
[Cla03] | affine coord.
binary (D=1) s 2166 - 22,000 - 10.00
binary (D=4) ~ 2106 - 60,000 - 9.00
[EMY04] | proj. coord.
binary (D=1) ~ 2226 339,057 22,183 | 45.6 | 7.53
NAF (D=1) ~ 2226 332,913 21,550 | 45.6 | 7.39
binary (D=4) g 2226 95,286 25911 | 46.7 | 2.12
NAF (D=1) ~ 2226 91,606 25,271 | 45.3 | 2.03




4 Improving the Explicit Formulae

In this chapter we describe our work on improving the group operations for the HECC.
Part of the work presented in this section was published in [PWGP03,PWP03,PWP04b,
PWPO04a]. The ideas of [GHO00] were the starting point for our improvements. For more

details concerning Harley’s algorithm, see Section 2.10.

We will first start to describe the methods that we used to improve the HEC group
operations. One of the techniques applies the Karatsuba method to reduce the com-
plexity of polynomial reduction, which we generalized in our work. This will be followed
by the presentation of our optimized group operation. We decreased the complexity for
Cantor’s and Harley’s algorithm and the inversion-free group operations. We end this

chapter with a short summary of the fastest explicit formulae for HECC to date.

4.1 Methods to Improve the Explicit Formulae

In this section, we list all techniques used to improve the efficiency of the explicit for-

mulae.
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4.1.1 Montgomery’s Trick of Simultaneous Inversions

The idea of Montgomery is reduce the number of inversions at the cost of some cheaper
operations, e.g., multiplications [Coh93, Algorithm 10.3.4], by simultaneous inversion.
The idea is to combine two or more inversions into one inversion. Without loss of
generality (WLOG) we consider the group addition on genus-2 HECC to illustrate its

application.

Harley’s Algorithm needs two field inversions, see Algorithm 3, Steps 2 and 5. These

steps can be modified. Instead of computing

Vg — U1
Uy

s(x) = s17+ 59 = mod us,

one first computes the resultant r of u; and wus

. r . .
inv = — mod us (no field inversion needed)
Uy

and

s'(x) =rs = (vg — v1) - inv mod us.

In the latter step only one inversion is necessary to obtain both r~' and s;*. The
variable s7 ' is required in Algorithm 3 to make u/ monic and ! is required to calculate
s(x) = s'r~!. First, one has to compute the inverse w; = (rs})~!, then s and r~! can be

calculated:

sy ' is then obtained by
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4.1.2 Reordering of the Normalization Step

Reordering allows one to calculate the required monic polynomial « (Algorithm 2,
Step 4, and Algorithm 3, Step 5) while saving field operations [Tak02]. The highest
order term of ' results from the product of s and z divided by wus. Since wuy is monic,
the leading coefficient of v is s?. Thus, the step of making «’ monic is unnecessary if
the polynomial s is already monic (i.e., s; = 1). In [Tak02], the author shows that this
simplification of using S,,0nic instead of s saves one multiplication in total for the case

of genus 2. In this contribution, we show that in the case of genus-3 and genus-4 curves

one can save even more multiplications. In the following we show, that u is already

monic:
let wy =— and ws= wi
S1
1 — v h — v?
’U,/ = Smom’c(smom’cul + w4(h + 2U1)> - "LU5¥1|
U2 U
1 — v h — v?
= — [sw4(sw4u1 + wy(h + 2v1)) — ugu] with S,onic = SWy
Usg Uy
2 2
w — v h—wv
= 2 [s(sul + h+2v;) — g}
U2 Uy
= —wiu = Y
= U= 2

Using the reordering, the calculation of v' changes as follows:

with ws =151, v = —(W3Smonict1 + h + v1) mod v’

= —(suy +h+v;) mod v’
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4.1.3 Karatsuba Multiplication

In 1962, Karatsuba introduced an algorithm to multiply two polynomials [KO63]. Com-
pared to the schoolbook method, the Karatsuba Algorithm (KA) saves multiplications
of the coefficients at the cost of extra additions. Hence, if the ratio of the complexity of a
coefficient multiplication and a coefficient addition is higher than a certain value, KA is
more efficient. Since its introduction, further work was done to improve the KA and to
find bounds of the complexity [Knu81, LSW83, Win77]. In [Ber01], Bernstein presented
a survey of different methods to multiply polynomials. In [WP03a], detailed information
on the usage of KA in order to multiply with the least cost is provided. Furthermore, a

table states the computational cost of the KA for polynomials up to a degree of 127.

In [KOG63|, the efficient multiplication of two polynomials of degree 1 is introduced.
We will briefly develop the KA and refer the interested reader to the given literature.
Given two polynomials A(z) = a1z + ag and B(z) = byx + by. Let Dy = agby, D1 = a1b;

and D1 = (ag + a1)(by + b1). The product of two polynomials can be computed as:

C(l‘) = D1{E2 + (D071 — DQ — Dl)I + DQ

The total cost is four additions and three multiplications. Whereas, if using the school-
book method, four multiplications and one addition are needed. Thus, we save one

multiplication at the cost of three extra additions.

4.1.4 Karatsuba Reduction

The technique introduced by Karatsuba can be used to efficiently compute the reduction
of two polynomials. We generalized the use of Karatsuba for the reduction of polynomials

in Chapter 4.2.
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4.1.5 Efficient Division

In [vzGG99], an efficient way to calculate the quotient of two polynomials is presented.
The division is based on the observation that the quotient of two polynomials of degree
deg, and dego, with deg, > dego, depends only on the deg; — degs + 1 highest coefficients
of the dividend and the deg; — degs + 1 highest coefficients of the divisor. Hence, we do

not have to consider all coefficients of the polynomials.

This efficient division is, for example, used in Step 8 in Table A.6. One has to compute
ug = (f —v'h —v?)/u’ with deg(f —v'h —v"?) = 7 and deg(u’) = 4. Thus, only the four
highest coefficients of the two terms are needed to compute uz (Notice, that f; = u} =1

and therefore do not appear in the formula).

4.1.6 Calculation of the Resultant Using Bezout’s Matrix

The calculation of the resultant using Bezout’s matrix in the case of genus-3 HEC can be
performed very efficiently. Notice, that there is no benefit when applying the Bezout’s

matrix to genus-2 and genus-4 HEC.

The resultant of two polynomials a = [T, (¥ — ;) and b = [[_, (z — ;) is defined by
r(a,b) = [T= TIiZ, (8) — i)
Let a = 2° + az? + bz + c and b = 2® + d2? + ex + f, then the resultant calculated

with the Bezout’s matrix is given by

r(a,b) = (f+ea—c—0bd)[(—c+ f)*— (—a+d)(fb—ce)] + (fa — cd)

[(fa—cd)(—a+d) —2(=b+e)(—c+ f)] + (fb—ce)(—b+ €)%

In general, the total cost of this operation is 12 multiplications and 2 squarings. For

two input polynomials in the case of doubling, the resultant is less complex and can be
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computed with 6 multiplications and 2 squarings. For more details, see Tables A.6 and

AT

4.2 Karatsuba Reduction

In our contribution, we used the idea of the algorithm presented by Karatsuba [KO63]
to minimize the computational complexity of polynomial modulo reduction, denoted
as Karatsuba reduction. In the context of HECC, this idea was first used for genus-2
curves targeting small polynomials in [GH00, KGM*02]. In this work, we generalized

the procedure for polynomials of arbitrary degree.

Let the polynomial A(z) = Z;’gd a;z’ to be reduced by the polynomial P(z) =

™+ p(x) = 2™+ 27;61 pix® of degree m. Recursive application of Equation (4.1) is
a simple way to perform modulo reduction whenever encountering powers of x greater

than m — 1.

" = —pla) = ) (=p)a’ (4.1)

4.2.1 Reduction with Degree Difference One

In this subsection, we will derive an algorithm to reduce a polynomial A(x) with degree
m-+1, where m is the degree of the reduction polynomial. If using the method described,
one can save one multiplication at the extra cost of three additions. The following

example will sketch the idea of the Karatsuba reduction.
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Example: Let, the polynomial A(x) be of degree 3 and let P(x) be monic

of degree 2.

In the first step, x* = —x(prx + po) = —p1a® — pox can be substituted in the

polynomial A(x) and we set a3 = Ty. Hence,

B(z) = [ay — Top1)2* + [a1 — Topo)z + ap mod P(z). (4.2)

In the second step, > = —p1x — po is substituted in Equation (4.2) and we

replace Ty = ay — Typy.

B(z) = [a1 — Topo — Tipr]z + [ag — Tipo] mod P(x) (4.3)

In Equation (4.3), we can apply Karatsuba in order to save one multiplica-

tion, as we have already computed Typ;.

B(z) = [a1 — (To + T1)(po + p1) + Top1 + Tipolx + [ag — Tipo] mod P(z) (4.4)

In Equation (4.3), the total cost of the polynomial reduction without using Karatsuba
reduction is 4 multiplications and 4 additions (1M and 1A to calculate T7; 3M and 3A in
Equation (4.3)). In Equation (4.4), after applying Karatsuba reduction, we need 3 mul-

tiplications and 7 additions (1M and 1A to calculate 77; 2M and 6A in Equation (4.4)).

Now, consider an algorithm to reduce polynomials with m + 1 coefficients, where m is

any positive integer and the degree of the monic reduction polynomial P(s).
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(m—1)/2

=1 [(=T1par — Topar—1 + ax)z — Tipa—1
—T _ _ 20-1 _ T, f
B(z) = 0p21—2 + az—1]w 1Po T—:_alo ot or odd m (4.6)
(=T1pm—-1 — Topm—2 + @m—1)T + >4 T [(=Thpar — Topai—1
tag)r — Tipa—1 — Topar—2 + ag—1]2? =1 — Typo + ag for even m
;:1_1)/2 [(—Tlpm — Topai—1 + az)x — (Th + To)(par—1 + p2i—2)
+ T1poi—2 + Topa—1 + a2171}$2l71 —Tipo+ ap for odd m

[— (T1 + To) (Pm—1 + Pm—2) + T1Dm—2 + Topm—1 + amfl}xm_l

+ 2;1/12_1[(*1111021 — Topai—1 + ag1)x — (Th + To) (p2i—1 + par—2)
+T1pai—2 + Topar—1 + az—1)x?' =t — Tipo + ag for even m

(4.7)

Compute

B(z) = A(x)mod P(z)

m—1 m—+1 m—1
Z bixt = Z a;x' mod (z™ + Z pix').
i=0 i=0 i=0
After substituting 2+ = — 3" P piaitl and 2™ = — 327 P pat we get
m—1 m—1 m—1
B(x) = amp [pm—lpo + Z T (Pm-1Di — pi—1>i| +am [ - Zpixl} + Z a;r’
i=1 i=0 i=0

m—1

= Z [pi(am+1pm—1 — Q) = Qmy1Pio1 + ai] 7' + po(@m+1Pm—1 — am) + ao.
i=1

For the sake of simplicity we set the leading coefficients Ty := a,,.1 and T} := a,, —
Am+1Pm—1-
m—1
B(z) = Z [— pily — Topi1 + ai] z' —poT1 + ag (4.5)
i=1
We have to consider two cases — m odd and even — in order to be able to apply

Karatsuba reduction for the reduction of A(x) in Equation (4.6). The result is shown

in Equation (4.7).
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Table 4.1: Cost of standard polynomial reduction versus Karatsuba reduction.
m standard Karatsuba it/
Ladd
2 AM +4A 3M +T7A 3
3 6M +6A 5M +9A 3
4 8M + 8A 6M + 14A 3
5| 10M + 10A 8M + 16A 3
6 | 12M + 12A 9M +21A 3
7| 14M + 14A 11M + 23A 3
8 | 16M + 16A 12M + 28A 3
m | 2mM +2mA | [3/2m|M + (8m — 3[3/2m])A | 3

For m odd one has to perform (m—1)/2 times 3M+7A and additionally 2M +2A. Each
partial addend comprises the following three multiplications: (7} + To)(pa—1 + pa—2),
Topoi—1, and Tipg;. Note, that Type_1 occurs twice but has to be calculated only once and
that Tipg;_o is known from the previous step. In addition, two multiplications a,,.1pm—1

and T7py have to be computed.

For m even, one has to provide in total m/2 times 3M and TA. Hence, one more
multiplication is necessary: (71 + Tp)(Pm—1 + Pm—2). T1Pm_o was already calculated in

an earlier step and Typ,,_1 was computed in order to get T7.

Corollary 4.2.1 Let #M and #A be the number of multiplications and additions, re-
spectively, required to reduce a polynomial with degree m + 1 modulo a reduction polyno-

mial of degree m. Using Karatsuba reduction as shown in Equation (4.7), we need

[3/2m]M + (8m — 3[3/2m])A. (4.8)

In the case of the schoolbook method, as it can be seen in Equation (4.5), one needs
to perform (m — 1)(2M + 2A) +2M + 2A = m(2M + 2A) operations. Table 4.1 shows

a comparison of the Karatsuba reduction and the schoolbook method. From the table,
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it can be seen that the ratio between the execution time of multiplication and addition
is always 3. Therefore, Karatsuba reduction is more efficient if the execution time for
one coefficient multiplication is higher than the time to perform three additions, which

is the case for most software and hardware implementations.

The complete calculation using Karatsuba reduction with degree difference one is

merged in Algorithm 4.

Algorithm 4 Karatsuba reduction (degree difference d = 1).

Require:
Polynomial P(z) = ™ 4+ Y7 " pa’ of degree m,
Polynomial A(z) = >7* " a2 of degree m 4 1
Ensure: B(r) = A(z) mod P(z) = 37" b

1 Ty = amyr
2: Th = ay, — TOpmfl
3: bo = ag — T1p0
4: for l=1to || do
5 by—1 = ag—1 — (To + T1)(pai—1 + pai—2) + Tipai—2 — Topai—
6: by = ay — Tipy — Topa—
7. end for
8: if m even then
9 b1 =am-1 — (To+T1)(Pm-1 + Pm—2) + T1Pm—2 + Topm—1
10: end if

. Output B(z) = 37" b

[t
—_

4.2.2 Reduction with Arbitrary Degree Difference

In this section we generalize the results from Section 4.2.1 to arbitrary degree difference

d of the polynomial to be reduced and the reduction polynomial. Let

m+d m—1
B(z) = A(z) mod P(z) = Z a;x" mod ™ + Zpixi (4.9)
=0 i=0

with an integer d > 1.

. d ; ) . . ) ) 1 )
We reduce the polynomial ZZE a;x" by recursively inserting z 7 = —z7 Y " " piat
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m+d—2

2
B(z) = Z {[am — Topa—q — Thpar—ap1]w + [ag—1 — Topar—1-a — T1P2zfd]}3321_1
=apt
d—2
+(ag—1 — Tipo)x®™" + Z a;x" (4.12)
i=0
m+d—2

2
= Z {[a2l — (To + 1) (P21—a + P2i—at1) + Topai—ar1 + Tipa—al

l:d+1

2
d—2

+lagi—1 — Topar—1-a — Tipar—a) }a* " + (aa—1 — Tipo)z™ ' + Z a;z’ (4.13)
i=0

for 0 < j < d. The reduction for arbitrary degree difference consists of two substitution
steps, that are repeatedly computed d/2 or (d — 1)/2 times for d even or odd, respec-
tively. In the following we describe these steps in more detail and summarize them in

Algorithm 5.

STEP 1: We substitute ™14 = —z¢ Zm_l pirt and Ty = a4 q into Equation (4.9) :

=0
m-+d—2 d—1

B(z) = (amtd-1 — Topm—1)$m+d_1 + Z (a; — Topi—q)z' + Z a;x’ (4.10)
i=—d i=0

STEP 2: We substitute z™t¢ 1 = —gd-1 Zzi_ol pirt and T} = (aymyd—1 — GmidPm—1) into

Equation 4.10:

mtd—2 d-2
B(z) = Z (a; — Topi—a — Tipi—ar1)x’ + (ag—1 — Tipo)z®~" + Z a;z’ (4.11)
i=d i=0

Next, we assume WLOG m and d to be odd. We rewrite Equation (4.11) in order
to be able to apply Karatsuba reduction on Equation (4.12). The result is given in

Equation (4.13).

After the second step, we have a polynomial B(z) of degree m+d— 2. Thus, we are able
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to reduce the degree of the polynomial by 2. Step 1 and Step 2 have to be repeated d/2
r (d+ 1)/2 times in order to reduce A(x) for d odd or even, respectively. After each
iteration of Step 1 and 2 we set A(z); = B(z);—1. Algorithm 5 summarizes this iteration

of Step 1 and 2.

Algorithm 5 Karatsuba reduction (arbitrary degree difference).
Require:
Polynomial P(z) = 2™ 4+ Y. ' pia’ of degree m,
Polynomial B@ (z) = 3> p g of degree m+d
Ensure: B(r) = B@(x) mod P(z) = Y. b’
1: while d > 0 do
2: Ty = bm—|—d

3 T = bm+d 1 — Topm—1

4: bgld 12) = b d) T1p0

5. forl= [dH} to L%‘HJ do

6: b(cll Y = b(d) (To + T1) (P2i—a + P21—d+1) + Topai—a+1 — Tipai—d
& bécf 12) = b;ll) 1 — Topai—a—1 — Tipai—a

8:  end for

9: if m even then

10: bg:fﬁz)fz = —(To + T1)(pm—1 + Pm—2) + T1pm—2 + Topm—1 + bﬁffld,g
11:  end if

122 for j=0tod—2do

13: b = pl

14:  end for

15: d=d—2

16: end while
17: if d = 0 then
18: forj—()tom—ldo

19: Y =0l — b
20: end for
21: end if

22: Output B(z) = Z;”:’Ol bzt = BV (z)

Corollary 4.2.2 Let #M and #A be the number of multiplications and additions, re-
spectively, to reduce a polynomial of degree m + d, where d is a positive integer and
where m is the degree of the reduction polynomial. Thus, we need to perform d + 1

reduction steps in order to replace all terms with occurrences of ¥ where k > m. In
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Equation (4.13) the cost of the two successive reduction steps is reduced by combining the
calculation of the coefficients using Karatsuba reduction. The cost of each “double-step”
18 equivalent to the cost described in Corollary 4.2.1. Thus, the total cost is as stated in
Equation (4.14).

[452]|13/2m]M + (8m — 3[3/2m]) ] for odd d

Cost (4.14)

B [[S/Qmw\/[ + (8m — 3(3/2m])A} +mM +mA  for even d

In the case of even d, we have to add an additional step after applying Karatsuba.
This last step reduces the polynomaial with degree m, by substituting x™ = Z?igl(—pi)xi.
Hence, we need m additional multiplications and m additions. Applying Karatsuba reduc-

tion to the additional step does not result in a more efficient way to reduce the polynomial

of degree m.

If we use the schoolbook method instead, we need m multiplications and m additions

for each reduction step, thus m(d + 1)[M + A] in total.

4.2.3 Optimal Reduction Polynomials

In Subsections 4.2.1 and 4.2.2, we considered only reduction polynomials with all co-
efficients non-zero. In most cases, reduction polynomials will have only some non-zero

coefficients. In this case Corollary 4.2.3 should be considered.

Corollary 4.2.3 Let #M and #A be the number of multiplications and additions, re-
spectively, to reduce a polynomial A(x) with degree m + d, where d is a positive integer.
The reduction polynomial is given by P(x) = 2™ +a™ + 22 + 2 + - - + 2% where i + 1

is the number of non-zero coefficients. Hence, the cost to reduce the polynomial A(x) is
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given in Equation (4.15).

| ELJ[[3/241M + (8i — 3[3/2i])A] for odd d

|2 [[3/2i1M + (8i — 3[3/2i])A] +iM +iA  for even d

Cost (4.15)

Corollary 4.2.4 In case of schoolbook or Karatsuba reduction, a polynomial with the
smallest possible number of non-zero coefficients results in a minimum of computational

cost.

4.3 Improving the Group Operation

After Koblitz suggested HEC for the use for a cryptosystem in 1989, it took over 10
years until the first improvements of the group operation were published. In [GHO00],
the authors proposed explicit formulae for the group operations. For the deviation of
the explicit formulae, polynomial calculations are mapped onto field operations. For
genus-2 HEC, such a mapping can be calculated quite easily, since the degree of the
occurring polynomials is low. Deriving explicit formulae for higher genus HEC is more
complicated since with increasing genus the degree of the polynomials rises. For higher
genera, the problem becomes intractable by hand and the use of additional tools for the

mathematical evaluation of all equations is required.

Choice of HEC with Certain Properties: A detailed analysis of the explicit formu-
lae gives rise to certain types of curves with low complexity, i.e., optimal performance
regarding the number of required field operations for the execution of the group opera-
tions. As a result of this analysis, curves of the form y? +y = f(z) over extension fields
of characteristic two turn out to be the best option. Unfortunately, this type of curve
is supersingular for genus 2 and genus 4 [Gau0Ob, Gal01]. To our knowledge, curves of

this form for genus 3 have no security limitations [SZ02]. Hence, curves of the form
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y? + h(z)y = f(z), with h(z) = x give the best performance for genus 2 and genus 4.

According to [Lan03], for genus-2 curves, even characteristic, and deglh(x)] = 1, we
can achieve f3 = f; = 0. With the substitution z — x — f;/5 we obtain a curve
where f; = 0. y — y + hi' fsz? provides f3 = 0. In addition, if we can find a b such
that fshg 4+ b*hy 4+ bh? = foh{' has a solution, we can achieve f, = 0 by substituting
y — y + hyfsz? + bz. For our improvements we assume genus-2 curves of the form
y? +xy = 2° + fix + fo where fo, fi € Fan. Similarly, one can achieve efficient curve
equations for genus-3 y? + xy = 27 + fiz + fo where fy, fi € Fyn and genus-4 HEC

y* + xy = 2 + fix + fo where fo, fi € Fon.

Note, we integrated the parameters mentioned above to speed-up our implementation
of HECC. However, all explicit formulae presented in the appendix are for the most

general case.

4.3.1 Optimization of Cantor’s Group Operation

In this subsection, we consider the group operations presented in [Can87]| and apply the
techniques introduced in Chapter 4.1, resulting in efficient group operations for genus-2,
genus-3, and genus-4 HECC. Table 4.2 summarizes the efforts made to date and our
contribution to speed up Cantor’s algorithm. The detailed instruction, how to calculate

the group operations are given in the appendix.

This is the first contribution that presents explicit formulae of Cantor’s algorithm for
genus 2, 3, and 4. Hence, we were able to speed up the group operations for all genera.
In the following, we will compare our results with the ones presented in [Nag00]. Our

improvements are stated in Table 4.2 and are based on the following assumptions:

e We consider the cardinality of the resulting group to be ~ 2160,
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e We apply different time complexities for the field inversions over Fom (the following
numbers are based on the implementation results presented in Table 6.9). Some of
the implementations might have potential cryptographical weaknesses according
to [Fre98, GHS02|, however, we would like to emphasize that the implementation

techniques are also applicable to fields with prime extensions, see Page 4.

— m = 81 for genus-2 HEC and m = 57 for genus-3 HEC: one inversion has the

same time complexity as six multiplications.

— m = 53 for genus-4 HEC: one inversion has the same time complexity as four

multiplications.

— We compare our results with the best known formulae published.

Based on the assumption given above, one draws the following conclusions: Our genus-
2 HEC group operation saves up to 6M /S in the case of adding divisors and 17 as well
as up to 20M /S in the case of doubling a divisor. This complies with an improvement
of 9% and 43% for addition and doubling, respectively. Using our formulae for certain
genus-3 curves one can save 24% (corresponding to 40M/S) and 78% (equals 17 and
107M/S) of the computational cost for adding and doubling, respectively. In addition,
we were able to reduce the computational cost of genus-4 curves by 76M /S for group
addition and 17 and 171M/S doubling. Hence, the speed up in these cases were 26%

and 64%, respectively.

4.3.2 Optimization of Harley’'s Group Operation

The approach presented in [GHO0] was also optimized by us using the techniques in
Chapter 4.1. We were able to speed up the group operation of genus-2, genus-3 and

genus-4 HECC. Table 4.3 presents a summary of our work, as well as of all the previous
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work that has been done on improving Harley’s algorithm. All the steps necessary to

compute the group operations using the explicit formulae are presented in the appendix.

The analysis of our results in Table 4.3 is based on: the cardinality of the underlying
group is ~ 21 in the case genus-2 HEC and genus-3 HEC one inversion has the same
time complexity as six multiplications, and for genus-4 HEC one inversion has the same
time complexity as four multiplications. The time complexity assumptions are based on
our implementation results (see Table 6.9). Hence one can draw the following conclusions

from our newly derived group operations based on Harley’s considerations:

e We introduced for the first time genus-3 explicit formulae for arbitrary character-
istic.
e This work presents (for the first time) explicit formulae for hyperelliptic curve

cryptosystems of genus 4 based on Harley’s algorithm.

e We could improve the explicit formulae for arbitrary characteristic for genus-3
and genus-4 hyperelliptic curves compared to the previous publications [KGM™02]

and [Nag00], respectively.

e For characteristic two fields, we could decrease the costs to calculate the group

operations on special genus-2, genus-3, and genus-4 curves.

e Considering certain curve parameters we were able to save 35% for the genus-2

doubling operation compared to the best known formulae [Lan02a, Lan03].

e Our fastest genus-3 group curve uses 42M /S less for the group doubling as pre-

sented in [GMAT04]. These savings correspond to 54%.

e In the case of genus-4 curves there is no other publication introducing explicit

formulae. Hence, we compare our results with the best known formulae based on



4.3 Improving the Group Operation 64

Cantor’s equations and presented in [Nag00]. Our results need one inversion as
well as 140 and 188 less multiplications/squarings for the addition and doubling,
respectively. Hence, we were able to improve the performance by 46% and 66%

for the genus-4 HEC group operations.

4.3.3 Optimization of Inversion-Free Explicit Formulae

In [MDM ™02, Lan02b, Lan03], the authors introduced a way to calculate the HEC group
operations without using inversions. The authors in [MDM*02] were the first to publish
this kind of approach. Their results were improved and generalized to even characteristic
in [Lan02b,Lan03]. For the remainder of the paper we refer to affine coordinates, when
talking about the usual representation. Projective denotes the inversion-free represen-

tation (analogous to the elliptic curve cryptosystem).

In order to save the inversion one has to introduce a coordinate space Z. Hence, the
two polynomials representing a divisor are given as following: u(z) = z? + U, /Zx +
Up/Z and v(x) = Vi/Zx + Vu/Z. We abbreviate a divisor in projective system as
Uy, Uy, Vi, Vi, Z].

In order to obtain a greater speed-up for some scalar multiplication algorithms one can
use mixed coordinates as inputs for the addition. Mixed addition was first introduced

in [Lan02b] building on [CMO9S].

We optimized the group doubling, group addition, and the mixed addition and the
newly derived formulae can be found in Table A.15, A.16, and A.17, respectively. In
addition, we optimized the explicit formulae for inversion-free doubling using affine in-
put, see Table A.18. This formulae can be useful to get another small speed gain, in
applications where area or code size is not an issue. The decrease of field operations

for projective group operations could be achieved by applying the methods described in
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Section 4.1.

Table 4.4 compares our result with the best ones previously published. The complexity
of the squaring operations for characteristic two fields is very low and can therefore be
neglected in the comparison. We could achieve up to 18% improvement with our newly
derived formulae in the case of the doubling operation. Hence, the scalar multiplication

using double-and-add can be improved by 14% for 160bit security.

4.4 Summary: HECC Group Operation

The aim of this section is to give a summary of the chapter. In the first part of the
chapter we presented our techniques used for the improvement of the explicit formulae.
The section includes the description of well known techniques like Montgomery’s trick of
simultaneous inversions, Karatsuba multiplication, and efficient division. Furthermore,
we explained how to use the Bezout’s matrix and the reordering of calculation steps to

improve the HECC group operations.

In the second part of the chapter, we generalized the Karatsuba reduction that is used
for efficient polynomial reduction. This technique allows to substitute one multiplication
by three addition. Therefore, Karatsuba reduction is more efficient if the execution time

for one coefficient multiplication is higher than the time to perform three additions.

In the third part of the chapter we introduced our explicit formulae. In this section,
we provided the most efficient HECC group operations at the time of writing. The bold
numbers in Table 4.2, 4.3 and 4.4 indicate the fastest group operations to date where
we include special cases. Table 4.5 summarizes the explicit formulae one should use for
an efficient implementation of HECC. In most of the cases, the group operations based
on Harley’s algorithm perform better. However, it is noticeable that the performance

of the doubling operation for certain curves based on Harley or Cantor are almost the
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salne.

We showed that explicit formulae for the group doubling based on Cantor’s algorithm
in the case of genus-3 HEC are faster than the explicit formulae based on Harley. This
result was achieved through the choice of specific curve parameters that allow further
optimization in Cantor’s algorithm.We are aware of the fact that Harley’s approach
should always be faster compared to Cantor’s algorithm. However, even after a lot of
effort was put into the improvement of Harley’s algorithm we were not able to match

the performance numbers we achieved with the Cantor approach.

At this point we want to clarify that we applied a sequence of improvements techniques
to achieve the presented results. This is somewhat of an ad-hoc approach which does
not necessarily lead to optimal results. Rather, the complexity of the explicit formulae
presented in this chapter should be viewed as upper bound. One can most probably
improve the given group operations further, by finding new improved methods or by
restructuring the operations and using the methods given in Chapter 4.1. Hence, this
chapter presented the historical development of HECC as well as the best explicit group
operations known today. We challenge the research community as well as industry to

further improve the group operations leading to a faster computation of HECC.
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Table 4.5: Most efficient group operations for HECC.

’ genus \ addition \ doubling
2 [4+-21M-+3S [+9M+6S
Table A.1 [Lan03] Table A.3
inversion-free
45M + 4S 31IM + 78
Table A.15 Table A.16
(mixed: 38M + 4S, Table A.17) | (affine input: 18M + 5S, Table A.18)
3 [+65M+-6S I+ 14M + 11S
Table A.6 Table A.10
4 21+146M—+6S 214+72M+13S
Table A.11 Table A.12




5 A New Complexity Metric for HECC
and ECC

In the past, providing complexity measures and, thus, comparisons between ECC and
HECC was a difficult undertaking. The operations involved in both systems were very
different (different field orders, field operations vs. operations with polynomials, etc.).
Furthermore, measures such as the bit complexity often provide very little information
about the de facto complexity in actual implementations. The underlying motivation
for the work described in the following was the development of a more accurate metric

for practical purposes. Part of this work was presented in [PWGPO03].

5.1 Previous Theoretical Comparisons

In [SSI98], the authors clarified practical advantages of hyperelliptic cryptosystems when
compared to ECC and to RSA. To our knowledge this is the first and only contribution
that investigates in detail the theoretical complexity of ECC and HECC. They estimated
the cost of different cryptosystems based on the number of bit operations. In their
work they used Cantor’s formula and the cost of one multiplication in Fyr was assumed
to take n? bit operations. One of the estimated theoretical results shows that genus-

3 curves needed three times as many bit operations as elliptic curves. We want to
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point out that this publication used supersingular curves [Gal01] and curves of genus
higher than 4 which today are believed to be insecure due to the attacks presented

in [FR94, Gau00b, Gal01, Thé03].

In the following years further analysis of the complexity of HECC were published.
A theoretical analysis of the computational efficiency of the arithmetic on hyperelliptic
curves is derived in [Eng99b]. In [SS00], the authors implemented hyperelliptic curve
cryptosystems and analyzed the complexity of the group law on Jacobians Jo(F,) and
Jo(Fan). Moreover, they verified their theoretical complexity estimates with a HECC
implementation and with the theoretical analysis done by Enge in [Eng99b]. More
recent papers present timings for HECC using explicit formulae and compare HECC to
ECC [Lan02a, Ava04]. However, these comparisons were based on the implementation

timings.

In [Ste01], the author compared the arithmetic of hyperelliptic function fields. The
author was able to present upper bounds on the number of operations in various situa-
tions. Furthermore, the author was able to show that the group operation in imaginary
quadratic function fields and the corresponding infrastructure operation in real quadratic
function fields have identical complexity. Note that the hyperelliptic function field can

be represented as a real quadratic function field.

To our knowledge, there is no theoretical complexity comparison between ECC and
HECC published that uses the explicit formulae for HECC and compares HECC and
ECC in terms of processor instructions, such as shift and XOR operations. Hence, this

comparison is processor independent and can be adapted to any platform.



5.2 Our Metric 73

5.2 Our Metric

In this section, we introduce our new metric for HECC and ECC over characteristic two
fields which is based on an atomic operation count rather than on the (theoretical) bit

complexity or specific timings.

All operations which are computationally expensive will be expressed in terms of
atomic operations (AOPS), such as processor word-SHIFTs and XORs. In particular,
we will decompose field multiplications into AOPS. This provides a metric which allows
a comparison of fields of different sizes which is crucial for comparing ECC and HECC
with equal level of security. The approach possesses the advantage that it accurately
counts the actual elementary processor operations (as opposed to the more theoretical bit
complexity), while at the same time avoiding processor and implementation-dependent

“tricks” which can skew comparisons that are merely based on timings.

In summary, we developed a method which allows accurate predictions of the per-
formance on a given processor without the laborious task of actually implementing the
cryptosystem. The accuracy of the new metric is demonstrated by the small difference

between our theoretical and practical results (see Section 6.3.5).

In our comparison we make the following assumptions:

1. We only consider fields of characteristic two and, thus, do not need integer multi-

plications.
2. We neglect the cost of the field addition and field squaring.

3. We perform field multiplications with Algorithm 5 published! in [LD00]. This

algorithm requires 3 + 2(w/4 — 1) word-SHIFTs and s(11+n/4) +8(2s — 1) word-

1To our knowledge this is the fastest published multiplication algorithm for finite fields of characteristic
two.
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XORs, where w is the word size of processor and s = [2] is the number of words

needed to represent an element of the underlying field Fyn.

4. We express the cost of one field inversion as x field multiplications and denote
the ratio of multiplications to inversions as M I-ratio. Note that for different
underlying fields one gets different M [-ratios. Hence, we use in the following
different variables to express different rations because of the varying field sizes for

ECC, genus-2, genus-3, and genus-4 HECC.

5.3 Comparing ECC and HECC

Based on the assumptions stated in Section 5.2, the complexity of the group operations

of HEC and EC are summarized.

Referring to Table 4.5, a divisor addition for a genus-2 curve requires 1/ + 21 M and
doubling needs 17 + 9M. Assuming that the cost of one field inversion is equivalent
to [ field multiplications, leads to (21 + )M and (9 + )M for addition and doubling,
respectively. The variable [ corresponds to the M [-ratio for genus-2 HECC. When using
the projective coordinates for genus-2 curves no field inversion is required and therefore
the computational complexity is not conditioned by the M [-ratio. Thus, we get 45M

for the group addition and 31M for the group doubling (see Table 4.5).

Due to the lower extension of the underlying field used for genus-3 curves, a different
M I-ratio m is used. This leads to (65+m)M for a divisor addition and (14+m)M for a
divisor doubling. In the case of genus-4 curves one gets (146 +2r)M and (72 + 2r)M for

addition and doubling, respectively, where r denotes the M [-ration for genus-4 HEC.

The number of inversions and multiplications for a group operation on EC heavily

depends on the chosen coordinate system (like in the case of hyperelliptic curves). For
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the sake of completeness we summarize the number of required operations in Table 5.1.
One notices that by using projective coordinates we do not need to provide inversion
and therefore the M I-ratio is not necessary. In contrary, considering affine coordinates,

we need another M I-ratio for the corresponding field sizes, denoted as j.

Table 5.1: Field operations required for ECC in each coordinate system [HHMO0O].

Coordinate system EC Addition EC Doubling
general ‘ mixed coord.
Affine 11 +2M 11 +2M
=(24+j5)M =2+j)M
Standard projective [CC87] 13M 12M TM
Jacobian projective [CC87] 15M 5M
New projective [LD9§] 14M IM AM

Table 5.2 states the total number of AOPS for the group operations of the cryptosys-
tems with different M [-ratios. In terms of ECC, affine coordinates, Jacobian projective
coordinates, and new projective coordinates are considered. The variables n; represent
the extension of the underlying field Fon;. To provide a fair comparison, one needs to
consider the same security level for all cryptosystems. Hence, we take into account the
latest attack presented in [Thé03] and therefore increase the group order for genus-3
and genus-4 curves (for more details see Table 2.1). For a given processor, Table 5.2
allows an immediate, fairly accurate prediction of the ECC and HECC performance. We
would like to remark that we did not improve the new projective coordinates for HECC
as proposed in [Lan03] and therefore we did not include them in the given comparison

(it is not fair to compare optimized formulae with non optimized formulae).

Figure 5.1 illustrates the number of operations for a scalar multiplication on a 32-bit
processor depending on the M I-ratios, considering the findings in [Thé03]. Hence, we
used the fields Fasi, Fos7, and Fyss for HEC of genus two, three, and four, respectively,

considering 163bit security. Some of the implementations might have potential crypto-
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Table 5.2: Total number of atomic operations for ECC and HECC (underlying field Fan,,
processor word w, M I-ratios j, I, m,r).

ECC
affine Jacobian projective new projective (mixed)
Add (24 j)- 15 9.
B+ - | B+ 2D -7 | B+ (B +20)[5] - 7]
Doub (2+7) 5 4
G - [ B+ EnB - [ B+ +20)[5] - 7]
HECC
genus-2 genus-3 genus-4
Add (21 4 1)- (65 +m)- (146 + 2r)-
e+ +en[m2) -7 | B+ ren[] -7 | B+ (3 +20)[%] - 7]
Doub (941)- (14 4+ m)- (72 + 2r)-
e+ (+en[m2) - | B+ +en[m] -7 | B+ (3 +20)[%] 7]
Inversion free HECC
Add 45- mixed add: 38-
Zr+ (R +2n[m2] -7 | B+ (R +20)[32] - 7]
Doub 31- 31
e+ +en[m2] =7 | B+ (R +20)[32] - 7]

graphical weaknesses according to [Fre98, GHS02], however, we would like to emphasize
that the implementation techniques are also applicable to fields with prime extensions,
see Page 4. The scalar multiplication with a k-bit scalar is realized by the sliding window
method with an approximated cost of n x doublings + 0.2 x k£ X additions for a
4-bit window size [BSS99]. Figure 5.1 allows to estimate the efficiency of an ECC or a

HECC built on top of a given field library by comparing the different M [-ratios.

In general we can draw the following conclusions from this comparison:

1. ECC with new projective coordinates is in almost all cases the most efficient cryp-

tosystem.

2. Scalar multiplication of genus-2 and genus-3 HEC and affine ECC have very similar
performance for small M [-ratios. If one uses a software library with a high ratio,

genus-2 and genus-3 HEC are preferable compared to affine ECC.
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Figure 5.1: Cost of a scalar multiplication for different M [-ratios and cryptosystems in
AOPS (32-bit uP, group order ~ 2!63).

3. Genus-2 curves are more efficient for low M I-rations, whereas genus-3 curves use

a smaller amount of AOPs for a higher ratio.

4. Genus-4 HEC is the cryptosystems using the most time to complete a scalar mul-

tiplication.

Note that performance of HECC using projective coordinates could be improved by

using the new projective coordinates.



6 Software Implementation of

Hyperelliptic Curve Cryptosystem

In this chapter we analyze the software performance of HEC cryptosystems. Part of the
work presented in this chapter was published in [PWGP03,PWP03, WPW*04, PWP04b,
PWPO04a]. We implemented HECC on a general purpose processor (Section 6.2), namely
the Intel Pentium, as well as on popular embedded processors (ARM, ColdFire, and

PowerPC — see Section 6.3). We also implemented ECC for comparison reasons.

The overall performance of EC and HEC cryptosystems depends not only on the
specific algorithms but also on the underlying implementation and the processor type
used. In particular, we analyzed how different EC and HEC cryptosystems perform with

respect to certain settings of both the software routines and the hardware components.

6.1 Methodology for the Software Implementation

We implemented different variants of EC and HEC cryptosystems. The characteristic

of the underlying fields is two and the cardinality of the groups ranges between 2%

2252

and . All operations are implemented for 32-bit microprocessors using the C pro-

gramming language. To allow portability, the implementation was not optimized for a
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specific platform®. Compiler settings for optimal speed were used depending on the tools

available.

In the following, we are going to describe the hardware platforms used, the finite field

arithmetic and the group arithmetic for ECC and HECC.

6.1.1 Processors Used for the Software Implementation

The cryptosystems were implemented on the Pentium4@1.8GHz and on different hard-
ware architectures for embedded systems. ARM7, ColdFire, and PowerPC were chosen
as testing platforms for the extensive analysis of ECC and HECC. The embedded plat-
forms and features will be explained in the following paragraphs and are summarized in

Table 6.1.

ARM: ARM (Advanced RISC Machine) processors are typically used for embedded

applications such as small network devices, controllers and mobile phones.

On the ARM microprocessor [ARMO00], instruction decoding is performed with static
(i.e., hard-wired) logic for a faster result. The ARM7TDMI is based on von Neuman
Architecture and is licensed by ARM Ltd. All instructions have a fixed uniform length to
simplify the decoding procedure. Since direct manipulation of data in the memory is not
possible, a load /store architecture handles data processing through registers. The simple
address mode allows to determine all load/store addresses from the register contents and
the instruction parameters. For low power consumption, the ARM7 possesses the Thumb

Instruction Set which is restricted to 16-bit and allows compact code and, thus, is feasible

for small hand held devices such as PDAs.

The ARM7TDMI consists of a program control unit, an address generator, an integer

data path, and a general-purpose register bank. The data path contains a 32-bit integer

1Significant speed gains can be achieved by implementing the core routines in assembly using processor
specific operations.
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ALU, a multiply-add unit, and a barrel shifter. The 32-bit arithmetic logical unit (ALU)
performs simple integer arithmetic operations such as addition and subtraction. The
core features a multi-cycle 32x32 to 64-bit multiplier. It has a total of 37 registers: 31
general-purpose 32-bit registers, and 6 status registers. Speed-critical control signals are
pipelined so that system control functions can be implemented in standard low-power
logic. The ARM7TDMI does not support floating-point arithmetic in hardware and does

not have any DSP-specific features.

ColdFire: The ColdFire microprocessor is the successor of the 68000 series. Besides
the use as low cost controller (laser printers), the ColdFire is used in general purpose

industry applications such as network elements (routers, bridges).

In version 3, the processor consists of two independent, decoupled pipeline struc-
tures [Mot00Oa]. The instruction fetch pipeline is a six-stage pipeline for prefetching
instructions and contains logic for branch prediction. To maximize the performance, the
4KByte on-chip SRAM provides one-cycle access for the ColdFire core. This SRAM can
store processor stack and critical code or data segments to maximize performance. The
processor core possesses a hardware integer divide unit and supports a 16x16 and 32x32

bit multiplication. The ColdFire features sixteen 32-bit general-purpose registers.

PowerPC: Typical applications for embedded PowerPCs include powerful general
purpose microcontrollers, data acquisition systems, applications in robotics, automotive

and consumer electronics.

The standard PowerPC architecture has a fully static design that consists of three
functional blocks: the integer block, hardware multiplier/divider, and load/store block
[Mot00b]. The core supports integer operations on a 32-bit internal data path and 32-bit
arithmetic hardware. Its interface to the internal and external busses is 32 bits. The
PowerPC integer block supports 32 x 32-bit fixed-point general-purpose registers and can

execute one integer instruction per clock cycle. The core is integrated with the memory
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management units, an instruction cache, and a data cache. The 8KByte data cache

allows single-cycle accesses. The two way 16KByte instruction cache is set-associative.

The PowerPC offers the possibility to disable the data cache as well as the instruction
cache separately. For this reason we investigate four different options for the cache:
cache enabled, data cache only, instruction cache only, and cache disabled. The timings
under these options provide information about the performance depending on the cache.
For programs with intensive memory access, the data cache may play a more significant
role than the instruction cache, whereas for projects consisting of small functions which

get called several times, the instruction cache might be more important.

The PowerPC allows disabling of the pipelining mode. If the core is in non-serialized
mode, no pipelining is applied. Hence, the next processor command is executed only

after the previous has been processed completely. In serialized mode, full pipelining is

enabled.
Table 6.1: Hardware platforms used.
board & clock rate memory /cache tools
processor [MHz| [kByte]
ARM Evaluator-7T 50 512 flash EPROM ARM Developer
KS32C50100 512 SRAM Suite 1.2
8 cache
ColdFire | SBC5307 Arnewsh 90 4 SRAM SingleStep Deb. 7.6.2
MFC5307 8 cache Diab Data Comp. 4.3f.
PowerPC TQsystem 50 8 data cache SingleStep Deb. 7.6.2
MPC823E 16 instruction cache | Diab Data Comp. 4.3f.

6.1.2 Finite Field Arithmetic

The speed of the underlying implementation of the field arithmetic is crucial for the

overall performance of the cryptosystem. Restricting oneself to a certain field with a fixed
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field extension polynomial offers the possibility to benefit from special field reduction
routines. In our work, we investigated the performance gain of such special routines
versus general routines and the resulting benefit to the overall performance. A brief

summary of the algorithms used for the field arithmetic is given below.

Field addition, multiplication, squaring, inversion, and reduction are the basis for the
group operations on elliptic and hyperelliptic curves. Adding elements in Fan is simply
accomplished by a bitwise XOR of the components. A field multiplication of m; words
times mo words is split up into several multiplications with a smaller number of words.
The algorithm is a modified version of Karatsuba [KO63]. For fields in even characteris-
tic, squaring can be done very fast by table lookups [SOOS95]. The modified Extended
Euclidean Algorithm (EEA) is applied for inversion in Fon [HHMO00]. Furthermore, we
were able to speed up this algorithm with a small modification concerning the calculation

of the degree difference.

To represent elements of the extension field Fon = Zsy/p(z), we need to choose an
irreducible polynomial. In [vzGNO0O], the authors conjecture that the minimal number
of terms o,(n) in irreducible polynomials of degree n over GF(q), where ¢ is a prime
power, is for all n > 1, 02(n) < 5 and o,(n) < 4 for ¢ > 3. This conjecture has been
verified for ¢ = 2 and n < 10000 [BGL93,Gol67,vzGN00,Zie70,ZB68,ZB69] and for ¢ = 3
and n < 539 [vzGO01]. Hence, we found extension polynomials that are either trinomials

of the form p(z) = 2"+ 2%+ 1 or pentanomials of the form p(z) = 2"+ + 2% + 2% +1.

The implemented standard reduction function considers tri- and pentanomials and
is able to treat arbitrary values k;. The reduction itself is done word-wise according
to [HHMO00, Algorithm 6]. In order to achieve a higher speed-up we additionally imple-
mented a special reduction function for each underlying field, where the k; are fixed. For
the remainder of this contribution, we refer to special reduction when using a fixed field

extension polynomial. Whereas the term standard reduction is used for a generically
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implemented reduction routine and the extension polynomial is not known in advance.
For a server with different cryptographic applications, standard routines have to be
implemented whereas implementations on constrained platforms need only specialized

settings.

6.1.3 Group Arithmetic
Group Arithmetic on Elliptic Curves

The implementation of the high level elliptic curve group operations uses projective
coordinates according to the standard IEEE P1363 [P1399]. The operations performed

are as follows:

e point addition — in general this algorithm requires 5 field squarings, 14 general

field multiplications

e point doubling — this algorithm requires 5 field squarings, 5 general field multipli-

cations

Group Arithmetic on Hyperelliptic Curves

For the group operations on hyperelliptic curves of genus-2, 3, and 4, the explicit formulae
were implemented. We applied the fastest explicit formulae (at the time of implemen-

tation) for the group operations.

Remark: The implementations were done over the last three years and at the same
time a lot of work was done in improving the group operations. Hence, we used slightly

different group operations for some implementations.

The extensive comparison of our implementation on the three embedded processors,

was done with the following underlying group operations: group addition and doubling
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for genus-2 curves as presented in Tables A.1 and Table A.2; group addition and dou-
bling for genus-3 curves are presented in Table A.6 and Table A.7, respectively. The

implementation results are presented in sections 6.3.1, 6.3.2, and 6.3.3

After we improved the group doubling for genus-2 (Table A.3) and genus-3 (Ta-
ble A.10) hyperelliptic curves, we implemented them on the ARMulator@80MHz and
Pentium@1.8GHz. For the genus-4 implementation we used the explicit formulae for
the group addition and group doubling, Table A.11 and Table A.12, respectively. The
implementation results on the Pentium@1.8GHz can be found in Section 6.2 and for the

ARMulator@80MHz in Section 6.3.4.

For the main operation of the cryptosystem, the repeated addition of a divisor (or
scalar multiplication), we used the sliding window exponentiation algorithm [MvOV97,

Section 14.6.1].

6.2 Hyperelliptic Curve Cryptosystem on General

Purpose Processors

In this section we present our implementation results on the Pentium@1.8GHz. We
introduce our timings for ECC as well as genus-2, 3, and 4 HECC. We implemented the
best explicit formulae for characteristic two fields as summarized in Section 4. In order
to be able to compare our results with an elliptic curve cryptosystem, we implemented

ECC for some cases with the same methodology.

In Table 6.2, the performance of the different cryptosystems targeting a variety of
different underlying fields are presented. We list our timings for the group addition,
group doubling as well as for the scalar multiplication. Some of the implementations

might have potential cryptographical weaknesses according to [Fre98, GHS02], however,
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Table 6.2: Timings for ECC and HECC on the Pentium4 @Q1.8GHz.

Genus | Field | Group order | Group addition | Group doubling | Scalar. mult.

in us in us in ms

1 Fyies 2163 18.3 94 2.60
Fyi67 2167 19.2 8.5 2.43

For79 2179 16.9 9.8 2.80

Fyi01 2191 15.4 8.7 2.78

2 Fos1 2162 18.7 11.7 2.73
Foss 2166 20.2 12.7 3.01

Foss 2176 20.5 13.2 3.30

Fg01 2182 21.1 13.7 3.50

05 2190 19.0 12.6 3.41

3 | Fyss 9162 24.8 8.9 2.56
Fyss 9165 25.2 9.0 2.69

[Fos7 2171 25.5 94 2.95

Foyso 9177 28.5 10.3 3.22

Fys0 9180 24.8 9.2 2.97

Foe1 2183 28.5 10.5 3.34

Fass 9189 25.3 9.2 3.10

4 Fa10 2160 58.6 32.9 7.76
Fou 2164 53.2 29.7 7.50

[Foaa 2176 53.4 30.0 7.90

Foss 2184 53.3 29.8 8.43

Foar 2188 53.8 30.7 8.59

Fyss 2212 64.2 36.0 10.18

Foso 2236 65.2 37.9 10.36

Foss 2252 63.7 33.1 9.50

we would like to emphasize that the implementation techniques are also applicable to

fields with prime extensions, see Page 4.

It is only useful to compare cryptosystems with the same security level.

Hence,

we have to take the recent progress in computing the discrete logarithm of HECC by

Thériault [Thé03] into consideration. Note, that this is a very pessimistic estimation,

since the attacks presented can not be realized because of the high complexity. The

results in [Thé03] suggest to enlarge the underlying fields of genus-3 and genus-4 curves

(see Table 2.1 for more details).
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According to [Thé03], an identical security level of, for example, 163bit results in the
underlying fields Fas1, Fos7, and Fyss for HEC of genus two, three, and four, respectively.

Figures 6.1 and 6.2 compare the implementation results for 160 bits and 180 bits security.

Contrary to common belief, we could show that the performance of a scalar multipli-
cation of ECC, genus-2 HECC, and genus-3 HECC are in the same range. In some cases

HECC even outperforms ECC, see Table 6.2.

It is noticeable that with increasing group order the speed of the group operations
decreases for certain field sizes. For example, examine the scalar multiplication perfor-
mance of genus-4 HEC using the fields Faso and Faes (two last rows, Table 6.2). Using
Faes results in a slightly better performance. The reason is the dependency of the field
operations on the irreducible polynomials. We used trinomials or pentanomials and the
groups using trinomials perform relatively better compared to the one using pentanomi-

als.
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Figure 6.1: Comparison of the scalar multiplication implementation on the Pentium4
@1.8GHz (security ~ 2103).
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Figure 6.2: Comparison of the scalar multiplication implementation on the Pentium4
@1.8GHz (security =~ 2'89).

6.3 Hyperelliptic Curve Cryptosystem on Embedded

Processors

This section summarizes and analyzes our implementation results on the embedded
processors. Most implementation results presented in this section were published in
[WPWT04], but in part also appeared in [PWGP03, PWP03, PWP04b, PWP04a]. The
emphasis lies on the performance of the different platforms, the comparison of the tar-
geted cryptosystems with different implementation options, and on the influence of the
hardware settings. ECC and HECC are implemented using general reduction routines.
In addition, we implemented HECC with special (fixed) reduction polynomials to be

able to analyze the performance gain.
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6.3.1 Implementation Results on Different Embedded Platforms

We implemented ECC and HECC on different embedded platforms with high practical
relevance, namely ARM, ColdFire, and PowerPC (Figure 6.3). All timings of the scalar

160 170 180 190
9160 9170 9 2

multiplication concerning group orders around , and can be found
in Table 6.3. For the boards at hand we could achieve the best timings for the HECC
implementation on the PowerPC. One scalar multiplication for HECC took 117 ms and
84.9 ms for genus-2 and genus-3 curves, respectively. The scalar multiplication for ECC

can be performed fastest on the PowerPC at 50MHz resulting in 106.3 ms.

Figure 6.3: Implementation of ECC and HECC scalar multiplication on different em-
bedded platforms (group order ~ 2169).
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We want to stress at this point that due to the different hardware architectures of
the platforms and the varying board features the actual timings can be quite different,

though the processor clock frequency is equal (see Section 6.3.3).
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Table 6.3: Timings of the scalar multiplication of ECC and HECC on different embedded
platforms (in ms).

ECC HECC

group

order g= g=3 =3,h(z)=1

~ 210 | ARM @ 50MHz 469.96 | 446.46 | 515.46 316.6
ColdFire @ 90MHz | 152.1 155.6 | 219.4 123.6
PowerPC @ 50MHz | 106.3 117 141.4 84.9

~ 20 | ARM @ 50MHz 397.12 | 461.36 | 523.12 321.12
ColdFire @ 90MHz | 132.8 | 161.5 | 225.1 126.9
PowerPC @ 50MHz | 94.5 121.2 | 1454 87

~ 2180 1 ARM @ 50MHz 515.95 | 516.5 | 577.5 356.99
ColdFire @ 90MHz | 171.7 | 183.4 | 246.7 146.2
PowerPC @ 50MHz | 121.8 | 138.1 160.1 96.8

~ 29 ' ARM @ 50MHz 436.01 | 542.68 | 581.24 360.24
ColdFire @ 90MHz | 157.8 | 187.6 | 258.5 147
PowerPC @ 50MHz | 112.4 | 141.7 | 167.8 101.8

6.3.2 Standard versus Special Implementation

There are two major ways of implementing a cryptographic algorithm. One way is to
allow all possible input parameters, e.g., arbitrary curves and irreducible polynomials.
This form is referred to as standard implementation and is used in server applications or
cryptographic libraries. Furthermore, it is sufficient to target specific implementations
of algorithms when constrained in memory and processor power (e.g., allowing only
standardized curves or even a single fixed curve). The more specific the implementation
the higher the efficiency. In this subsection, we focus on the impact of using the specific

versus the standard implementation.

Performance of Underlying Field Arithmetic

We implemented the frequently used finite field functions, namely modular multiplication
and modular squaring in two different ways. First we used a standard implementation

with a reduction function capable of handling arbitrary irreducible polynomials. Second,
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we used a fixed (special) polynomial and therefore had to program separate reduction
routines for each of the finite fields used. Table 6.4 shows the timings for multiplica-
tion and squaring with different underlying fields using standard and special reduction
routines on the ARM microprocessor. Some of the implementations might have poten-
tial cryptographical weaknesses according to [Fre98 GHS02|, however, we would like to
emphasize that the implementation techniques are also applicable to fields with prime

extensions, see Page 4.

Table 6.4: Influence of special and standard field reduction (all timings in us, platform:
ARM @50MHz).

general red. | special red. | general /
special
field | mult | squ | mult | squ | mult | squ
201 50 | 28 | 32 | 10 | 1.56 | 2.8
255 50 28 32 10 || 1.56 | 2.8
259 65 42 33 11 1.97 | 3.82
200 59 27 32 10 || 1.75 | 2.7
201 65 42 33 11 1.97 | 3.82
203 50 28 32 9 1.56 | 3.11
281 84 35 62 13 || 1.35 | 2.69
283 103 | 54 62 13 || 1.66 | 4.15
288 104 | 56 62 13 || 1.68 | 4.31
291 104 | 56 62 13 || 1.68 | 4.31
29 84 35 62 12 || 1.35 | 2.92

Analyzing the throughput of the functions the special modular multiplication routine
is up to two times faster compared to the standard implementation. In the case of
squaring, the gain is even higher and an increase in performance by a factor of 4 can be
achieved. The difference in the performance gain relies on the reduction routine, playing

a crucial role in the squaring routine.

Figure 6.4 depicts the timings of the modular arithmetic for different fields. The

evaluation of this figure leads to the following conclusions:
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Figure 6.4: Comparison of standard versus special implementation of the field arithmetic
(platform: ARM@50MHz).
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1. We implemented two sets of fields: first set considers field sizes smaller than Fyes
and the second set consists of field sizes larger than Fysi. There is an unusually rise
of the speed between these sets of fields. The increase results from the fact that
the implementation is targeted for 32-bit processors. The field elements smaller
Fa6s can be represented with two words, whereas in the case of at least Foss three

words have to be provided.

2. In the specific implementation uses fixed parameter, resulting in a nearly mono-
tonic slope for a constant number of words. The standard implementation de-
pends heavily on the chosen irreducible polynomial which can be seen from the
non-monotonic slope of the graphs. In our implementation we used trinomials and
pentanomials. The latter case applied when there were no irreducible trinomials

available. For example in the case of the underlying field Fys5, we used a trinomial,
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while a pentanomial was used for the field Fyse. The larger overhead for a standard
routine using a pentanomial instead of a trinomial leads to a decrease in speed for

multiplication and squaring.

Influence on the Scalar Multiplication

Table 6.5 shows how the different implementations of the underlying library influence the
performance of the HECC. For genus-2 curves, the ratio of the standard implementation
to that of the special implementation is in the range of 1.27 to 1.48. In the case of genus-
3 curves, scalar multiplication can be accelerated by almost 50%. The performance gain
is not as huge as for the plain field operations because of additional overhead and other

underlying functions (e.g. inversion) that are not optimized.

Table 6.5: Influence of different reduction routines on HECC scalar multiplication (all
timings in ms, platform: ARM @Q50MHz).

standard reduction special reduction standard / special
group | g=2 g=3 g=2 g=3 g=2 g=3
order h(x)=1 h(x)=1 h(x)=1

~ 2109 | 565.97 | 449.62 | 749.36 | 446.46 | 316.6 | 515.46 | 1.27 | 1.42 | 1.45
~ 2170 | 682.86 | 454.81 | 758.72 | 461.36 | 321.12 | 523.12 || 1.48 | 1.42 | 1.45
~ 2180 1 766.64 | 504.75 | 837.71 | 516.5 | 356.99 | 577.5 || 1.48 | 1.41 1.45
~ 219 1 681.36 | 513.66 | 852.15 | 542.68 | 360.24 | 581.24 | 1.26 | 1.43 | 1.47

6.3.3 Influence of Cache

The performance of a cryptographic system depends a lot on the processor and on the
available resources of the board. In this subsection, we analyze the influence of different
cache settings. We choose the PowerPC board to analysis these settings. The PowerPC
provides two different caches, namely one to store data and one for instructions. Fur-

thermore, we can disabling the pipelining on the PowerPC referred to as non-serialized
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mode and serialized mode achieving full pipelining.

Table 6.6: Influence of different cache options on ECC and HECC performance (all tim-
ings in ms, platform: PowerPC @50MHz, see Table 6.7 for ratios).

cache, serialized no cache
group data + instruction | data
order | instruction serialized | not serialized
ECC 2163 106.4 271.9 626.2 828.1 1249
2167 94.5 241 553.5 732.4 1062.8
217 122 3114 713.7 944.6 1371.4
2191 112.5 286.3 659 871.7 1264.7
HECC, g=2 | 21¢2 117 272.8 695.8 886.1 1293
2166 121.2 280.7 722.2 916.6 1339
2176 130.5 300.9 776.2 984.9 1438
2182 138.1 317.9 821.8 1042 1521
2190 141.7 328.8 841.7 1071 1562

Table 6.6 shows the influence of the cache targeting ECC and genus-2 HECC imple-
mentations on the PowerPC. In the left part of the table we present our results targeting
different cache settings using full pipeline mode. The right part of Table 6.6 compares
the performance of the scalar multiplication providing pipelining (serialized mode) and

non-pipelining (Not serialized mode).

Normalizing these timings with respect to the obtained execution times with disabled
cache leads to the ratios stated in Table 6.7. The ratios on the left part of the table
show the improvement of adding cache compared to having no cache. The right part of

the table indicates the speed-up of using pipeline.

It is noticeable that there is almost no difference in the impact of the cache setting
for ECC and HECC. The data cache is advantageous when intensive memory access is
necessary. The utilization of the instruction cache dominates in projects consisting of
small functions which get called frequently. In our case, the latter applies: the code size
is relatively small and the functions called most frequently consist of only few commands.

This is confirmed by the timings on the PowerPC. It can be seen that the performance
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Table 6.7: Ratios of the ECC and HECC scalar multiplication using different cache set-
tings (platform: PowerPC @50MHz, see Table 6.6 for the timings).

no cache / | no cache / | no cache / | no serialized /
group data + instruction data serialized
order | instruction (no cache)
ECC 2163 7.78 3.05 1.32 1.51
2167 7.75 3.04 1.32 1.45
217 7.74 3.03 1.32 1.45
2191 7.75 3.04 1.32 1.45
HECC, g=2 | 2'62 7.57 3.25 1.27 1.46
2166 7,56 3.27 1.27 1.46
2176 7.55 3.27 1.27 1.46
2182 7.55 3.28 1.27 1.46
2190 7.56 3.26 1.27 1.46

increases by a factor of 1.3 when using only data cache and by a factor of 3.3 when only
using instruction cache. The computation of a scalar multiplication is about a factor
of 7.7 faster if using instruction and data cache. Since we are using a 16KByte cache,
the most relevant subroutines are permanently cached. In addition, the serialized mode

compared to the non-serialized mode can speed up the design by almost 50%.

Hence, we advise using at least an instruction cache, or even better, both kinds of

cache when running ECC or HECC.

6.3.4 Comparing the Performance of the Different Cryptosystems

In this section we compare ECC and HECC on the ARM microprocessor. In order to

provide a fair comparison, we consider:

1. the same security level (analogous to Section 6.2, where we did the same using the

Pentium processor);

2. use the most efficient group operations for all cryptosystems (as proposed in Ta-

ble 4.5); and
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3. implement general routines for the field arithmetic.

We enlarge the field sizes as proposed by the findings in [Thé03] for equal security.
Hence, we have to consider underlying fields Fosi, Fys7, and Fgss for HEC of genus two,
three, and four, respectively, considering 163bit security. We proceeded in the same way

with the security level of about 180bit.

Table 6.8 presents the our timings for HECC on the ARMulator. Figure 6.5 and
Figure 6.6 show, that the performance of a scalar multiplication of ECC, genus-2 HECC,
and genus-3 HECC are in the same range. Note that some of the selected underlying
fields might have some cryptographical weaknesses and the reader is referred to Section 2

for more detalils.

Considering genus-4 HEC, one notices that this cryptosystem is very inefficient com-
pared to ECC, genus-2, and genus-3 HECC. Furthermore one notices that in some cases
HECC even outperforms ECC, see Table 6.8. The reason for the non linear performance
decrease with larger fields, is the use of different reduction polynomials (trinomial and

pentanomials).

Hyperelliptic curve cryptosystems show very good performance on embedded proces-

sors and are therefore well suited for applications in constrained environments.

To speed up the presented implementation results one can use special reduction rou-
tines, as investigated in earlier sections. Using the fastest group operations known today,
a genus-2 scalar multiplication for group orders of ~ 21 to ~ 2% would take 69ms to

86ms.

6.3.5 Theoretical Metric Applied to the ARM Implementation

In this subsection, we show how to use the theoretical metric introduced in Section 5

for our ARM implementation in the previous section.
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Figure 6.5: Comparison of the scalar multiplication implementation on the ARMulator
ARM7TDMI @80MHz (security ~ 2'6%).
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Figure 6.6: Comparison of the scalar multiplication implementation on the ARMulator
ARM7TDMI @80MHz (security ~ 2'89).
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Table 6.8: Timings for ECC and HECC on the ARMulator ARM7TDMI @80MHz.

Genus | Field | Group order | Group addition | Group doubling | Scalar. mult.
in us in us in ms
1 Fyies 2163 746 406 108
Fyi67 2167 579 342 90
[Fy179 2179 720 451 120
Fyi01 2191 598 358 100
2 Fost 2162 600 376 87
Foss 2166 715 449 105
Foss 2176 732 463 114
Fg01 2182 736 468 119
Foos 2190 623 399 107
3 [Fosa 2162 914 317 90
Foss 2165 917 319 91
[Fos7 2171 918 321 94
Foyso 9177 1180 415 126
Fy60 2180 921 324 100
Foer 2183 1183 417 130
Foes 2189 925 329 106
4 Fy10 2160 2106 1176 272
Fou 2164 1748 980 222
[Foaa 2176 1756 987 250
Foss 2184 1760 993 262
Foar 2188 1763 995 268
Fyss 2212 2561 1442 437
Foso 2236 2575 1456 487
[Fy63 2252 2021 1154 413

Table 6.9 introduces the timings of the field multiplications, field inversion, and the
computed M I-ratios. To determine the most efficient cryptosystem theoretically based
on the timings given in Table 6.9, one can either use Figure 5.1 to find the number of
AQOPS or calculate the necessary number using Table 5.2. In order to be able to do so, one
needs the M I[-ratios for the different underlying fields used by the cryptosystems. Some
of the implementations might have potential cryptographical weaknesses according to
[Fre98, GHS02], however, we would like to emphasize that the implementation techniques

are also applicable to fields with prime extensions, see Page 4.
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Table 6.9: Timings of the field library and corresponding M [-ratios (in usec, ARM

@80MHz).
’ Field \ Inversion \ Multiplication \ M I-ratio ‘
o163 | 456.3us 97.9us ] =179
Fosi | 119.7us 19.2us [=6.2
Fos7 66.2us 11.4pus m = 5.8
Foss 66.4pus 15.1pus r=4.4

Considering a finite field Fq6s for an ECC using Jacobian projective coordinates,
531,840 AOPS are needed to calculate one scalar multiplication. HECC of genus 2 with
the underlying field Fos: will take 497,837 AOPS, and genus-3 over [Fos7 requires 497, 174
AOPS. Finally, we find that genus-4 curves (Fqs3) need 1,600,403 AOPS.

Thus, we expect HECC of genus-2 to be a factor of 1.06 and genus-3 HECC a factor
of 1.07 faster than ECC. Genus-4 HECC is expected to be 3.01-times slower than ECC.

Using the timings presented in Table 6.8, we can compute the performance differ-
ence between the cryptosystems accordingly. The implementation timings for a scalar
multiplication of genus-2 curves over Fys1, genus-3 curves over Fos7, and genus-4 curves
over [Fys3 are compared with the performance of the ECC scalar multiplication over Fyies.
HECC of genus 2 is a factor of 1.23, genus-3 a factor of 1.15 faster, and HECC of genus-4

is a factor of 4.05 slower than ECC.

In Table 6.10 we summarized all the given numbers above and show the deviation of
our implementation and the theoretical findings. The deviation of is at most 26%. Note,

that we normalized all the given number with respect to the ECC performance.

Similarly, we can provide the theoretical metric for any security level. In the fol-
lowing we show another example using the group order ~ 20, Table 6.11 shows the

corresponding M [-rations and Table 6.12.

Thus, we can conclude that our theoretical estimates were quite accurate.
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Table 6.10: Derivation of our implementation and the theoretical matrix (security level
A 2100),

genus—2 genus—3 genus—4
ECC ECC ECC
theory 0.94 0.93 3.01

ARM 0.81 0.87 4.05
’deviation\ 14% ‘ 6% ‘ 26% ‘

Table 6.11: Timings of the field library and corresponding M [-ratios (in psec, ARM

@80MHz).
’ Field \ Inversion \ Multiplication \ M I-ratio ‘
Foire | 428.0us 63.54s j =67
Foor | 150.6ps 24.2us [=6.2
Foes 69.4pus 11.4pus m = 6.1
Foso 71.1us 15.1pus r=4.7

Table 6.12: Derivation of our implementation and the theoretical matrix (security level

~ 2180),
genus—2 genus—3 genus—4
ECC ECC ECC
theory 0.93 0.92 2.96
ARM 0.99 0.88 4.06

’Derivation\ 6% \ 4% \ 27% ‘

6.3.6 Low Cost Security

In many low cost embedded applications lower security margins are adequate. In prac-

tice, if a group order of 2!

is sufficient, the operations can be performed with an
operand length of 32-bit in the case of genus-4 HEC. Thus, the underlying field oper-
ations can be implemented very efficiently using one word arithmetic if working with
32-bit microprocessors (e.g., ARM). For genus-2 and genus-3 curves however, we need
to perform the underlying field operation using two words of a 32-bit processor. It is

important to point out that the small field sizes and the resulting short operand size of

HECC compared to other cryptosystems makes HECC specially promising for the use
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in embedded environments.

Security of 128-bit HECC

In [LVO1], Lenstra and Verheul argue that for commercial security in the year 2004, 138-
bit ECC should be considered. Furthermore, the authors state that ECC using 138-bit
keys are as secure as 1108-bit keys for RSA or DSS. This notion of commercial security

is based on the hypothesis that a 56-bit block cipher offered adequate security in 1982.

Recently, Certicom announced that Chris Monico and his team of mathematicians
from the University of Notre Dame solved the Certicom ECCp-109 Challenge [Cor02].
The underlying curve was randomly generated over prime fields p of order 21%°. The
challenge was solved by utilizing 10,000 computers running 549 days. Note that in our
low security HECC implementations we used a group order of 2!28. Therefore, HECC
is by a factor of v/219 &~ 724 harder to break than the ECCp-109 challenge which would

mean 1089 years, assuming the computational resources of the ECCp-109 attack.

It is also worth to point out that the factorization of the 512-bit RSA challenge took
only about 2% of the time required to break the ECC2K-108 [Cor02] challenge (or to
break DES). This implies that ECC or HECC in groups of order 2!?® offer far more
security than a 512-bit RSA system. Nevertheless, RSA with a 512-bit key is still in use,

for example, in fielded smart card applications.

Remark: we did not considers the attacks on HEC and the underlying fields proposed
in [Fre98, GHS02, Thé03] as a threat for low cost application. Low cost security ap-
plication may require to secure a message only for some minutes or a few hours. The
proposed attack does not appear to be a threat because of the high complexity and the

huge processor power and memory necessary.
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Low Cost Implementation Results

In contrast to the facts mentioned in Section 6.3.4, there is a benefit of using genus-4
HECC over a 32-bit finite field. The processor word is optimally utilized and the cryp-
tosystem does not need additional multi-precision arithmetic. Analyzing the results for

2128 as presented in Table 6.13, genus-4 low cost implementa-

a group order of around
tions are in the same range as genus-2 and genus-3 curves (contrary to the results in
Section 6.3.4).

Table 6.13: Timings on the ARM7TDMIQ80MHz and Pentium4 @1.8GHz for group
order ~ 228 (explicit formulae).

ARMulator ARM7TDMI@80MHz
Genus | Field | Group order | Group addition | Group doubling | Scalar. mult.
in us in ps in ms
2 Foss 2126 538 326 60
3 Foas 2129 966 327 75
4 Fos2 2128 914 524 97
Pentium4@1,8GHz
2 Fos3 2126 16.5 10.2 1.93
3 Foas 2129 25.5 9.0 2.15
4 [Fos2 2128 21.7 13.3 2.57

As a result of this comparison, we suggest the use of genus-4 HECC for applications
with short term security needs, if one is not worried about the attacks mentioned before.
Despite the high number of required field operations compared to HEC with genus g < 3,
group operations on genus-4 HEC are easier to implement. This relies on the fact that

field arithmetic based on operands of length no longer than 32 bits are relatively simple.

6.4 Summary of the Software Implementation

Software performance depends on the specific algorithms, on the underlying implemen-

tation, and the processor type used. The contribution of this chapter was the implemen-
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tation of ECC and HECC on general purpose processors and embedded processors using
the same methodology. The same methodology allows a relative fair comparison between
the two cryptosystems on the given platforms. In the case of HECC we considered curves
with genus two, three, and four. Our analysis targets the different cryptosystems with

respect to certain software settings and different hardware components.

Considering the same security level, we showed that the performance of a scalar multi-
plication of ECC, genus-2 HECC, and genus-3 HECC are in the same range. Considering
genus-4 HEC, one notices that this cryptosystem is very inefficient compared to ECC,
genus-2 and genus-3 HECC. Furthermore one notices that in some cases HECC even
outperforms ECC. Considering lower security margins, we were able to implement the
underlying field operations efficiently for genus-4 HEC using 32-bit microprocessors (e.g.,

ARM). However, one should keep in mind the security limitations of genus-4 HECC.

At this point we want to clarify that the performance is based on certain curve param-
eters and implementation options. Changing these parameters could result in different
performance numbers. Furthermore, one should be aware of the fact that processor

speeds are increasing rapidly and that one can achieve much higher speeds in the future.

We conclude from this chapter that ECC and HECC show similar performance on gen-
eral purpose processors as well as on embedded processors. Hence, these cryptosystems

are well suited for applications in constrained environments.



7 Finding an Optimized Parallel
Architectures for HECC

Most general purpose processors are designed to execute instructions essentially sequen-
tially and the instruction set is bound to the word length of the processor (e.g. 32-bits).
Hence, there are only limited option for parallelizing the execution of cryptographic
algorithms. In custom-built hardware the designer can choose to perform instruction
in parallel and to process larger operands. Exploiting this parallelism can result in a
major performance increase. Cryptographic hardware accelerators are built exactly for
this reason, i.e., allowing hardware parallelism, as they can provide a high throughput
for the arithmetic-intensive public-key cryptographic primitives. An example are high-
end smart cards, where a cryptographic coprocessor takes over all the expensive (area
and time) computations. However, application areas of cryptographic chips exceed far
beyond smart card applications. These hardware accelerators are used for web servers,
for Virtual Private Networks, for wireless gateways, for ATM machines, and for secure

satellite communications, to name only a few.

In this chapter we present optimized parallel architecture for a HECC considering
the most recent explicit formulae to compute group operations. This is achieved by
theoretically evaluating a variety of different architectures. In order to do so, we wrote

a software tool capable of scheduling the necessary operations. The parallelization of
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the scalar multiplication of HECC was investigated at the following three levels: the
field operation level, the group operation level, and the scalar multiplication level. At
the field operation level we used multipliers that handle different numbers of bits in
parallel. At the group operation level we used different numbers of field multipliers. Our
investigation of the parallelism reachable for the scalar multiplication level was achieved
by overlapping the computation of consecutive group operations, i.e., by pipelining the

group operations.

In [MSO03] the authors proposed, for the first time, a parallelization of the explicit
group operation of HECC. The authors developed a general methodology for obtaining
parallel algorithms. The methodology guarantees that the obtained parallel version
requires a minimum number of rounds. They show that for the inversion free arithmetic
using 4, 8 and 12 multipliers in parallel, scalar multiplication can be carried out in 27,
14 and 10 parallel rounds, respectively. When using affine coordinates and 8 multipliers

it can be performed in 11 rounds, including an inversion round.

Note that for an effective implementation it is impractical to use so many multipliers
in parallel as stated in [MS03]. The work at hand attempts to consider not only the
minimum number of rounds (speed), but also the necessary devices (area) as well as

practical applications.

In the following, we focus on the theoretical analysis of the parallelism of HECC and
present the optimal architecture for HECC!. We first present the methodology leading
to our results. Next, we present our results of parallelizing system using affine and
projective coordinates. Afterwards, we compare and analyze the two systems in order to
find the best architecture realizing HECC. We end this chapter with a short summary

and outlook.

IThis is joint work with Dr. Guido Bertoni and Prof. Luca Breveglieri from the Politecnico di Milano.
Guido Bertoni did the implementation of the scheduler in C language.
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7.1 Methodology

The discussion in this chapter are based on a standard architecture, see Figure 7.1,
consisting of a 3-bus loop scheme connecting a set of function units with a register file.
A control unit drives the various function units and the register file. The register file
stores temporary intermediate values and final results. The size of each register is the
dimension of the field, namely 81 bits. The register file has two output ports to feed the
operators to the function units and one input port to receive the result. The processor
allows to load two elements and store one element at any clock cycle. This guarantees
feasibility and ease of implementation. However, at any given clock cycle only one field
operation can start. If the operation is unary, such as inversion, one input bus remains

idle.

Control signals

R A T T T A

Con.trol Register Mult. | Mult. 11 Inverter Adder Squarer
Unit Fle | | e
. Ad JVY A AA
Operation results
Y
Y

Operation inputs

Figure 7.1: Architecture of the HECC coprocessor.

The following list is a summary of how we implemented the field arithmetic operations

(F'(x) denotes the irreducible polynomial of the field F):

e Addition. Adding two elements requires the modulo 2 sum of the coefficients of

the field elements.
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e Squaring. Squaring a field element A = Z;igl a;x" is ruled by the following equa-
tion: A2 = 327 " a;2% mod F(z); further details can be found in [OP00).

e Multiplication. We decided to use digit multipliers, introduced in [SP97] for fields
of type Fom. This type of multiplier allows a trade-off between speed, area and
power consumption. It works by processing several multiplicand coefficients at the
same time. The number of coefficients processed in parallel is the digit-size D > 1.
Given the parameter D, we denote by d = [m/D] the total number of digits in
a polynomial of degree m — 1. Hence, C' = AB mod F(z) = AY."} Biz?' mod

e Inversion. It is computed using the algorithm proposed in [BCH93], which is based
on a modification of Euclid’s algorithm for computing the GCD of two polynomials.

The asymptotic complexity is linear with the modulus both in time and area.

In Table 7.1 we give the area and latency for each arithmetic function unit we used. The
given estimates assume 2-input gates and optimal field generator polynomials F'(z) =

a™ + Y i, fir', where m —t > D.

One observes that the gate-consuming function units are multiplier and inverter, while
in comparison the area used for the adder and squarer are negligible. In case of the
multiplier and the inverter the number of XOR gates and AND gates are the same.
Hence, their ratios are the same and justifies why in our estimate we identify XOR and

AND gates.

Now, we describe briefly our approach to design the best suited architecture.

1. Input. First we evaluated the most recent achievements regarding the group op-

eration of HECC. The given formulae were then prepared for the scheduler.
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Table 7.1: Area and time complexity of the arithmetic operations (underlying field Fam,
irreducible polynomial F(z) = 2™ + Y'_, fiz', where m —t > D).

Area Latency
Total number [clock
of gates cycles]
Add [m] XOR [m] 1
Sqr [OP00] [m +t + 1] XOR m+t+1] 1
Mul [SP97] [D-m] AND &
[D - m] XOR [2Dm] [m/D]
Inv [BCH93] | [6 - m + logam] AND &
[6 - m + logam| XOR | [2(6m + logom)] | 2-m

2. Scheduler. Our own software library, especially developed to schedule the HECC
group operations, is the heart of our methodology. The scheduler is based on the
method known as Operation Scheduling [Gov03] and works accordingly to the As
Soon As Possible (ASAP) policy. There is a list of operations that should be
executed by the architecture. The scheduler takes one operation at a time and
searches for the earliest time slot where the operation can be executed. It is con-
strained by the number of available resources and by the different times required to
execute each operation. The same methodology is used by programming language
compilers for scheduling machine instructions.

Schedulers fall into two broad families: unconstrained or resource limited. We
choose to upper bound the number of resources for busses and arithmetic units,
while that of registers is unbounded. Once the operations are scheduled, we count

the number of live registers and compute the overall register usage.

It should be noted that our methodology is heuristic and does not necessarily
guaranty optimal results, but it is quite natural, easy to design and efficient. In
order to reach the globally optimal scheduling it is necessary to use other methods

instead, see [Gov03].

The scheduler has the following input parameters:
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HECC formulae (i.e., the sequence of operations to schedule).

Latencies of the function units.

Number of multiplication units.

Different digit-sizes of the multiplication units.

Properties (latency and size) of the busses.

e Memory access time (latency for register read / write).

3. Testing. The results of the scheduler were tested on test vectors. In order to do,

so we implemented HECC group operations with the NTL library [ShoO1].

4. Analysis. The results were analyzed and, if needed, the underlying architecture

was changed in order to find a better structure for the parallel coprocessor.

We investigated different designs in order to find an optimal architecture. We varied
the number of multipliers (one, two, three, or four), as well as their digit-size D (D =
2,4,8,16, or 32). Representing the parallelism on the field operation level and group
operation level, respectively. Furthermore, we investigated the parallelism on the scalar
multiplication level, by computing two consecutive group operations in parallel. We
will refer to this parallel computation in the following as overlapping. We timed the
overlapping of two group operations as the difference between a) the time when the last
field operation of the former group operation ends execution and b) the time when the
first field operation of the latter starts. This is possible because the outputs of the first
group operation, namely four field elements in the case of genus-2 HEC, are neither
produced at the same time nor necessary to start the next group operation. Hence we
start the second group operation after computing one field element. If one considers
overlapping and uses the double-and-add algorithm for the scalar multiplication the
following consecutive group operations should be scheduled: addition after doubling,

doubling after doubling, and doubling after addition.
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Our design goal for the optimal architecture is to implement a simple controller com-
puting group operations with a fixed execution order. Hence, we look at a static schedule.
The alternative would be to implement a finite state machine executing the schedule di-
rectly, controlling the availability of resources and deciding which operation should be
executed. This solution is feasible but we consider it as too complex and expensive

compared to a simple controller executing the operations in a fixed order.

We supposed that all the different modules of the system work always at the same
frequency. This is a worst-case assumption. In fact, usually the complexity of the
multiplication unit dominates the frequency, and a smaller digit-size will yield a higher
clock frequency and thus will speed-up the system. Furthermore we omitted the register
file area in the estimation. We decided to do so after noticing that the required number
of registers is almost the same in all the configurations, and that the area consumed by

a register can vary considerably depending on the implementation technology.

Our results are based on the following considerations: i) we choose a set of keys to
schedule the operations; ii) we scheduled group addition and doubling, accordingly to the
values of the key; iii) we considered a long sequence of concatenated group operations.
For the latency evaluation of the scalar multiplication kD reported, we examined it in
an average case. This means that 80 and 160 additions and doublings were performed,
respectively. Half of the 160 doublings are computed after another doubling and half

after an addition.

The group operations were implemented using the up-to-date fastest formulae for
genus-2 HEC, as are given in Table 4.5. Hence, the curve parameters are given as h = x
and f = 2° + fiz + fo and we used the underlying finite field GF(2%'). The implemen-
tations of the field GF(2%') might have potential cryptographical weaknesses according
to [Fre98, GHS02], however, we would like to emphasize that the implementation tech-

niques are also applicable to fields with prime extensions, see Page 4.
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We changed for the different architecture options the processing power by adding
resources. Increasing the processing power yields a speed up of the group operations,
but also causes a growth in area. Thus there must exist an optimal architecture, where

the area-time product is minimal.

7.2 Analysis of Parallel Architectures Using Affine

Coordinates

In this section we present the results for the different architectures using affine coor-
dinates. Results of this subsection were partly published in [BBWP04a, BBWP04b).
Genus-2 HEC defined over a field of characteristic 2 was used and the group operations
represented in Tables A.1 and A.3 were used. We are going to evaluate different design
options and examine the different levels of parallelism. Our software tool is capable of
scheduling the necessary operations, resulting in an optimal architecture with respect to

area and speed.

The various system options need between 18 and 20 registers in the best and worst
case, respectively. If a designer wants to lower register usage, he/she can trade the
number of registers for additional latency. In order to do so, the designer should avoid
overlapping and start a group operation only when the previous has finished. We noted
that a single group operation uses from 8 to 10 registers, while the maximum register

number is reached when two group operations overlap.

7.2.1 Parallelism on the Scalar Multiplication Level

In the usual cases the genus-2 HEC group operation outputs one polynomial of degree two

and one monic polynomial of degree three. Hence the output consists of four coefficients,
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namely four field elements. They are neither produced at the same time nor are all
necessary to start the next group operation. This means that when one field element
(one coefficient) is computed, it can be used by the next group operation. Hence, we
overlap the computation of two consecutive group operations.

Table 7.2: Overlapping of doubling after addition(in clock cycles, affine coordinates).

Digit-size | Number of multipliers
1] 2]3] 4

2 333 | 172 ] 169 | 140
4 1731 92 | 89 80
8 93 | 48 | 48 | 48
16 50 | 30 | 33 33

Table 7.3: Overlapping of doubling after doubling (in clock cycles, affine coordinates).
Digit-size | Number of multipliers
1 [ 2]3] 4

2 214 1 96 | 96 96
4 114 | 56 | 56 26
8 64 | 36 | 36 36
16 39 | 2626 26

Table 7.4: Overlapping of addition after doubling (in clock cycles, affine coordinates).
Digit-size | Number of multipliers
1 [2]3] 4

2 214 | 96 | 96 96
4 114 | 56 | 56 26
8 64 | 36 | 36 36
16 39 |26 |26 26

Table 7.2 shows the overlapping time interval for doubling after addition. Overlapping
decreases as the speed and the number of multipliers increase. Similar behaviors have
been observed in the other two cases: doubling after doubling (Table 7.3) and doubling

followed by an addition (Table 7.4). This decrease is due to the increase of the parallelism
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in the tail of the operation. In the best scenario we were able to compute the two

operations for 333 clock cycles in parallel (Table 7.2, first cell).

7.2.2 Performances of the Group Operations and Scalar

Multiplication

Tables 7.5 and 7.6 show the clock cycles necessary for performing a group addition and
group doubling, respectively, for different system configurations. Table 7.7 presents the

latency numbers for the scalar multiplication.

We examined all different cases of consecutive group operations, in order to determine
whether we could schedule them in a way to gain speed and to achieve a higher hardware
utilization. Our results show that addition is always scheduled in the same way. In the
case of doubling, one should use two different ways to execute it depending on the
previous operation. We have to allow negligible extra hardware for the controller to
decide which option to choose. Thus, we get two latency numbers for the doubling
operation. The leftmost timing in each cell of Table 7.6 is the number of clock cycles
necessary to compute doubling after doubling. The rightmost one instead is the time

latency of doubling after addition.

Table 7.5: Latency of group addition (in clock cycles, affine coordinates).
Digit-size | Number of multipliers
1 |2 ]3] 4

2 1,259 | 739 | 664 | 635
4 739 | 479 | 444 | 435
8 479 | 349 | 335 | 335
16 356 | 289 | 288 | 288

Considering only the performance, one concludes from Tables 7.5 and 7.6 that the

design option using one inverter, two multipliers (D = 16), one adder and one squarer
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Table 7.6: Latency of group doubling after doubling / after addition (in clock cycles,
affine coordinates).

Digit-size Number of multipliers
1 2 | 3 ] 4
2 724 / 846 | 486 / 560 | 458 / 490 | 458 / 484
4 464 / 526 | 346 / 380 | 338 / 350 | 338 / 344
8 334 / 366 | 278 / 286 | 278 / 279 | 278 / 279
16 274 /284 | 248 / 247 | 248 / 250 | 248 / 250

is preferable. The architecture can perform group doubling and addition in 289 and 248
clock cycles, respectively. Whereas, when analyzing the scalar multiplication number
(Table 7.7), one would chose the architecture using three multipliers. In this setup the

scalar multiplication is performed in 56, 139 clock cycles.

Table 7.7: Latency of the scalar multiplication (in clock cycles, group order ~ 210 affine

coordinates).
Digit-size Number of multipliers
1 | 2 | 3 | 4
2 1659, 87 | 113,948 | 100, 345 | 99, 836
4 106,527 | 80,228 | 74,625 | 74,136
8 76,797 | 63,524 | 61,844 | 61,844
16 62,969 | 56,216 | 56,139 | 56,139

One can see that by increasing the digit-size and the number of multipliers, the time
necessary to execute a group operation decreases, as expected. For group addition, our
results show that in some cases the performance does not increase, when augmenting
the resources of the system. For example, focusing on the speed of addition, using
three rather than four digit-size multipliers with D = 8 (Table 7.5, third row), does not
result in any performance difference. The same behavior can be observed for 2, 3 and 4
multipliers with digit-size D = 16. The reason for this behavior is that the structure of
the group operation does not allow additional parallelism. When focusing on doubling,

there is almost no performance gain in moving from 3 to 4 multipliers (Table 7.6, the
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two rightmost columns). Additionally, there is no performance gain in providing 3 or
4 multipliers of digit-size D = 8 or D = 16 instead of two. Similar facts hold for the
scalar multiplication latency (Table 7.7). Hence, we do not gain any performance when
changing from three to four multipliers for all genera. Even adding the third multiplier

increases the performance only slightly or not at all.

In an ideal scenario all components, but most importantly the multipliers should be
used uniformly. The reason being resource usage and side channel attacks. Hence, when
examining our results for the group operations and the scalar multiplication, we conclude
that the third and fourth multiplier, and in some cases also the second one, are used
very infrequently. Hence, for most applications it will be unreasonable to provide these

extra hardware units.

Note that the ASAP scheduling policy used in our software tool does not guaranty an
optimal solution; as discussed in Section 7.1. Analysis of the performance of doubling
shows that for D = 16 the speed drops slightly when increasing the hardware from two

to three multipliers.

7.2.3 Area-Time Product

In Table 7.8 we used the normalized area-time product to find the optimal architecture.
The figures are derived from those of Table 7.1, where m = 81 bits. The optimal
architecture will achieve the highest throughput consuming the smallest area (contrary
to some traditional cryptographic implementations, where only best performance was
evaluated). Table 7.8 shows that the architecture using one inversion, one multiplication
(D = 8), one addition and one squaring achieves the best area-time product. Note, that

there are many architecture options that have very similar area-time product.
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Table 7.8: Normalized area-time product (group order ~ 2% affine coordinates).
Digit-size Number of multipliers
1| 2 | 3 | 4
2 1.3552 | 1.1148 | 1.1442 | 1.3000
4 1.0422 | 1.0447 | 1.2133 | 1.4454
8 1 1.2385 | 1.6063 | 2.0067
16 1.2277 | 1.8241 | 2.5487 | 3.2758

7.3 Analysis of Parallel Architectures Using Projective

Coordinates

In this section we are analyzing the parallelism of HECC using projective coordinates.
We target genus-2 HECs defined over a field of characteristic 2 using the newly derived

group operations over projective coordinates, as reported in Tables A.15 and A.16.

All the results presented here target systems directly based on projective coordinates
and, therefore, coordinate conversion is unnecessary. For applications where conversions
to and from affine coordinates are necessary, discussion and figures will be provided at

the end of Section 7.4.

All the considered system configurations require 21 registers for storing temporary
values, where each register stores a field element of 81 bits. Omne could reduce the
number of registers at the cost of some additional latency by avoiding the overlapping of
two consecutive group operations, exactly as in the case where affine coordinates were

used.

7.3.1 Parallelism on the Scalar Multiplication Level

We show the degree of parallelization considering consecutive group operations (par-

allelism at the scalar multiplication level). When implementing scalar multiplication
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using the double-and-add algorithm, one has to evaluate the parallelization of three dif-
ferent cases: 1) addition after doubling, ii) doubling after doubling and iii) doubling after

addition.

Table 7.9: Overlapping of doubling after doubling (in clock cycles, projective coordi-

nates).
Digit-size Number of multipliers

1 [ 2 | 3 | 4

2 167 85 85 91

4 87 45 30 24

8 47 25 20 23

16 27 17 10 8

32 14 12 7 4

In Table 7.9 we show the number of clock cycles where two consecutive doubling oper-
ations can be computed in parallel. The tables for addition after doubling and doubling
after addition show similar figures and can be found in Table 7.11 and Table 7.10, re-
spectively. One notices that overlapping decreases as the digit size and the number of
multipliers increase. Larger digit sizes and numbers of multiplier units yield a higher
parallelism at this level, which results in a smaller overlap for the group operations. In

the best case we could schedule two consecutive group operations for 167 clock cycles in

parallel (Table 7.9, first cell).

Table 7.10: Overlapping of addition after doubling (in clock cycles, projective coordi-

nates).
Digit-size | Number of multipliers

1 | 2 | 3 | 4
2 164 82 46 41
4 84 42 26 | 21
8 44 22 30 | 21
16 24 23 17 4
32 11 4 2 4
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Table 7.11: Overlapping of doubling after addition (in clock cycles, projective coordi-

nates).
Digit-size Number of multipliers

1 | 2 [ 3 | 4
2 126 o1 44 45
4 66 33 24 25
8 36 21 25 12
16 21 12 10 10
32 11 5 7 6

7.3.2 Performances of the Group Operations and Scalar

Multiplication

In this subsection we present our results targeting the latency of group addition, group
doubling and of the complete scalar multiplication. Table 7.12 provides the figures for
group addition and doubling, and Table 7.13 those for the scalar multiplication. Note
that we did not include a second performance number for doubling and addition, as we
did for doubling in our analysis using affine coordinates (Section 7.2). The reason being
that for projective coordinates the group operations are almost scheduled in the same
way. Hence, it is not worth to chose the sequence of field operations dependent on the

previous group operation.

The conclusion one can draw from the two tables is that with increasing hardware
resources (more multiplier units and higher digit size), the latency drops. Thus we can
compute the group operations and the scalar multiplication of HECC in a shorter time.
Without constraints in terms of silicon area, group addition and group doubling can be
executed most efficiently by using three or four multipliers (D = 32), respectively. These
group operations can be computed in 99 and 81 clock cycles, respectively (Table 7.12,
bottom two rows). Scalar multiplication can be performed most efficiently in 19, 769

clock cycles providing three field multipliers (of type D = 32), one field adder and one
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Table 7.12: Latency of group addition and doubling (in clock cycles, projective coordi-

nates).
Digit-size Number of multipliers
1 | 2 | 3 | 4
2 addition | 1876 1008 704 553
doubling | 1465 793 545 417
4 addition 976 528 384 293
doubling 765 413 286 237
8 addition 526 290 220 170
doubling | 415 221 165 138
16 addition 296 166 127 115
doubling 241 149 106 99
32 addition 170 113 101 99
doubling 132 90 81 94

field squarer (Table 7.13, bottom row).

Table 7.13: Latency of the scalar multiplication (in clock cycles, group order ~ 2169
projective coordinates).

Digit-size Number of multipliers
1 2 | 3 | 4
2 348210 | 188693 127690 96726
4 181670 97355 69730 55646
8 98400 53243 38935 31953
16 56525 32835 24747 22974
32 31702 21209 19769 20490

Our scheduler is based on the method known as Operation Scheduling and works
according the ASAP scheduling policy thus does not guarantee an optimal solution
[Gov03]; this is evident in the case of 4 multipliers of type D = 32 (Table 7.13, 5-th
row). Whereas latency is higher than with only 3 multipliers. This happens as the
scheduler could not find an efficient way of performing group doubling, as it can be seen

in the bottom row of Table 7.12.

When carefully inspecting the results, we see that adding extra hardware resources

might be unreasonable. For example, consider the group addition using multipliers of
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type D = 2 (Table 7.12, first row). We get a 46 % speed-up when using 4 instead

of 2 multipliers. Hence, in this case we double the number of multipliers and get a

50% improvement in the performances. Examine the same setting for multipliers of

type D = 32 (Table 7.12, second to bottom row): we get only a 8% improvement

when moving from 2 to 4 multipliers. In real applications where hardware resources are

limited the latter scenario would be inefficient. Thus, we provide in the next section the

area-time products to find the optimal solutions.
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Figure 7.2: Latency of the scalar multiplication using projective coordinates (group order

~ 2160)

In order to find an easy way of examining the performance improvement considering

the different architectures, we added Figure 7.2. The figure shows the latency of the

scalar multiplication (z-axis) with respect to different numbers of multipliers (y-axis).
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Each line corresponds to a different digit size. Hence, if the line joining two values
declines sharply, it can be interpreted as a considerable decrease of the computation
time obtained by means of the additional resources. Going back to our example, the

line for D = 2 falls more steeply than that for D = 32.

7.3.3 Area-Time Product

The optimal implementation will achieve the highest throughput consuming the smallest
area. Hence, we consider both the hardware requirements and the time constraints of

the cryptographic application.

Table 7.14: Normalized area-time product for scalar multiplication (in clock cycles,
group order ~ 219 projective coordinates).

Digit-size Number of multipliers
1| 2 ] 3 | 4
2 1.4533 1.1813 | 1.0659 1.0093
4 1.1374 | 1.0158 1.0186 1.0451
8 1.0267 1 1.0563 1.1336
16 1.0616 | 1.1649 1.2911 1.5821
32 1.1247 | 1.4606 2.0215 2.7794

In Table 7.14 we show the area-time product for the different design options. The
analysis uses the normalized area-time product with respect to the lowest area-time
product. Table 7.14 shows that the architecture using two multipliers (of type D = 8),
one adder and one squarer achieves the best area-time product and therefore is the

optimal architecture.



7.4 Optimum Architecture 121

7.4 Optimum Architecture

The main contribution of this section is to identify which coordinate system, affine or
projective, is best for the architecture for a parallel architecture. In order to do so we

need to compare the different architectures for the affine and projective group operations.

affine coordinates projective coordinates
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Figure 7.3: Latency comparison of the scalar multiplication between the architectures
based on affine and projective coordinates (group order a 2'6%).

Figure 7.3 compares the latency between the architectures based on affine and projec-
tive coordinates. The lowest bars corespond to lower latency, hence better performance.

One can draw the following conclusions:

e In both coordinate systems, latency drops by providing additional hardware re-

sources (increasing the digit size and the number of multiplier units)

e If the context allows to use projective coordinates, they are always preferable in

terms of latency and area. However, affine coordinates might find an appropriate
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use in low area applications.

e One very important result is that high speed implementations should definitely
based on projective coordinates. As it can be seen in Figure 7.3, projective coor-

dinates and large digit sizes result in the lowest latency.

In Figure 7.4 we compare the five best area-time product figures using the two dif-
ferent coordinate systems. For each system configuration the area-time product and
the latency is reported and both measures are normalized to the minimum value (in
our case the configuration with the best area-time product is even the fastest). The
leftmost bars show the figures for affine coordinates and the right-most bars show those
for the projective case. The design option used is given under each bar (M denotes the

multipliers).
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Figure 7.4: Comparison of the best five area-time product figures using affine and pro-
jective coordinates (group order ~ 216%).

It is interesting to analyze the implicit parallelism using projective formulae. Analysis
of the best five area-time products shows there is only one system configuration with one

multiplier (in addition this is the worst architecture under the five best using projective
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coordinates). In the case of affine coordinates we see that the two best solutions contain
only one multiplier. Hence, potentially we cannot parallelize as many field operations in

the afline case.

Examine the two best design options of using one multiplier of type D = 8 for affine
coordinates versus two multipliers of type D = 8 for the projective case. In Figure 7.4
these cases are represented by the two leftmost bars for each coordinate system. We
realize that there is a gap of about 30% in the area-time product between affine and
projective coordinates. Comparing now for the same configurations the two bars rep-
resenting the latency (second bar for each coordinate system), we realize that in the
projective case we get a performance almost 50% better than in the affine case. This
speed-up was obtained on the basis of an already 30% better area-time product. We
can safely conclude that projective coordinates are preferable at parallel hardware is

available.

All the results considering projective coordinate system presented so far target an
application using only projective coordinates. Thus, one does not need to convert be-
tween coordinate systems. If a change of coordinates is strictly required one has to
compute an inversion and four additional multiplication operations. In terms of latency
one inversion costs =~ 160 clock cycles, while the inclusion of an inversion function unit
increases the area from 4% to 152%, depending on the number and type of multipliers

in the architecture.

Figure 7.5 shows the area-time product of the two coordinate systems, whereas in
the figures related to projective coordinates we included the conversion. Note that the
top five design options using projective coordinates are not the same as the previous
case, where the coordinate conversion was not included. The reason is the relatively
high area increase for small system, due to the presence of inversion. However, the total

computation time remains practically unchanged since the conversion has a very low
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impact on the scalar multiplication time. Hence, fast and large implementations exhibit

a relatively better area-time product.

Analyzing Figure 7.5 we see that the best system configurations using affine and
projective coordinates have almost the same area-time product (1% difference for the
best case). Comparing the two latency bars for the best solutions of the two coordinate
systems we realize that the projective case is 50% faster than the affine case. This
speed-up was obtained on the basis of the same area-time product. Hence, even when
including the conversion between coordinate systems, the use of projective coordinates

is still preferable.

This result of this theoretical comparison is quite surprising considering the fact that
using projective instead of affine coordinates one has to trade one inversion operation
with up to 24 multiplications. Hence, projective coordinates are not at all attractive for
sequential processing like in most embedded and general purpose processors. However,
our results show that the larger number of multiplications allows a higher degree of
parallelization. Therefore, HECC realized in hardware can result in a better performance

and in a lower area-time product.

7.5 Summary and Outlook

In this section we analyzed the different parallel architectures for genus-2 HECC. In
the first part of the chapter we described the methodology used. After an extensive
treatment of a variety of architectural options using affine and projective coordinates
in the second and third part of the chapter, respectively, we compared the architecture
options in last part of the chapter. Hence, we were able to find the best architecture

realizing HECC.

The main finding of this theoretical analysis is that architecture based on projective
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Figure 7.5: Comparison of the best five area-time products using affine and projective co-
ordinates (projective numbers includes the conversion of coordinates, group

order ~ 21%9).

coordinates are more flexible than those based on affine coordinates, allowing the de-
signer to chose the best compromise in terms of required latency and silicon area. If the
application imposes data conversion between the different coordinate systems, the archi-

tecture based on affine coordinates become attractive for their low area requirements.

We want to point out that the above presented results are based on our scheduling
optimization software. We did not implement any of the architectures introduced in
actual hardware. In general, hardware designers face the problem that VLSI designs
and the manufacturing of prototypes are very complex and costly. Hence, the given
results provide a theoretical basis, on which one can built when starting to design a
HECC VLSI coprocessor. We would also want to mention that we fixed the underlying

field and used certain curve parameters.

In the future, further analysis using different field sizes as well as different genera
and curve parameters should be done. Furthermore, one should try to actually realize a

HECC coprocessor prototype. This prototype can help to investigate further improve-
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ments to the HECC coprocessor design.



8 A High Speed HECC Coprocessor on
FPGAs

FPGA (Field Programmable Gate Arrays) are an interesting target platform for cryp-
tographic algorithms. Not surprisingly, one can find many companies already devel-
oping cryptographic IP cores for FPGAs (for example, ALMA Technologies, Amphion,
Bisquare Systems Private Ltd., Helion Technologies, Ocean Logic Pty Ltd). In this chap-
ter, we present our implementation results of HECC on a FPGA. We propose a genus-2
hyperelliptic curve cryptographic coprocessor using affine coordinates. We provide three

prototype implementations of the coprocessor aiming for high performance.

FPGAs have some potential advantages compared to ASIC implementations in cryp-
tographic applications: algorithm agility, algorithm upload, architecture efficiency, re-
source efficiency, algorithm modification, throughput, and cost efficiency. More details
and a description to each item can be found in [WGP04, WP04]. However, the listed
advantages of FPGAs for cryptographic applications can only be exploited if the poten-
tial security shortcomings of FPGAs have been addressed. Potential shortcomings are
Black Box Attack, Cloning of SRAM FPGAs, Readback Attack, Reverse-Engineering of
the Bitstreams, Side Channel Attacks, and Physical Attacks [WGP04, WP04].

Black box attacks do not seem to be feasible for state-of-the-art FPGAs. However,

it seems very likely for an attacker to get the secret information stored in a FPGA,
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when combining readback and fault induction attacks. Cloning of SRAM FPGA and
reverse engineering depend on the specifics of the system under attack, will probably
involve a lot of effort, but are not entirely impossible. Physical attacks against FPGAs
are very complex due to the physical properties of the semiconductors in the case of
flash/SRAM/EEPROM FPGAs and the small size of AF cells. It appears that such
attacks are even harder than the analogous ones against ASICs. Even though FPGA
have different internal structures than ASICs with the same functionality, we believe that
side-channel attacks against FPGAs, in particular power-analysis attacks, will be feasible

too. More detailed information about security aspects of FPGAs and the prevention of

them can be found in [WP03b, WGP04, WP04].

It seems from our previous remarks that FPGAs might be out of question for security
applications. We do not think that is the right conclusion, however. It should be noted
that many commercial ASICs with cryptographic functionality are also vulnerable to
attacks similar to the ones discussed here. A common approach to prevent these attacks
is to put the ASIC in a secure environment. A secure environment could, for instance, be
a box with tamper sensors which triggers what is called “zeroization” of cryptographic

keys, when an attack is being detected. Similar approaches are certainly possible for

FPGAs too.

In the following we present our approach to implementing HECC on a FPGA!. We
first present the HECC coprocessor (Section 8.1). Then, we are going to outline our
methodology and the different design options (Section 8.2). At the end of this chapter

we put our results in perspective to previous ECC and HECC FPGA implementations.

! This is joint work with Dr. HoWon Kim who did the VHDL implementation of the HECC coprocessor.
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8.1 HECC Coprocessor on FPGA

The coprocessor has to compute the scalar multiplication £D for the HECC. Efficient
algorithms are needed to implement the group operations as well as the field arith-
metic. This work proposes three different processor architectures that are well suited

for implementation on Field Programmable Gate Arrays (FPGAs).

The HEC coprocessor consists of three main components: main control unit (MC),
arithmetic unit (AU), and register file or memory (RF), see Figure 8.1. MC is the main
control unit of the coprocessor. It computes the scalar multiplication kD for HECC
and interacts with the host system as well as with the other components. It generates
control signals for RF, interconnection block, and AU. The interconnection block, which
is mainly composed of multiplexers, takes care of the data exchange between the RF
and the AU. The AU performs the field and group operations. In the following, we are

going to describe the individual components in more detail.

Host system
®< @ datapath

A
<—>| Register File or Memory (RF) |

Main control
Cf’Jrr'fi';O' PN Arithmetic Unit (AU)
(MC) <—> Group

‘ Field operation Units ‘

Operation

\4

Figure 8.1: Architecture of the HECC coprocessor on FPGAs.

8.1.1 Field Operation Units

The AU in the HECC coprocessor has field operation units for addition, squaring, mul-
tiplication and inversion over Fosi. The implementations of the field Fos1 might have

potential cryptographical weaknesses according to [Fre98, GHS02], however, we would
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like to emphasize that the implementation techniques are also applicable to fields with

prime extensions, see Page 4.

In existing literature one can find a variety of ways to implement the field operations.
We provide a short description of the implementation and give references pointing to

more detailed information.

FiELD ADDER: The addition of two elements requires the modulo 2 operation of the
coefficients of the field elements. Hence, we use 81 exclusive OR gates to add two field

elements in one clock cycle.

FIELD SQUARER: The squaring of a field element A = Z:.':Ol a;x" is ruled by the follow-
ing equation: A2 = 37" a;2% mod F(z), where F(z) denotes the defining polynomial
of the field F. The squarer is implemented with combinatorial logic and we use a fixed

underlying polynomial F'(x). Squaring can be performed within one clock cycle and

further details can be found in [OP00].

F1ELD INVERSION: The inversion was implemented using the Modified Almost Inverse
Algorithm (MAIA) [HHMOO] rewritten in Algorithm 1. In addition, we increased the
performance by using the techniques described in [CKKO02, SK98]. These techniques
allow executing of Steps 2 to 5 of Algorithm 1 in nearly one clock cycle. In order to
do so, we a) unrolled the loop (Step 2) and b) merged Step 5 in Step 2. To realize
the improvement a) we had to replicate and expand the conditional statement for all
cases. The replication number of the loop body was decided by considering the tradeoft

between the hardware complexity and performance.

The field inversion can be performed in an average time of 1.01us (see Table 8.1).
The input data that was used to measure the execution time had an hamming weight
of n/2, where n is the bit size of the input data. The reason being the performance of

the inversion varies with the input data.
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Algorithm 1. Modified Almost Inverse Algorithm for inversion in Fom
INPUT : a € Fom,a # 0.
OUTPUT : a~! mod F(z)
l.b—1,c—0,u<—a, v f.
2. While z divides u do:
2.1 u—u/z
2.2 If x divides b then b « b/x; elseb +— (b+ f)/x.
If u =1 then return(b).
If deg(u) < deg(v) then: u <> v,b < c.
U<—u+v,b—b+c.
Goto step 2.

SIS ol

Table 8.1: Performance of field multiplication and field inversion logic (FPGA Xilinx
Virtex II XC2V4000 ff1517-6, Fos1).

Type | DigitSize | slices | Frequency [MHz| | Clock cycles | Time [us]
LSD D=4 219 98.0 21 0.214
D=8 342 108.7 11 0.101
D=16 554 87.5 6 0.069
D=27 882 71.0 3 0.042
D=32 1,010 70.0 3 0.043
MSD D=4 215 98.6 21 0.213
D=8 339 109.9 11 0.100
D=16 551 71.1 6 0.084
D=27 868 70.1 3 0.043
D=32 1,066 69.6 3 0.043
| MAIA| - [ 663 | 87.8 \ 89 | 1.014 |

FIELD MULTIPLICATION: For the field multiplication we use the digit multiplier in-
troduced in [SP97]. This kind of multiplier allows a trade-off between speed, area and
power consumption. This can be achieved by varying the number of multiplicand co-
efficients that are processed in parallel, denoted as digit-size D. Given D, we denote
by d = [m/D] the total number of digits in a polynomial of degree m — 1. Hence,
C=AB= AZ?;Ol BizP  mod F(x).

We investigated the performance of the field multiplication in more depth because it

is a crucial field operation in the HECC. The digit multipliers come in two flavors: Least
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Significant Digit (LSD) first and Most Significant Digit (MSD) first multipliers [SP97].
Additionally, one can vary the digit size depending on the application. Table 8.1 shows
the latency and the area requirement of the two different types of multiplier as well as

varying digit sizes.

One would expect the frequency of the multipliers to be decreased with higher digit
size. However, examining Table 8.1 one notices the lower frequency for D=4 multiplier
compared to D=8. Careful analysis shows that the critical path of the D=4 multipliers
are dominated by the control logic, more specifically from the 5 bit comparator logic and
additional logic (such as multiplexers). For all the other multipliers the critical path is
conditioned by the data path. The data path includes the parallel multiplication, the

accumulation of the partial results and the reduction (for more detail see [SP97]).

The choice of the ideal multiplier for our HECC coprocessor largely depends on fre-
quency of the total design and secondly, on the latency of the multiplier. The frequency
of the coprocessor is limited by the interconnection network and does not exceed 61 MHz
(see Table 8.3). Hence, the multipliers using digit size D=27 are the best choice. The
reason being it can be clocked with a high enough frequency and computes the multipli-
cation in only three cycles, at the same time requiring lower area compared to the D=32
multiplier. Note that LSD and MSD multipliers using digit size 27 have very similar

performance and, therefore, both types are applicable.

8.1.2 Arithmetic Unit

Figure 8.2 shows the arithmetic unit (AU) that performs the group addition and group
doubling operations. The AU consists of the field operation units and the group opera-
tion logic. The control logic is in charge of scheduling the right sequence of operations
to perform the HEC group operations. Necessarily, the control unit has to interact with

the main control unit (MC) and the register files (RF). In addition, we had to provide
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internal control logic for the multiplier and inversion logic.

Field addition and field squaring are the least expensive operations and, therefore, we
decided to integrate them into the data path between RF and the multipliers. However,
we still can compute the operation without consecutive multiplication by setting the

right multiplexer options.
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Figure 8.2: Arithmetic Unit of the HECC coprocessor on FPGA.

8.1.3 Interconnection Network

The interconnection network, consisting of a multiplexer, handles the data transfer be-
tween the RF and AU. Note that for our high performance design (see Section 8.2), we
included the capability to load the input data in parallel. This results in the possibility

to start two multipliers and the inversion logic at the same time.

8.2 Design Methodology for the HECC Coprocessor on
FPGA

In this section, we will briefly describe our design methodology that resulted in the HECC

coprocessor. The primary goal for all presented design options was to reach the best
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possible performance. However, we tried (where possible) at the same time to reduce
overall hardware complexity. In order to do so, we examined the parallelism within the
group operations, minimized the number of registers, and reduced the complexity of the

interconnection network.

8.2.1 Parallel Architecture for the Group Operations

We used the Data Dependence Graph (DDG) to design the architecture for computing
the group operations. We found that the multiplication and the inversion operations are
the dominant components and, therefore, crucial for the overall performance. Hence, we
designed our graph where the nodes of the DDG represent the multiplications and the

inversions and the addition and squaring are an edge of the DDG.

We can describe the DDG as G(F') = (V, E), where V is the set of multiplication and
inversion operations, F' is the HECC explicit formulae, and E is the data flow between

multiplication, inversion, and registers.

Our analysis using the DDG resulted in the choice of using two parallel multipliers
for the genus-2 HECC coprocessor. This choice considered the hardware complexity as
well as the performance. The utilization rate of the two multipliers for group addition
and group doubling is 91% and 50%, respectively. Therefore, adding additional multipli-
ers would not provide any advantages considering the increasing hardware complexity.
Hence, we used two multipliers and sped up the performance of the HECC coprocessor

by choosing a large digit size (D=27).

As mentioned already, there has been a previous contribution studying the parallelism
of the genus-2 HECC group operations [MS03]. In [MS03], the authors develop a general
methodology for obtaining parallel algorithm for the HECC. However, this work only

focused on theoretical aspects on the parallelism of the HECC. Furthermore, they did
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not consider the register allocation and interconnection network complexity problems,

which are important factors in practical implementations.

8.2.2 Minimizing the Number of Registers

We have designed the HECC coprocessor with an effort to minimize the number of
registers. We used eight 81-bit registers to store two divisor values which are updated
during the computation of the group operations with the output result. Additionally, we
needed some extra registers to store intermediate values. We found the optimal number
of extra registers by efficiently reusing these resources. This was done manually with

the help of register allocation tables.

8.2.3 Reduction of the Complexity of the Interconnection Network

After we found the minimum number of registers, we tried to reduce the complexity of
the interconnection network. We did this by looking at the inputs and outputs of the
different units (field operations and RF) involved in the computation. The minimum
complexity would be achieved by a) always storing a designated output into the same
register and b) loading a certain input value every time from the same register. Looking
at the complexity of the HECC group operations, it is obvious that there will not be a
fixed register for loading inputs or storing the output of one unit. However, by trying

to use this method we were able to reduce the size of the interconnection multiplexers.

8.2.4 Various Design Options for the HECC Coprocessor

We now introduce the three prototype implementations for HECC coprocessors. Our

Type 1 coprocessor is designed for high performance, whereas in the case of the Types 2
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and 3 we also tried to lower the hardware complexity. The characteristics of the various

types of HECC coprocessors are summarized in Table 8.2.

At this point we would like to stress, that the two main factors limiting the per-
formance of the HEC coprocessor are the AU and the interconnection network (see

discussion in previous sections).
TYPE 1 DESIGN: HIGH PERFORMANCE

Our Type 1 design aims for a high performance implementation and is shown in
Figure 8.3(a). This design has two independent arithmetic units: one for group addition
and one for group doubling. The independency of the two group operations results from
separate field operation units, registers, interconnection networks, and control units.
Thus, we can compute the group operations in parallel by using a modified version of
the double-and-add scalar multiplication. In the case of group addition we used two
multipliers and one inversion logic, whereas for group doubling we provided only one

multiplier and one inversion logic.

Group For Type 3

Doubling Group //' \
OP. ‘ < MEM | [ RF |
CTRL MULT1 INV N /!

Group Addition

RF — :
MULT2| | INV
Group
opP ‘

CTRL| [MULT1| |MULT2]| | INV Group Doubling

(@) Type 1 (b) Type 2, 3

Figure 8.3: Various design options for the HECC coprocessor.

TYPE 2 DESIGN: RESOURCE SHARING

Our Type 2 HECC coprocessor provides only one AU shared by the group addition
and group doubling (see Figure 8.3(b)). Hence, the two group operations share the

field arithmetic unit, the register file, the interconnection network, and the control logic.
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Another difference is that a more complex interconnection network is needed to handle
the computation. These differences result in a slower operating frequency, however, the

total hardware complexity is smaller compared to Type 1.
TYPE 3 DESIGN: REDUCED AREA

Type 3 HECC coprocessor also uses, like in the case of the Type 2 design, shared
resources (see Figure 8.3(b)). The difference between Type 2 and Type 3 design is
the usage of memory for storing the intermediate data needed during the computation
of the group operations and the scalar multiplication. When we use memory instead
of registers, the decoding logic for reading (writing) data from (to) the RF unit is

intrinsically implemented inside the memory.

We have used distributed memory with dual ports (DIST_-MEM_V6), which is in-
ternally provided by the Xilinx FPGAs. We have chosen the smallest memory block
available, namely of the size 1,536 bits, however we are currently using only 1,134 bits

to store 14 field elements.

Trading memory versus registers, results in higher frequency and smaller area, how-
ever, there are two disadvantages: a) we use specific memory which will be costly when
converting the system to an ASIC and b) the number of clock cycles for the overall com-
putation increases, because of the expensive data movement from and to the memory.
The latter disadvantage was partially removed by applying pipelining to the HECC co-
processor. For example, one can move data to or from the memory while simultaneously

performing a field multiplication.

In Chapter 7, we provided a theoretical analysis of the parallelism in HECC in order
to find the optimal architecture. The implementation results presented in this chapter
primarily aim high performance. This was achieved by using a more efficient inversion
and multiplication. Additionally, we adjusted the architecture to obtain a higher perfor-

mance by including the addition/squaring into the data path and by using input buses to
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Table 8.2: Architectural characteristics of the different HECC coprocessor types.

logic interconnection | scalar mult. | Storage for RF
Type 1 | addition: 2 MUL, 1 INV | Multiplexers | Right to Left 13 registers
doubling: 1 MUL, 1 INV (parallel) 10 registers
Type 2 2 MUL, 1 INV Multiplexers | Left to Right | 14 Registers
(shared)
Type 3 2 MUL, 1 INV Multiplexers | Left to Right Memory
(shared) (1,536 bits)

transfer the field elements to the arithmetic units. We also targeted the implementation
so that we could start more than one field operation in each clock cycle. The previous
chapter considered architectures with different numbers of multipliers. However, a gen-
eral result was using two multipliers is a good choice for high performance and moderate
area increase. The FPGA implementations described in this chapter use two or three

multipliers and therefore are in the same line with Chapter 7.

8.3 Results of HECC Coprocessor on FPGA

In this section we present our implementation results using the methodology stated

above. We show the throughput results of different designs.

We implemented the HECC coprocessor using the best known formulae for the group
operations (for more details see Section 4.4). It was modeled using VHDL language
and then implemented a Xilinx Virtex II Pro V20 FPGA (XC2V P20ff1152-7). The
VHDL code was synthesized using Synplicity’s Synplify Pro 7.3.1 and Xilinx Foundation
5.2.031 to implement the modeled HECC coprocessor onto the target FPGA. Our HECC

coprocessor used between 43% and 83% of the slices available in the FPGA.

Table 8.3 shows the area and time requirements for the three different design options.

Type 1 corresponds to our high performance implementation. We were able to compute
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the scalar multiplication in 387us, which is about 81% faster than the best known
implementation presented in [EMY04]. The area requirements decrease almost 50%
changing from Type 1 to Type 3. Hence, our Type 3 design utilizes 81% less area than
the smallest design described in [EMY04].

Table 8.3: Performance of the scalar multiplication on the HECC coprocessors (Xilinx
FPGA XC2VP20 ff1152-7, group order 21¢2).

Size [slices] | Frequency [MHz] | Clock cycles | Time [us]
Type 1 7,737 60.7 23,509 387
Type 2 2,674 51.4 34,012 662
Type 3 4,039 57.0 44,848 787

8.4 Summary and Analysis of our FPGA Implementation

In this chapter we presented our approach to implement HECC on FPGA. The HECC
coprocessor, our design methodology, and the different design options were introduced.

The main focus of this section is to put our results in perspective to previous published

ECC and HECC implementations.

We evaluated the performance of cryptographic implementations by comparing not
only the throughput of the implementation but also using the area-time product. There-
fore, the optimal implementation will achieve the highest throughput in the least amount
of area and, thus, the lowest area-time product. At this point, we must caution the reader
against using the area-time product to compare implementations on different FPGA de-
vices. This is because even within the same family, one may get different timing results

based on available logic and routing resources.

In order to be able to provide a fair comparison between our work and the ones

previously presented, we also did the place and routing for the HECC coprocessor with
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Table 8.4: Comparison of the ECC and HECC scalar multiplication implementations on
FPGAs (target device is Xilinx FPGA XC2V4000, except in [OP00)).

scalar group | digit | slices f Time | area-time
mult. order | size | slices | [MHz] | [us] product
genus-2 HECC
Clancy affine coord. | 2!% | D=1 | 22,000 - 10,000 | 68.10
[Cla03] binary 2166 1 D=4 | 60,000 - 9,000 167.14
Elias et al. proj. coord. | 2%%6 D=1 | 21,550 | 45.6 7,390 49.29
[EMY04] NAF 2226 D=4 | 25271 | 45.3 2,030 15.88
our work affine coord.
Type 1 binary 2162 | D=27 | 7,785 56.7 415 1
Type 2 92162 | D—97 | 5,604 | 47.0 | 724 1.26
Type 3 2162 | p—o7 | 3955 | 540 | 831 1.02
ECC
Orlando et al. | proj. coord. | 27 | D=16
[OPO0] Montgomery 1,501 | 76.7 210 -
Gura et al. proj. coord. | 219 | D=64
[EGCS03] Montgomery 11,845 | 66.4 143 0.52

a target FPGA, Xilinx Virtex II FPGA (XC2V4000{f1517-6). In the case of XC2V4000,
our designs used between 17% and 34% of the available slices. Table 8.4 shows all HECC

hardware numbers and the two best known FPGA implementation of ECC.

Note that we did not calculate the area-time product for one of the ECC implementa-
tions, because in [OP00], the authors used a different type of FPGA, namely the Xilinx
FPGA XCV400E. However, for completeness and in order to put our work in perspective

with state-of-the-art research on ECC we think it is useful to include these numbers.

Analyzing the area-time product numbers of our designs, we noticed that they are
fairly similar. Thus, considering different application scenarios, e.g., high speed or low
area, we are able to provide an adequate solution. Comparing our results to the previ-
ously published shows that our designs are an order of magnitude better. Our implemen-
tations perform between a factor of 16 and 167 better than previous implementations.

Note that the authors in [EMY04] used a different underlying field and, therefore, the
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factor will be smaller when changing the field. Considering our HECC coprocessors we
are now approaching the performance range of ECC FPGA implementations. Consid-

ering the area-time product, ECC is only about a factor of two better than HECC.

At this point we would like to clarify that this is only a prototype implementation.
Higher speed and lower area could most likely be achieved when further optimizing the
VHDL code as well as the design methodology. In addition, one will obtain better results
with new FPGA releases and tool versions. Furthermore, when designing a HECC ASIC
coprocessor the results are expected to be better. However, the presented results give a
trend of the performance and area usage of implementing genus-2 HECC on a state-of-

the-art FPGA family.

We want to point out that the presented results using a fixed underlying field and the
HECC coprocessor is targeted for the genus-2 HEC group operation using certain curve

parameters.



9 Discussion

This chapter summarizes research finding of the thesis. A summary of the main results

as well as some recommendations for future research will be provided.

9.1 Conclusions

Today most cryptographic protocols use RSA [RSAT78] for public key encryption. How-
ever, ECC increasingly used in practice as well. The reason being the short operant
length of ECC resulting in a much higher speed for the encryption compared to RSA.
ECC is the fastest used public-key primitive known today. HECC was thought to be out
of scope for any practical use because of the complex structure of the group operations

and the resulting low performance.

We were able to increase the performance of HECC. The newly derived group oper-
ations are up to 78% more efficient than the previous known operations. Furthermore,
we showed the influence of the algorithm, group order, and curve parameters on the
performance for a given application. We demonstrated with our implementations in
software and hardware that HECC reaches the speed of ECC. In some cases we could

even outperform ECC.

Based on the results presented in this contribution, explicit formulae based on Harley’s

algorithm should be used when implementing genus-2 and genus-4 curves. In the case
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of genus-3 curves the doubling operation should be implemented using explicit formulae

based on Cantor and for the addition we advise the use of Harley’s algorithm.

Our software implementations show that ECC, genus-2, and genus-3 HECC have a
similar performance. This was verified with various implementations on embedded and
general processors using different underlying fields. Hence, the stated result holds for
applications with different security levels. The best timings for the scalar multiplica-
tion considering a group order of approximately 2!63 for HEC cryptosystems could be
achieved on the ARM7TDMIQ80MHz, resulting in 87 and 94 milliseconds for genus 2
and 3, respectively. The fastest scalar multiplication for ECC on the same platform
was performed in 108 ms. For the same security level, the scalar multiplication on
an Pentium@1.8GHz could be performed in 2.60 ms, 2.73 ms, and 2.95 ms for ECC,
genus-2 HECC, and genus-3 HECC, respectively. Hence, ECC and HECC can be the

cryptosystem of choice for general purpose processors as well as for embedded processors.

We did a theoretical investigation of various parallel architectures for a genus-2 HECC
using affine and projective coordinate systems. We studied the parallelism of the HECC
at the field operation level, the group operation level, and the scalar multiplication level.
The main finding of this theoretical analysis is that the architecture based on projective
coordinates are preferable compared to affine ones. Our fastest scalar multiplication was
performed in 19, 769 clock cycles. It uses three field multipliers (of type D = 32), one

field adder and one field squarer.

Analyzing the encryption speed of HECC implemented on FPGA leads to the same
conclusions as stated before, namely that HECC reaches the performance ECC. Our fast
version of HECC implemented on FPGA can perform one scalar multiplication in 415us
and is therefore 81% faster than the best previous implementation. Thus, one can use

HECC coprocessor as an alternative encryption scheme for cryptographic accelerators.

In summary, we presented a variety of engineering aspects of HECC improving their
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acceptance. This was achieved by increasing the performance of HECC group operation
and by presenting similar speed for ECC and HECC considering software and hardware

implementations.

9.2 Further Research

This thesis concentrated on the improvement of the HECC as well as on the implemen-
tation in software and hardware. This section will provide the reader with an overview
of possible areas in which further work could be pursued. The presented ideas came up
during the research and implementation that was done. These recommendations provide

opportunities to investigate further the engineering aspects of HECC.

Further optimization of the explicit group operation: In Sections 4.1 and 4.2 we
introduced all our techniques used to improve the explicit formulae for the HECC group
operation. The resulting efficient group operations are introduced in Section 4.3. The
group operation for higher genus HECC are very complex and therefore probably one
can improve them further, by a) repeating the proposed techniques or by b) finding new

techniques for improvement.

Deriving projective coordinates for genus-3 and genus-4 HECC: In [MDM102,
Lan02b, Lan03], the authors introduced the HEC group operation using projective coor-
dinates for genus-2 curves. Hence, one can encrypt without having to provide inversion
operations in the underlying field. In our contribution we improved the genus-2 HECC
using projective coordinates, as shown in Table 4.4. Taking this contribution for genus-
2 curves as a starting point, one can formulate projective group operations for higher
genus HECC. In addition this formulae could be improved, by the techniques presented

in Sections 4.1 and 4.2.

FPGA implementation using projective coordinates: In [EMY04], the authors
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did a HECC implementation on FPGA using projective coordinates. However, they
did not use our optimized formulae. In addition, one could inspect the features of
the FPGA to target the implementation specifically for this platform. One should also
consider various design options for this implementation targeting different cryptographic

applications, similarly to the work presented in Section 8.

Software and hardware implementation of HECC using underlying prime
fields: Many high security applications, e.g. for government use, require the use of
prime fields when implementing curve based cryptographic algorithms. Hence, it is
very important to get reliable performance numbers for HECC using prime fields. The
software as well as the hardware implementation presented in this contribution is based
on fields of characteristic two. In [Ava04], the author implemented HECC using prime
fields on a AMD Athlon running at 1GHz. These results, even though limited to software
implementation on a general purpose processor, parallel the results in this theses nicely.
In addition, implementations on embedded processors, as well as on more hardware-

oriented platforms such as FPGAs could be investigated.

Assembly implementation of HECC on embedded processors: The efficiency
of compilers has improved a lot over the last years, and it can be expected that it
will further advance in the future. However, the tools will never be perfect and one
can always get a significant speed-up by rewriting the core routines in assembly. This
is especially important for embedded application, because the performance is already

limited by the processor.

Implementation of HECC on 8bit and 16bit processors: Our contribution clearly
shows that ECC and HECC are the cryptosystems for embedded processors at least as
far as binary fields are used. In Section 6.3 we extensively studied the performance of a
variety of important 32-bit processors. We think that HECC can also be implemented

with acceptable performance on 8bit and 16bit embedded processors. These kinds of
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processors play a important role in many cryptographic applications.

Implementation of HECC using Koblitz Curves: In [Kob91], the author presented
Koblitz curves to perform a scalar multiplication in the case of ECC more efficiently.
We implemented the Frobenius map using Koblitz curves targeting a group order of
approximately 219 for ECC and obtained very competitive timings. Hence, it seems

very interesting to investigate the performance of Koblitz curves for HECC.



A Explicit Formulae for the Group
Operations over GF(p)

Table A.1: Explicit formulae for adding on a HEC of

genus two (Harley) [Lan02a].

Input | Weight two reduced divisors D; = (uj,v;) and Dy =
(ug, vy) with
w = 22 + upx + o]
Uy = % + U1 T + U2p;
V1 = v11% + V103
Vg = V21T + V20;
furthermore:
h = hox?® + hix + hg; where h; € {0,1};
f ="+ fax' + f32® + for? + fro + fo; where f; € {0,1};
Output| A weight two reduced divisor D' = (v/,v") = Dy + Dy with
u = 2? + ujr + g
v = vix + u);
Step Procedure Cost
1 Compute resultant r of u; and wus: 3M + 18
Z1 = U1 — U1, 22 = Ugp — U0, 23 = U121 T 22
r = 2923 + 21%u1g
2 Compute almost inverse inv = r/uy mod uy: -
MU = 21, tNUy = 23
3 Compute s’ =rs = (v; — vg)inv mod uy: S5M
w1 = V1g — V20, Wo = V11 — Vg1, W3 = INUeW], Wy = 1NV W
sy = (invg + invy)(wy + wy) — wy — wy(l + uyy), S5 =
W3 — UioW4
If s; = 0 perform Cantor
4 Compute s” = x + s9/s1 = v + s/s] and s;: I+5M +2S
wy = (rs) 7 wy = rwy (= 1/5)), w3 = s’lgwl(: s1)
wy = rwo(=1/s1), ws = w3
Sy = SyWa
5 Compute I = s"uy = 2% + lhx* + [z + [ 2M
l/2 = Uo1 + Sg, lll = Ugo + Uzlsg, llo = UQOSg
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Table A.1: (continued)

Step

Procedure Cost

Compute v/ = (s(l + h + 2v;) — k)u; ' = 22 + ujz + uj: 3M

u’l = thU4 + 86, + l/ U1 — Ws
uy = (sq —u11) (1 +h2w4—u11) — w1+ 1§+ (h1 + 2091 )wy +
(ur1 + u9 — f4)

Compute v’ = (h + [+ v3) mod u': AM

/ / / / /
wq :lz—ul, wy = wywy + ug — g
I /
V] = W3Wg — V21 — hl + h2u1
wy = ugwy —
/ /
Vg = W3wWyg — V20 — h() + hguo

Total

fields of arbitrary characteristic, h; € Fy, f4 =0 I +22M + 38
fields of characteristic two, h; € Fy, f4 =0 I +21M + 35

Table A.2: Explicit formulae for doubling on a HEC of
genus two (Harley) [Lan02a].

Input

Weight two reduced divisors D = (u,v) with

u= 2%+ wx + up;

V= U1X + Vg;

furthermore:

h = hoz? + hix + hg; where h; € {0,1};

f ="+ fax' + f32® + for? + fro + fo; where f; € {0,1};

Output

A weight two reduced divisor D' = (v/,v") = [2]D with
u = 2% + ufx + u;
v = vz + v);

Step

Procedure Cost

Compute resultant r of v and h + 2v: 3M + 28

let v = h + 2v mod w:

171 = hl + 2’01 — hQUl; "[J() = ho + 2210 — hQUO;
wo = vi; wy = uf; wy = 033 wy = uply;

T = UgW2 —+ 170(170 — wg);

Compute almost inverse inv = r/0 mod u;: -

vy = —01; 1Yy = Uy — W3;

Compute k = [(f — hv — v?) /u] mod u: 1M

w3 = f3 + wi; wy = 2up;
]{31 = 2(11)1 — f4U1) + w3 — Wy — Ulhg;
ko = ui (2ws—ws+ faur+v1he) + fo—wo—2 fag—v1h1 —voho;
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Table A.2: (continued)

Step

Procedure

Cost

Compute s" = kinv mod u:

wo = koinvg; w1 = kyinvy;

sy = (invg + invy) (ko + k1) — wo — wy — uqwy;
! .

Sp = Wo — UpW1q,

If 57 = 0 perform Cantor’s Algorithm

SM

Compute s = = + s/s] and s;:

wy = (rs}) ™Y wy = rwy (= 1/5}); ws = 2wy (= 51);
wy = rwy(= 1/s1); ws = w?;
Sp = SHWa;

I+5M+2S

Compute [ = su:

ly = uy + s0; [y = w150 + ug; lo = ugso

2M

Compute v’ = [I* + w4l (20 + h) — ws(f — vh — v?)]/u*:

) = 259 + wyhs — ws;
upy = sz + wa(ha(sg — uy) + 201 + hy) + ws(2uy — fi);

2M + 18

Compute v/ = —(h + wsl + v) mod u':

w1, = l2 — Ull, Wy = u’lwl +U//0 — ll,
V] = wowsg — vy — hy + houl;

wy = ugwy — lo;

vy = wswy — Vo — ho + haug;

AM

Total

fields of arbitrary characteristic, h; € Fy, f4 =0

fields of characteristic two, h; € Fy, f4 =0

fields of characteristic two, h; € Fo,he =0, f4 =0

fields of characteristic two, h(z) = x, fy = f3 = fo =0, see
Table A.3

I+22M 458
I+20M 458
I +17TM + 58
I+9M +6S

Table A.3: Optimized explicit formulae for doubling a
divisor on special curves of genus two over Fon with

h(z) = .

Input

Weight two reduced divisors D = div(u,v) with
u=ax>+ UIT + Ug

V= V1T + Uy

furthermore:

h=zand f=2"+ fiz+ fy

Output

A weight two reduced divisor D’ = div(v/,v") = [2]D with
u' =2 + ujx + uf;
v = vz + v));

Step

Procedure

Cost

Compute resultant r of u and h + 2v:
r = uo;
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Table A.3: (continued)
Step Procedure Cost
2 Compute almost inverse inv = r/0 mod u;: —
v = 1; tnvg = ug;
3 Compute k = [(f — hv — v?) /u| mod u: 1M + 28
Wo = U%; wy = U%; k1 = wy;
ty = uiky; ko = 1 + wo + vy;
4 Compute s' = kinv mod u: 2M
ty = U,Oko; 8/1 = k?(), 86 = (U() + Ul)(k‘o + ]{31) + 1 + 1o
If s§ = 0 perform Cantor’s Algorithm
5 Compute s; and squq: I+3M+3S
t3 =ty (= 1/(rs))); ws = r2t3(= 1/s1); wy = w;
s1= SPts; te = t1 + kis1(= sour);
6 Compute z = su (Karatsuba): —
20 = 805 21 = tg + 815 22 = wy; 23 = S1;
7 Compute v’ = 1/s¥((su+h+v)* + f)/u*: M+ S
uhy = 1; uf = wy; ufy = wikd + ki + ws;
8 Compute v' = h + z +v mod v’ (Karatsuba): 2M
ty = ws; ty = ty + 293 t5 = trug;
vy = (23 +t7)(ug+uy) +tat+ts+ 1421415 v = ts+20+20;
[ Total | [ [+9M +65 |
Table A.4: Explicit formulae for adding on a HEC of
genus two (Cantor).
Input | Weight two reduced divisors D; = (uj,v;) and Dy =
(Ug, ’U2) with
uy = 2% + ax + b;
uy = 2% + cx + d;
v1 = 1T + J;
vy = kx +1[;
furthermore:
h = hoz® + hyx + hg; where h; € {0,1};
f = x5 + f4$4 + f3$3 + f2x2 + f1$ + fo; where f4 c {O, 1},
Output| A weight two reduced divisor D' = (v/,v") = Dy + Dy with
v = 22 + asz + bs;
v = i3 + ja;
Step Procedure Cost
1 Compute ged(uy, us) = 1 = sju; + Saus: I +8M +2S
T21 =a —¢; oo = b —d; tyo = —1;
31 = T21* C — Too; T30 = T21 - d; t30 = ra1; 131 = 1;
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Table A.4: (continued)
Step Procedure Cost
T40 = T31 - T20 — T'21 * T30; S20 = — 731 — 7’31; So1 = —Ta1;
to =T Sa0 = Sao - to; S21 = Sa1 - to;
S11 = —S8215 S10 = —S21 - C — S99 — A * S11;
2 Compute v’ = ujug = 't + ufz’ + uhr® + ujx + ul): 2M
to =0b-d; t; =a-c ta = (a+0b)-(c+d); uy = to;
uy =ty —to—tyub =t +b+d; uy =a+g
3 Compute v = s1u1vy + Sousvy mod u': 22M
to=">b-s10; t1 = a- s11; ta = (@ +b) - (S11 + S10); Sw10 = to;
suyp = tg — to — t1; Sui2 = t1 + S10; SU13 = S11;
to = - sup; t1 = k- supp; to = (k+1) - (sug + sui);
doo = to; dor =t — tg — t1; dog = t1; to = 1 - (su19 + su12);
tl =k- (SU11+8U13); tQ = (k+l) '(SU10+SU11+SU12+SU13);
dao = to; do1 = ta — o — t1; dag = t1; suviy = doo; SuV =
do1; suviy = dog + dag — doo; suviz = do1 — dor; suvg =
day — dog; to = d - 5903 t1 = - 5215 Ly = (¢ + d) - (521 + 520);
Sugg = to; Sugr = tg — o — t1; Suge = t1 + S20; SUeg = Sa1;
to = J - Sug; t1 = i - Sugy; to = (i + ) - (Sugg + Sug);
doo = to; doy = ta —to —t1; dog = t1; to = J - (Sugo + Suas);
tl =1 (Su21 + SUQg); tg = (’L + ]) . (SUQ[) + SU9; + Suoy +
SUaz); dog = to; do1 = to — to — 115 dap = t1; Suv = doo;
suvyr = do1; Suvas = dog + dao — doo; Suvez = doy — do;
Suvyy = dog — dog; Vi = Suv1z + suvyz — uy - (Suvy + SUVy);
Vh = Suv1g+ Suvye —ub - (Suv14+ Suvey); V] = S+ Suvy —
u) - (Suv14 4 SUvag); V) = Suvig+ SUVy — Uf - (SUV14+ SUV2y);
4 Compute monic u3 = (f —v'h —v?) /v’ =2® + azx +bs: | [ +7TM +2S
t1=—v4% a3 = —2-vh-vh+ 1 — vk hg —ty - uh;
by = —vh-hg — V- hy — 204V} + f1 — 0" —t1 - ul — ag - u;
to =1t""; ag = ag - to; by = bs - to;
5 Compute vz = —(h + v') mod ug = izz + js: 5M
tg = —Ué; t1 = —(Ué + hg) —to- as; i3 = —(’Ull + hl) — (to +
tl) : (b3+a3)+t1 ~b3—|—t0-a3; jg = —(U6+h0) —tl 'bg;
Total | fields of arbitrary characteristic, h; € Fy, f4 =0 21 +44M +48
fields of characteristic two, h; € Fy, f4 =0 21 +42M +4S
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Table A.5: Explicit formulae for doubling on a HEC of

genus two (Cantor).

to =7 S10; th =0 5115 ta = (i 4+ J) - (510 + 511); Sv0 = to;
svp = tog — t; — ty; Svg = tq; tg = b - svg; t1 = a - svy;
ty = (@ +0b) - (svg + sv1); doo = to; doy = ta — to — ti;
dos = t1; dig = svg; to = (b+ 1) - (svug + sva); t1 = a - svy;
to = (a+b+1)-(sv9+ 501+ 502); dag = to; do1 = ta—to—1y;
dyo = t1; suvg = doo; suvy = doy1; Suve = doa+dag—doo—do;
suvs = dy — do1; suvy = dio + dag — do; to = j%5 t1 = 0%
ty = (14 J)% vgo = to; vq1 = to — tg — t1; vSq2 = ty;
vsfy = f3 —uh — fu-uh+ub’; vsfo = vsqe + fo — uj —
fa-uy +uy-ugy vsfi = vsqu+ fi —ug — fauy + oug-oud;
vs fo = vsqo+ fo— fa-ugtus-ug; to = s30-v8 fo; t1 = S31-VS f1;
ty = (830 + 531) - (vsfo +vs[f1); doo = to; dor = ta — to — ty;
dog = t1; to = (vsfo +vsfo) - s30; t1 = (vsfz +vsfi) - san;
ty = (vsfs + vsfo + vsfi + vsfo) - (830 + S31); dag = to;
dyy = tg — tg — t1; dyo = t1; svfo = doo; svfi = do;
sv fo = doz + dog — doo; svf3 = da — doy; svfy = daz — doa;
vh = suvs + svfy — uf - (Suvy + Svfy); vy = suvy + svfa —
uh - (suvy + svfy); v] = suvy + sufi — uf - (suvy + svfy);
vy = suvg + svfo — ug - (suvy + svfy);

Input | Weight two reduced divisors D = (u,v) with
u=1z>+ax + b
v=1ix+J;
furthermore:
h = hoz® + hix + hg; where h; € {0,1};
f =2+ fax' + f32® + for? 4+ fre + fo; where f; € {0,1};
Output| A weight two reduced divisor D' = (v/,v") = [2] D with
W = 2% + agx + by;
v = 19T + jz;
Step Procedure Cost
1 Compute ged(ug, b+ 2v1) =1 = syuq + s3(h + 2vy): I+ 8M
ri1 = hi+2-1—hy-a;rig = ho+2-j—hy-b; ro = 111-a—"710;
T20 = 711+ b; T30 = To1 10 — T11 v T20; S31 = T11; S30 = T21;
to = r3g; s31 = s31 - lo; Ss0 = S30 - Lo; S11 = —Ss1 - h
$10 = —2-831 -1 — 831 - 1 — $30- ha — a - 5115
2 Compute v/ = ui? = a* + ufa® + uha? + ula + uy: 35
to = bty = a% ty = (a+b)% up = to; uy =ty —to — tu;
uh,=2-b+ty; uy =2-aq
3 Compute v = sjuivy + s3(v1? + f) mod u}: 22M + 4S8
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Table A.5: (continued)

Step Procedure Cost

4 Compute monic uz = (f —v'h —v?)/u' =2* + agx +by: | [ +TM + S
th=—vg a0 = =205 vy + 1 — v - hg — tq - uj;
by = —vé-hg—vg-hl—2-v'3-v'l—l—f4—v’22—t1-ug—ag-ug;
to =111 ap = as - to; by = by - t;

5 Compute v3 = —(h + v') mod ug = iz + jo: 5M
to = —083; tl = —(’Ué +h2) —to P i2 = —(’Ui +h1) — (t0+
t1) - (b2 + az) +t1 - by + 1o - ag; jo = —(vg + ho) — t1 - b;

Total | fields of arbitrary characteristic, h; € Fo, f4 =0 21 +42M +8S
fields of characteristic two, h; € Fy, f4 =0 21 +40M +8S
fields of characteristic two, h(z) =, f4 =0 I+23M +6S

Table A.6: Explicit formulae for adding on a HEC of
genus three (Harley).

Input | Weight three reduced divisors Dy = (uj,v1) and Dy =
(ug,v9) with
uy = 2% + ax® + b + ¢;

Uy = a3 + da’® + ex + f;

v, = ka® + lz +m;

vy = nz? + ox + p;

furthermore:

h = h3x® + hox® + hix + hg where h; € {0,1};

f=x"+ fex® + f52° + fur* + fs2® + fox® + frx + fo where
fs € {0,1};

Output| A weight three reduced divisor D3 = (us,v3) = Dy + Dy
with
ug = 23 + asx?® + by + c3;
vy = kzx? + 32 + myg;

Step Procedure Cost

1 Compute resultant r of u; and uy (Bezout): 12M + 28
t1 =ae; ty =0bd; t3 =bf; ty = ce; ts = af; tg = cd;
tr=(f —)* ts = (e —b)%
tg = (d — a,)(tg — t4);
th = (d — a)(t5 — tG),
tn = (e=b)(f —o);
r= (f —C+t1 —tg)(t7 —tg) + (t5 —t6)(t10 — 2t11) +t8(t3 —t4);

2 Compute almost inverse inv = r/u; mod uy: 4M
invg = (t; —ta —c+ f)(d —a) —ts;
i?’L’Ul = z'm)gd — tl() + tll;
invo = invze — d(tl() - tll) + tg - t7
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Table A.6: (continued)
Step Procedure Cost
3 Compute s’ = rs = (vy — v1)inv mod uy (Karatsuba): 1M
t12 = (invy +invs)(n — k+ 0 —1); t13 = (0 — l)invy;
t14 = (invg +invy)(n — k + p — m); t15 = (p — m)invy;
tig = (invy +invy)(o — L+ p —m); ti7 = (n — k)invy;
To = tis; 7] = tig — tig — tis; 15 = tig +tiy — tis — tir;
Ty =ty — t1g — tiy; vy = tiy; tig = dry — 73;
Sh= b+ fhu s = 1 — (et N)Th — ) + o7 — fhis
sh = rh — ery + diys;
If s, = 0 perform Cantor
4 Compute s = (s'/r) and make s monic: I+6M+2S
wy = (rsh) ™Y wa = rwi; wy = wish’; wy = rws; ws = w;
Sp = WaSp; S1 = Was;
5 Compute z = suy: 6M
20 = SoC; 21 = S1C+Sob; 20 = sga+s1b+¢; 23 = s1a+So+b;
24 = @+ S1;
6 Compute u' = [s(z + wy(h + 2v1)) 15M
—ws((f —vih —v})/wi)]/us:
Uy = 24+ 81 — d; uy = —duly — e+ 23 + So + wahs + 5124
uy = wy(ha+2k+s1hs)+ 5123+ S024+ 20 — w5 — dub, —eusy— f;
up = wy(s1hy + hy + 21+ 2s1k + sohs) + s122 + 21 + So23 +
ws(a — fo) — duy — euly — ful
7 Compute v/ = —(wsz + h + v;) mod v’ 8M
ty = uh — 243 vy = —ws(ugty + z0) — ho — m;
vp = —ws(ujty —uy + z1) — hy — [
vh = —ws(ubty — uf + 2z2) — ha — k;
vy = —ws(uhty — ub + z3) — hs;
8 Reduce v/, i.e. uz = (f —v'h —v?)/u": SM +2S
az = fo — uy — U§2 — vshs;
bs = —uy — azuy + f5 — 20505 — vzhy — vshs;
3 = —u) — aguly —bguly+ f4— 204 vl — > —vhhy —vihy — ) h;
9 Compute v = —(v' 4+ h) mod us: 3M
]Cg = —Ué + (Ué + h3)a3 — hg;
lg = —U,l + (Ué + hg)bg - hl,
mg = —vj + (v + hs)cs — ho;
Total | fields of arbitrary characteristic, h; € Fy, fg =0 I +70M +6S
fields of characteristic two, h; € Fy, f¢ =0 I+ 65M +6S
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Table A.7: Explicit formulae for doubling on a HEC of

genus three (Harley).

Input | A weight three reduced divisors Dy = (uy,v1) with
w = 23 + ax® + bz + ¢
v, = ka® + lz +m;
furthermore:
h = hsz® + hox? + hyx + hg where h; € {0,1};
[ =a"+ feab + fsa® + fax + fsa® + fox® + fro + fo where
fo €{0,1};
Output| A weight three reduced divisor Dy = (ug,ve) = [2]D; with
Uo = 1'3 + a2x2 + bgl‘ + Co;
vy = kox? + lox + me;
Step Procedure Cost
1 Compute resultant r of u; and h + 2v; (Bezout): 6M + 25
let h = h + 2uy:
tl = a/~11; t2 = biLQ, t3 = bilo, t4 = CiLl; t5 = CL;L[); t6 = C}NZQ;
t7 = (ilo — hgc)Q; tg = (iLl — hgb)2;
tg = (hg — hga)(tg — t4>,
tio = (ha — hza)(ts — to);
t11 = ~(h1 — h3b)(ho — hsc); B
r = (ho — hsc+t1 — t2)(ty — to) + (t5 — t6)[(t5 — t6)(ha —
thL) — 2t11] + tg(tg — t4);
2 Compute almost inverse inv = r/(h + 2v;) mod u;: AM
i’l’L’UQ = —(tl — tQ — h36 + ho)(hg — hga) + tg,
invl = z'nvga + th — tll;
invg = invab + a(tip — t11) — to + t7
3 Compute z = ((f — hvy — v7)/u1) mod uy: TM +2S
tlg = kQ, Zé = f@ — Qa, t13 = Zéb, Zé = f5 — hgk —b- azé;
2y = fa — hok — hgl —t1o — ¢ — t13 — za;
Z9 = f5 — hgk —2b+ CL(CL - 22&),
21 =2y —tig + ab—¢;
20 = f3 — hal — hik — 2kl — hym + c(a — 225) — 240 — z}a;
4 Compute s’ = zinv mod u; (Karatsuba): 11M
tlg = (invl + invg)(zl + 22); t13 = zlim}l;
t1s = (invy + invy) (20 + 22); tis = 2pinvp;
tie = (invg + invy) (20 + 21); t17 = 29inv9;
ro = tis; 1] = tig — tig — tis; 75 = tig + tia — tis — iz
Ty =ty — tig + tig; vy = Lir; tig = ary — 75;
sy = 1o+ ctig; 81 = 1] — (b+ ¢)(r), — tig) + brly — ctis;
sy =1l — brly + atys;
If s, = 0 perform Cantor




Explicit Formulae for the Group Operations over GF(p) 156
Table A.7: (continued)
Step Procedure Cost
5 Compute s = (s'/r) and make s monic: I+6M+2S
wy = (rsh)™h wy = wyr; wy = wi(sh)? wy = wor; (=
P58 ws = ]
Sp = WaS,; S1 = WaSY;
6 Compute G = suy: 6.M
go = 50C; g1 = S1¢+50b; go = Spa+s1b+c; g3 = s1a+50+b;
g1 = a+ 81
7 Compute v/ = u;”[(G + wyv1)? + wihG + ws(hvy — f)]: 6M + 28
uh = 2sq;
uhy = 83 + 280 + wahs;
uy = 28081 + we(2k + hysy + hy — hza) — ws;
U6 = w4[2l —|— hl —|— h380 — h3b —f- 2]{?81 —f- a(ah3 — 2]{? — hg —
s1hs) + hasi] + wbH(—f6 + 2a) + s;
8 Compute v' = —(Gws + h + v1) mod u': 8M
th = ujy — ga;
’Ué = —(tlug — u’2 + gg)w;g — hg;
Ué = —(tlu’2 — Ull + gz)w:), - hg — ]i];
vp = —(tu) — ul + g1)ws — hy —
vy = —(tiug + go)ws — hg — m;
9 Reduce o/, i.e. ug = (f —v'h —v?) /u: S5M + 25
as = fo — uy — v4° — vihs;
by = —ulh — aguly + f5 — 20505 — vhhy — vhhs;
o = —u) — aguly —byuly+ f — 2040 — > —vhhy —vhhy — V) hs;
10 Compute vy = —(v" + h) mod us: 3M
k2 = —’Ué + (Ué + hg)ag — hQ;
12 = —U,l + (Ué + hg)bg - hl,
my = —v, + (V5 + hg)ca — ho;
Total | fields of arbitrary characteristic, h; € F, fg =0 I+62M+10S
fields of characteristic two, h; € F, fe¢ =0 I+53M 4108
fields of characteristic two, h(x) =1, fo =0 I+22M + 7S




Explicit Formulae for the Group Operations over GF(p) 157
Table A.8: Explicit formulae for adding on a HEC of
genus three (Cantor).

Input | Weight three reduced divisors Dy = (uj,v1) and Dy =
(U,Q,’Uz) with
u, = 23 + ax® + bx + ¢
Uy = 23 + da’® + ex + f;
v, = ka® + loz + m;
mznﬁ—i—ox—l—p;
furthermore:
h = h3z® + hox?® + hyx + hy where h; € {0,1};
f=a"+ fex® + fs2® + fax* + f32° + for? + fiz + fo where
fo €{0,1};
Output| A weight three reduced divisor D3 = (us3,v3) = Dy + Dy
with
uz = 23 + azx® + bsw + c3;
V3 = ]{331‘2 + 131' + ms;
Step Procedure Cost
1 Compute ged(uy, us) = sjug + soug (EEA): I+33M+ S
Tog = a—d;rgp = b—e€; rog =c— f;tyn = —1; 135 =
Tog - d — To1; T3y = Too - € — Tog; T3 = Tog - fi tz = 1;
t30 = 7225 T41 = T32 - To1 — T22 - T'31; V40 = 7’32 " T'20 — 722 * 730}
tar = —To2 - ta1; tag = T'32 - tag — T30 T'51 = a1 - T31 — T'32 - Ta;
Ts0 = T41 * 7305 sz = —7T32 - ta1; ts1 = 741 - 31 — T'32 * g0,
t50 = T41-t30; T60 = 7’51740 — 7417505 S22 = 751" La2 —T41 - t592;
So1 = T51 - tar — Ta1 - L1 Sao = Ts1 - tao — Ta1 - oo to = Tgp ;
Sgo = Sog + to; S21 = Sa21 - Loy S20 = S20 - to; S12 = —S22; S11 =
—890+d— 521 —@-812; S10 = —S22-€— 891 d—So0—a-S11—b512;
2 Compute v’ = ujus/d* = uyuy (Karatsuba): 6M
ty = C'f; t1 = b'e; to = (C+b)<€+f), d()() = to;
dor =ty — t1 — to; doo = t1; diop = a - d; diy = 0; dig = 0;
to=(a+c) (d+ f); t1 =doe; ta = (a+b+c) - (d+e+ f);
dag = to; do1 =ty — t; — to; dag = t1; uy = doo; vy = dor;
uy = dog — dig — doo + dog; vy = doy — doy +c+ f; uy =
d10+d22—d02—|—b+€; ug :a+d;
3 Compute v = s1uqv9 + Satov; mod u': 45M
to = c-510; t1 = b- 5115 ta = (¢ +b) - (510 + 511); doo = Lo;
doy =ty —t1 — to; do2 = t1; dig = a - 8125 dip = 0; dyp = 0;
to = (a+c)- (s12+ s10); t1 = doo; to = (a+b+c¢) - (s12+
$11 + 810); doo = to; dor =t — t1 — to; daz = t1; Su10 = doo;
su11 = doi; Stz = dao—dig—doo+do2; su1z = do1 —do1+510;
su1g = dig + dag — do2 + 5115 SUI5 = S12;
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Table A.8: (continued)

Step

Procedure

Cost

t(] = SUjyg * p; tl = SUi * O, tz = (S'Lblo + SUH) . (O -+ p),
doo = to; do1 = ta —t1 —to; do2 = t1; dio = su1z-n; dygp = 0;
dia = 0; tg = (p+n) - (sSuro + su2); t1 = dog;

tg = (n+0—|—p)-(su12+su11+su10); d20 = to; d21 = tQ_tl_t();
dyy = t1; dioo = doo; dro1 = do1; droz = do2 + dao — dio — doo;
dyo3 = da1 — doy; dips = dio + daa — do;

to = (Su1g + suis) - p; t1 = (sui + suwa) - 0; to = (Sugg +
Su13 + supy + Ssuig) - (0 4 p); doo = to; dor = ta — t1 — to;
doa = t1; dip = (S + sus) - n; dyp = 05 dig = 0; tp =
(su10+8u13+5u12+su15)-(n—l—p); tl = dog; tg = (81610"‘8’&13‘1‘
S5U11+5U14+5U1945U15)-(n+0+D); dag = to; doy = ta—t1—Lo;
dyo = t1; digg = doo; di21 = do1; diga = doa + dag — d1g — doo;
digs = da1 — dor; diza = dio + dao — dog; suvig = dioo;
suvyy = dio1; suviz = dig2; suviz = diz — dioo + dio3;
suvyy = dygr — dior + dioa; Suvis = diog — dig2; SUve =
di23 — di03; suviy = di24 — dios;

to = [~ 800; t1 = €515 Lo = (f +¢€) - (520 + 521); doo = to;
doy = to —t1 — to; dog = t1; dig = d - 8925 d11 = 0; dy2 = 0;
to=(d+ f)-(sa2+520); t1 =do2; ta = (d+ e+ f) - (522 +
So1 4 S20); dao = to; do1 =ty — t1 — to; daa = t1; Stuag = doo;
Sugy = do1; Sty = dog—dio—doo+do2; Sugg = da1—do1+S20;
Sugy = dig + dag — do2 + S21; SUgs = S22;

to = Sugg - m; t; = Sugy - l; ta = (Sugg + suar) - (I + m);
doo = to; dor = ta — ty — to; dop = t1; dyg = Sugs - k;
diy = 0; dig = 0; tg = (m+k) - (sug + Stg); t1 = dog; ta =
(k+l+m) . (SUQQ + Su9q —|—8u20); dgo = to; d21 = tz —tl —to;
dyo = t1; digo = doo; dio1 = do1; dip2 = doz + dap — d1g — doo;
dio3 = da1 — dor; dios = dio + daa — dog;

to = (su20—|—3u23)-m; tl = (SU21+SU24>'Z; tg = (SU20+SU23+
SUa1 + Sugq) - (I +m); doo = to; dor = to — t1 — to; dog = t1;
le = (Su22 —|—SU25) . k; d11 = O; d12 = 0; to = (SUQ() + Suoz +
S99 + 3u25) . (k -+ m); tl = dog; tz = (Su20 + SUg3 + Sug +
SUgy + Stgg + SuUgs) - (k+14+m); dag = to; doy = o — b1 — to;
dyo = t1; di2o = doo; di21 = do1; dig2 = doa + dag — d19 — doo;
dig3 = doy1 — do1; digg = dyg + dyp — dog; suvy = digo;
suvyr = dyg1; Suvay = dig2; Suvz = diog — digo + dio3;
Suvey = dyg1 — dyor + dioa; Suvas = diog — dig2; SUv =
di93 — dig3; SUVy7 = di24 — dip4;
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Table A.8: (continued)
Step Procedure Cost
Co = SUV1g + SUVgy; €1 = SUV1 + SUV21; Co = SUV12 + SUV22;
C3 = SUV13 + SUV23; C4 = SUV14 + SUV24; C5 = SUV15 + SUV25;
Cg = SUV1g + SUV9g; C7 = SUV17 + SUVar; g = C7; to =T - u'5;
by = co —to; 3 = 1y - uly; ty = to-uy; ts = by - uy; tg =
to'ull; t7:t1 'U6; ’Ué :C5—(to+t1) . (Ug+ug)+t3+t2;
Uﬁl = C4—t4—t3; Ué = C3 — (t0+t1> . (U,2+Ug)+t5+t4;
Vh =y —tg —t5; V) =1 — (to+t1) - (up + ) + t7 + te;
vy = co — tr;
4 Compute uz = (f — v'h — v?) v/ = uzgz® + uzza? I+20M +2S
+usg07? + us1 + usy and make us monic:
Uy = —ng; Ugy = —2 - VL - Uy — Uy - UL;
u32:—Uf—vg-h3—2-vg-vg—u34-u§1—u33-ug;
ugg = —2-vg vy +1—2- vy - vy —vy - hg — vy - hg — uss -
Uy — Ugp - U5 — Uy - Us;
ugp = —vy — 205 -] —vg-hy —vf - hy + fo— 20 - v —
V) - hy — Uy - uh — Usy - Uy — Ugy - Uk — Usy - ub; to = Uzg;
U3z = us3 - to;
Ugp = Ugz - To; U3l = Usy - To; Uso = Usp * Lo;
5 Compute v = —(v' 4+ h) mod us, 6M
where v3 = U333 + V3022 + V312 + Vg
to = —Uk; ty = to-uss; t1 = —vy—ta; t3 = t1-use; ty = to-usi;
ts = t1-uso; vsg = —(vy+hg) — (to+11) - (use +us3) +1t3+1ta;
vzg = —(vy + ha) =ty —t3; vz = —(V) + 1) — (to + t1) -
(uso + uz1) + ts + ta; v30 = —(v) + ho) — ts;
6 Compute ud = (f —vsh —v3)/ug = 2% + azz® + by +c3: | BM + S
az = —v3z - hy — U3z + f — uss; bg = —v3 - hy —v33-hy —2-
V33 - Usp + f5 — Usy — a3 - Usg; €3 = —Vsp - ho — 2+ v33 - U3y —
V33 - by — 31 - By + fa — V3, — ug1 — as - ugs — by - uss;
7 Compute vy = —(v3 + h) mod uy = ksz? + I3z + ms: 3M
to = —(vs3 + h3); ks = —(vsa + ha) — Lo - as;
Is = —(vs1 + hy) —to - bs; m3 = —(vsg + ho) — to - C3;
Total | fields of arbitrary characteristic, h; € Fy, fg =0 21 4+ 118M +
45
fields of characteristic two, h; € Fy, f¢ =0 21 + 110M +
45
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Table A.9: Explicit formulae for doubling on a HEC of

genus three (Cantor).

Input | A weight three reduced divisors Dy = (uy,v1) with
u = 23+ ax® +br +c; vy = kx? +lx +m;
furthermore:
h = h3x® + hox? + hyx + hy where h; € {0,1};
f=a"+ fex® + fs2° + fax' + fs2° + for® + fix + fo where
fo €{0,1};
Output| A weight three reduced divisor Dy = (ug,ve) = [2] Dy with
Ugy = T2 + ax? + box + Co; Uy = kox? + lyx + mg;
Step Procedure Cost
1 Compute ged(ug, 2v1 + h) = sjug + s3(2v1 + h): I+27TM
T2 — h2+2-k‘—h3-a; 11 = h1+2'l—h3'b; o0 —
ho+2-m—hs-c
To2 = T12 @ — T11; o1 = T12 - b — T10; To0 = T12 - ¢; t29 = 0;
tog = —1;
T31 = To2 - T11 — T12 * To1; T30 = T'22 - 10 — 712 * T20; 131 = T'12;
t30 = 1223
T4l = 731721 — Tog - T30; T40 = T31 * T20; lag = —Ta2 - 1315
ty1 = —731 — roo - t30; tao = 0; rso = 741+ T30 — T'31 * Ta0;
S32 = —T31 -+ laz; S31 = T41 - 31 — 131 * ta1; S30 = Ta1 - t30;
to = g Ss2 = S32 - to; S31 = S31 - lo; Sz0 = Ss0 - Lo} S12 =
—832 - h3; 511 = —2 839k — 832 - hg — 531 - hg — a - 519;
510 = —2-839:1—539-h1—2-531-k—531-ho—530-h3—a-s11—b-512;
2 Compute 11 = u? = 25 + u152° + uax? + ur32® + upox? 89
FunT + ugp:
doo = % dop = b don = (b+ ¢)* — doo — do2; dip = a?;
dip = 1;
diin = (a+1)* —dyg — dio; doo = (a + ¢)?; doo = (b+ 1)
doi = (a+b+c+1)% —dy — da; g = doo; w11 = don;
w1y = dog + dog — d1o — doo; U1z = da1 — dy1 — doy;
Uy = dap — dig — do2 + dyo; urs = dyy;
3 Compute v' = sjujv; + s3(vf + f) mod uy: 44M + 7S
to=m- s10; t1 = 1 - s115 ta = (511 + 510) - (L +m); doo = to;
doy =ty — to — t1; doa = 15 to = k- 8125 t1 = 0; £y = fp;
dip = to; di1 = 0; dig = 05 tg = (s10+512) - (Mm+k); t1 = doo;
ty = (s12+ 811+ 510) - (K +1+m); dog = to; dor = ta —to—1ty;
dyo = t1; svg = doo; sv1 = do1; SV = do2 + dag — dig — doo;
sv3 = day — do1; sv4 = dig + daa — dig — dpa;
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Table A.9: (continued)

Step

Procedure

Cost

to=c- SV, t1 = b- SV1q, ty = (81)1 + SUQ) . <b+ C>7 d()() = to,
dor =ty — tg — t1; dog = t1; dio = a - sv; di1 = 0; dig = 0;
to = (svg + sv9) - (a+c¢); t; = svy - b; to = (svg+ vy + sv3) -
(@a+b+c); dog = to; dog = o —to —t1; dao = t1; droo = doo;
dio1 = dor; dip2 = do2 + dag — dig — doo; dips = da1 — do;
dyos = dyo + dao — dy2 — dog;

to = ¢ (svg + sv3); t1 = b+ (svg + svy); ta = (sv1 + svy +
svg + sv3) - (¢ + b); doo = to; doy = to — to — t1; dop = ti;
le = le? dll = 0; d12 = O; to = (SUQ + svs + SUQ) . (Cl + C);
t1 = dog; to = (svg + svy + svg + svg + sv3) - (a + b+ ¢);
dao = to; dog = to —to — t1; do = t1; di20 = doo; di21 = do;
digy = dog + dog — dig — doo; dizz = do1 — do1; diza =
d1o + day — diz — do2; suvg = digo; suvy = dyo1; SUvy = dygg;
suvs = dyo3+di20 — di00+SVo; Suvs = digs+di21 —dyo1+5v1;
SUVs = dlgg — d102 + SUg; SUVg = d123 — dlog + SUs; SUV7 =
d124 — dyog + Sv4;

doo = m2§ do2 = 52; do1 = (l+m)2—doo—d02; dip = kQ; dip =
0; diy = 0; dog = (m + k)?; dog = do2; doy = (k+1+m)* —
dao—da2; v8qo = doo; vsq1 = do1; VSq2 = dog+dag—dio— doo;
v8q3 = day — do1; v8qs = dig + dog — doz; Vfs = f5 — U4 —
(fo — uis) - wis; vfa = (vsqs + f1) — uis — (fo — wis) - U14;
vfs = (vsqs+ f3) — w12 — (f6 —u15) - w3 vfo = (Vsqa+ fo) —
u11—(f6—u15)'u12; vfi = (USC]1+f1)—U1o—(f6—ul5)'uu;
vfo = (vsqo + fo) — (fs — uis) - uio;

to = s30 - Vfo; t1 = s31 - vf1; ta = (vfo +vf1) - (831 + S30);
doo = to; do1 = ta —to — t1; do2 = t1; dig = S32 - v fa;
dyp = 0; dia = 0; to = (vfo+vf2)- (830 +532); t1 = dog; ta =
(vfo+vfiduvfa)-(s30+s31+532); dag = to; do1 = ta—to—1y;
dyo = t1; dioo = doo; dio1 = do1; dio2 = do2 + dag — d19 — doo;
di03 = do1 — do1; dioa = dyo + daz — di2 — doa;

to = s30 - (Vfo +vfs); t1 = sz - (vfi +vfa); ta = (830 +
s31) - (vfo +ufs +vfi +vfa); doo = to; doy = to — tg — ty;
do2 = t1; dig = S32- (Vo +vf5); din = 0; dip = 0; £y =
(vfo+vfs+vfo4+vfs) - (s324 830); t1 = (vf1 + vfa) - Sa1;
ty= (vfo+vfi+vfotvfs+vfatvfs)- (530 + 531+ 532);
dao = to; doy = ta —to — t1; do = t1; di20 = doo; di21 = doy;
digy = doz + dog — dig — doo; dizg = doy — do1; dizga =
dip + dao — di2 — dog; svfo = digo; svf1 = dior; svf2 = digg;
sv f3 = dio3 + di20 — digo; sV fsy = dios + di21 — dyor; SUf5 =
di22 — dig2; sV f = di23 — dio3; U fr = digs — dios;
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Table A.9: (continued)
Step Procedure Cost
to = suvy + svfr; ty = to - us; 1 = (suvg + svfs) — to;
b3 = 11 - w1y 1y = lo-wis; &5 = 11 - ure; te = to - Ui
tr = t1-uio; V15 = (Suvs+svfs)—(to+t1) (uiatuys) +ta+ts;
V14 = (SUU4 + S’Uf4) — t4 — t3; V13 = (S’UJU3 + SUfg) — (to +
tl) . (uu + Ulg) + t4 + t5; V12 = (SUUQ + SUfQ) — tﬁ — t5;
V11 = (sum + SUfl) — (to + tl) . (UH + ulg) + tﬁ + t7; V19 =
(suvg + svfy) — tr;
4 Compute uz = (f —vih — v})/u; and make uz monic, I+20M +2S
ug = 2 + ussx® + uger?® + us1T + Usp:
Ugg = —VT5; Usz = —2 - V15 - V14 — Usq - Uns;
Ugy = —U%4 — V15 M3 — 2+ V15 - U1z — Ugg - Ug — Uss " Uss;
ugg = —2 U5 V2 + 1 =2 w4 V13 —vig-hy —vi5 - hy —
U33 - U4 — U32 " U5 — U34 - U133
Uzp = —V13 — 2 V15 - V11 — V13- hy — U5 - by + fo — 2 viy -
Vig — V14 - Ng — Usq - U — U3y * Utg — U31 * Uiz — U3z * U3}
to = usg; usz = uss - Lo} Usz = Uga - Loy Uz = Uz - to;
Uzo = U3o - to;
5 Compute v3 = —(v" + h) mod us, 6M
where v5 = v332% + V3222 + V317 + V30:
lo = —v1s; lo = To - ugg; t1 = —vig — to; t3 = t1 - usg;
ty = to - us1; ts = 1y - ugo; v3g = —(viz + ha) — (to + t1) -
(use+ugs) +t3+to; V32 = —(vig+ho) —ta—ts; v31 = —(v11+
hi) — (to +t1) - (uso 4 us1) + t5 + ta; v30 = —(vio + ho) — ts;
6 Compute uy = (f —v3h — v3)/ug = 2> + agx® + bax + co: | 6M + 25
ag = —vs3 - hy — V35 + fo — uss;
by = —v32 - hg — 33 - hg — 2 - v33 - V32 + f5 — U3z — a2 - U3z3;
Cy = —U3z'h2—2'U33'031—U33'h1—1}31'h3+f4—“§2_
uz) — g - Uzy — by - U33;
7 Compute vy = —(v3 + h) mod uy = kox® + lox + Meo: 3M
to = —(vsg + h3); ko = —(vs2 + ha) — to - ag; lo = —(vg1 +
h—l)—t()'bg; mgz—(?}go—i-h—O)—to'Cg;
Total | fields of arbitrary characteristic, h; € Fy, fe =0 21 + 106M +
195
fields of characteristic two, h; € Fy, f¢ =0 21 + 98M +
138
fields of characteristic two, h(z) = 1, f¢ = 0, see Table A.10 | [ +14M + 118
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Table A.10: Explicit formulae for doubling on special

curves of genus three over Fyn with h(z) =1 (Cantor).

Input | A weight three reduced divisors Dy = (uy,v1) with
w = 23 + ax® + bz + ¢
v, = ka® + lz +m;
furthermore:
h=hy=1
[ =a"+ feab + fsa® + fax + fsa® + fox® + fro + fo where
fo €{0,1};
Output| A weight three reduced divisor Dy = (ug,ve) = [2]D; with
Uo = 1'3 + a2x2 + bgl‘ + Co;
vy = kox? + lox + me;
Step Procedure Cost
1 Compute d = ged(uy,1) =1 =s1a+ s3h (s3=1,s1 =0): | —
S3 — 1; S1 — O;
2 Compute v’ = us: 35
t = a% ty = b ty = ¢
3 Compute v' = v + f mod u': 35
ty = k% t5 = 1% te = m% vl = f5 +t; v) = fa+ ty
vy = fy 4 ta; vy = fo+ts5; vy = fi1 + 135 v = fo +tg;
4 Compute v’ = ((f — hv' —v”?)/u/): 3M + 38
Wy = vl ul = 05 uh = i byl =1 ul = v 4ty -
uy 4ty - ub;
5 Compute us = u” made monic = z* + u0x” + ug x + ugg: | 11 +2M
Ugl = Uﬁ_l; Ugg = Ulg * U1y U0 = % * U21;
6 Compute vy = —(v' 4+ h) mod ua, 5M
where vy = V9373 4 V9222 + V211 + Vop:
t1 = v - Ugg; by = Uy - Uy; t3 = (V5 + v)) - (us2 + um);
Ugg = U5 +t1; Voo = t3 + 1 + to + v Vo = o+ UL - Uugg + VY;
Voo = Uy - Ugo + vy + 1;
7 Compute uz := (f — voh — v3) /uy = 23 + uzox? 1M + 28
+u31 + ugp:
ag = V33; by = ugy + f5; ca = gy - ag + fia 4 V35 4 uay;
8 Compute vz := —(vy + h) mod uz = v327% + V3,7 + V3q: 3M
kg = Vg + V23 - ag; ly = Va1 + Va3 - by; My = Vg + Va3 - €3 + 1;
| Total | | [+14M+11S |
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Table A.11: Explicit formulae for adding on a HEC of

genus four (Harley).

Input | Weight four reduced divisors Dy = (uj,v1) and Dy =
(ug,v2)
uy = xt + ax® + ba® +cx + d; vy = ixd + ja + kr + 1
ug =zt +exd + fa? + gr + h; vo = ma® + na? +ox +p
h = hyx* + hax® + hox? + hyx + ho where h; € {0,1};
[ = 24 faa®+ fraT+ foxO+ fsa®+ fax'+ fsx®+ for®+ fra+ fo
where fg € {0,1};
Output| A weight four reduced divisor D3 = (us3,v3) = Dy + Do
Uz = x4+a3x3 +b3$2 +03$+d3; V3 = i31’3 —|—j3$2 +k’3$+l3
Step Procedure Cost
1 Almost inverse inv = r/u; mod ug, 45M + 18
wher us = invsx? + invex? + invix + invg:
T3 =a—e€; Ty =b— fira=c—g;r0=d—h;
T33 = T93 @ — Tog; T3g = T3+ b — Ta1; T'31 = T3+ C — Tyo;
T30 = To3 - d;
Ty2 = T33 * T2 — T23 - 132; T41 = 733 - T21 — 723 ' T'31; T40 =
733 - T20 — 723 * T30,
ta1 = T23; ta0 27"33—7“53; Ts52 = T42 - 132 — 133 * T'41;
T51 = T42 - T31 — 133 ° 7405 50 = T42 * 7’305 ls2 = —733 * ta1;
ts1 = —Tu2 — 733 - T40; T50 = Ta2 - T23; Y61 = T's2 Va1 — Va2 * T'51;
T60 = T52°T40—7T42° 7505 Lo = —Ta2-T52; Ler = T'52-Ta1 —Ta2-151;
teo = T52 tao — 7421505 71 = T61 751 — 527605 70 = T61° T'50;
l73 = —T52-te2; tra = 16152 —T52-Te1; T71 = 61151 — 752 L60;
t70 = 61 - t505 T'so = 771" Te0 — T61 - I'70; LNV3 = —T61 * L73;
1nVy = 171~ tea — Te1 * Lra; 1NV = 171 - te1 — Te1 - U715
1nvy = 171 - teo — Te1 * 1705
If invg = 0 call Cantor’s Algorithm;
2 s'=r-s=(vy— v )inv mod uy = sha® + sha? + sl +s9 | 23M
(Karatsuba):
to=m—1i;ty,=n—7j;t.=0—k; tg=p—1; t. = invs;
Ly = 1nuy; tg = invy; t, = invg; to = Lo - ty; T =ty - Ty,
lo =tq - te; t3 =1ty - Tg; ty = Te - ty; Lo = tg - ta;
tin = (te+ta) (tg +1tn) —to —two; tiz = (ty+ta) - (t7 +1n) —
t1o — t1 + to;
t13 = (ta +7fd) : (te +th) - th - t2 +t3 +t4; t14 = (ta +tc> :
(te +ty) — to — to + t1;
tis = (ta+ty) - (te+1t5) —ta —t1; tig = to; tir = ti5 — € - tie;
tig=e-tig+tig- f—tu; sy =e-tig— f-tir—g-tig+ti3;
sy =f-tis—g-tir—h-tig+tio; s} =g-tis— h-tir +t1;
so = h - tis + to;
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Table A.11: (continued)
Step Procedure Cost
3 s = s’ made monic = 2> + s92% + 512 + So: I+7M +2S
t1=Tso - Sh; We =11 '3 Wy = Tso - We; Wy = Tsg - Wr;
W3 = S -we; Wy = Wi Sg = Sy Wr; S1 = Sy -wr; S = Sh-wr;
4 2=5 U = 278 + 262° + 252° + 242* + 2327 + 2022 10M
+z21x + 2o:
to = C-Sq; tl = b'Sg; zZ0 = So'd; 21 = (C+d)'(81+80)—t0—20;
Rz = (b+d)'(82+80>—20—t1 +19; 23 = <G+d)‘<1+30)—
Zo—a+b-s;+c- Sy
ze=(a+c)-(1+s1)—a—to+1t1+s0; 25 =(a+b)- (1 +
So) —a —t + s1;
Z6 = a+ S9; 27 = 1;
5 u' = [s(z + wi(h + 2v1)) —ws((f —vih —v?) /ur)]/uz 35M
= 25 + ulz® + ujrt + uhx?® + uhr? + uix + uf:
11 = Sg - wy; 1o = S1 - Wy;
diffs =82 2z5+25+s1— fidiffs=—g+ 2+ 50+ ws-
h4+82'25+81'26;
dlfo = —h+23+82'<w4'h4+Z4)+w4'(h3+2"i)—|—81'25—|—80-26;
diffi =t1-(ha+2-4) + 51 - (wy-hy+24) +wy- (ho+2-
j)+82'2’3—|—80'25+2’2—’LU5;
diffo=1t1-(ha+2-j)+ta-(h3+2-7)+ o (wyg-hg+24)+
w4~(h1—|—2'k;)—|—52~z2—|—51~z3—w5~(f8—a)—|—zl;
us = ze+se—e; uy =dif fy—e-ug; uy = dif fs—e-uy— f-us;
iy = diffo— ¢ty — ity — gty ul = dif fr — ey~
Fody =gy — bl
wy=diffo—eul—f uy—g-uy— bl
6 v = —(ws3z + h +v;) mod v’ = vix® + vjxt + via? 12M
+vhz? + vix + vy
ty = uf — 26; U5 = —ws - (uf -ty —uy + 25); V) = —ws - (uf -
ty — uly + 2z4) — ha;
vh = —ws - (ufy -ty —uh + 23) — hy — i; vh = —ws - (uhy - t] —
uy + 22) — hy — J;
vy = —ws - (uy -t —uy+21) —hy — k; v) = —ws - (ug -t +
Zo> — ho — l,
7 uy = (f —v'h —0?)/u' = ugax? + ugzx® + ugor? 16M + 385
TU31T + Usp:
diffs=1—vf-(ha+2-v)); dif fo = fs—vi-(hg+2-v}) —
vl - hy — U
dif fi = fr—v5 - (ha +2-vy) — vy~ (hs + 2 v5) — vg - hy;
dif fo = fo—vk-(h1+2-0})—v}-(ha+2-vh) —vh-hg—vh-hy—vF;
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Table A.11: (continued)

Step

Procedure Cost

Ugy = —UF; ugy = dif f3 — uga - ub; ugo = dif fo — usa - Uy —
Uss - U/5;

ug; = dif fi —U34'U§, —U33'U21—U32'U%;

uzg = dif fo — usy - Uy — Uss - UG — Usy - Uy — Uzy - Us;

ug = uy made monic = 2t + asx® + byx? + csx + ds: I +4M

_ ,,—1, _ . _ .
to = Usy ; az = uss - to; by = uga - Lo;
c3 = usy - to; dz = ugp - to;

V3 = —(UI + h) mod Uz = i3$3 + j3$2 + kgx + l3 6M

(Almost Karatsuba):

to = —vk; to = to-as; t1 = —vy — hy — to; t3 = 11 - bs;
ty =t - c3; ts =ty - da;

iz = —(to +1t1) - (a3 + b3) + 13 + 1ty —v3 — h3; jz = —t3 —
t4 — Ué — hg;

]Cg = —(t0+t1)'(C3+d3)+t5+t4—vi—h1; l3 = —t5—1}6—h0;

Total

fields of arbitrary characteristic, h; € Fy, fs =0 21 + 158M +
65
fields of characteristic two, h; € Fy, fg =0 21 + 146 M +
65

Table A.12: Explicit formulae for doubling on a HEC of
genus four (Harley).

Input

A weight four reduced divisor Dy = (uy, v;)

uy = xt + ax® + ba® +cx +d; vy = ixd + ja + kr 4+ 1

h = hyx* + hax® + hox? + hyx + ho where h; € {0,1};

[ = 2%+ fsaP+ fraT+ foaO+ fsa®+ fax+ fsaP+ fra®+ fro+ fo
where fs3 € {0,1};

Output

A weight four reduced divisor Dy = (ug, vo) = [2] Dy
Uy = 2t + a3 + box® + o + dy; vy = G022 + jox? + kox + Iy

Step

Procedure Cost

Almost inverse inv = rgg/(h + 2v1) mod uy I +44M

= invsz® + invea? + inviw + invy (EEA):

T3 =hys+2-4i—hs-a; 12 =ho+2-j—hyg-b; 111 =
hi+2-k—hy-c;rio=ho+2-1—hy-d;

o3 = T13 G = T2y Toa = T1g - b —7Tn Tar = 7130 € = 703
T20 = 113 * d;

toy = —1; tog = 0; 130 = 793 - 12 — T13 - T'92; T'31 = T23 - I'11 —
713 * T21;

T30 = T23 * T'10 — T13 * T'20; t31 = 13} t30 = 723}

T42 = T32 - T22 — T'23 " T'31;
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Table A.12: (continued)

Step Procedure Cost
T41 = T32 - T21 — T23 - T'30; T40 = T'32 * T20;
tyo = —7rag - t31; ta1 = 132 - Tay — 723 - t30; tag = 0;
T51 = T42°731 7327415 T50 = T42°730— 7327405 Is2 = —7T32-142;
ts1 = ra2-131 — 732 -Ta1; t50 = 7421305 61 = T'51° 741 — T'42 " 750}
Téo = Ts51 ° T405 les = —Ta2 - ts52; L2 = 751 - tag — T2 * 515
te1 = 751 - Lar — Ta2 - T50;
teo = 751 - ta0; T80 = T61 * T50 — 51 ° Te0; LNV = —T51 - te3;
1NV = T - tsa — 51 * Le2;
invy = re1 - ts1 — T51 - e1; 1NV = Te1 - ts0 — 751 * Leo;
If rgo = 0 call Cantor’s Algorithm;

2 z=((f — hvy —v?)/uy) mod uy, 12M + 38
where 2z = z42* + 2323 + 2022 + 217 + 20
diffs=fr—i-ha=bydiffo=fo—1*—i-hs—j hs—c
diffi =fs—i-hy—j-h3—k-hy—2-i-5—d;diffo=
Zh=fs—a; 2 =diffs—a-zj; 2 =diffo—a-25—b-2;
2=diffi—a-zb—b-25—c-zZ; 2, =diffo—a-z] —b-
2h—c-zh—d- 2y
zm=a-(a—z) —b+2h zo=b-(a—2)) —c+ 2y 2 =
c-(a—2z)) —d+ 2;
20 =d- (a— z)) + 2;

3 s' =z -inv mod uy; = sha’ + sha® + six + s, (Karatsuba): | 23M
t1 = z1 - 1nuy; ty = 2o - 1NUg; t1g = 2o - g, tig = 23 - 1NU3;
t15 = (23 + ZQ) : (inU3 + invg) — tlg — tg; t14 = (23 + 21) .
(tnvs + invy) — tig — t1 + to;
ti3 = (23 + Zo) : (invg +inU0) —t19g—tig+ 22 muy+ 21 invg;
t12 = (ZQ +ZQ) . (invg +inU0) - th - tz +t1; tu = (21 +Zo) .
(i?’L’Ul + invo) — tl — th;
ts=tis—a-lig;ta=a-t3+b-tig —tig; 55 = d - ts + tio;
8/1 :C't4—d't3+t11; 8/2:b't4—0't3—d't16+t12;
sg:a~t4—b~t3—c-t16+t13;

4 s = s’ made monic = 2> + 592> + 512 + So: I+7M +2S
t1 = Ts0 - Sh; We =11 '3 Wy = Tso - We; Wy = T'sg - Wr;
w3 = S§-we; w5 = W3; Sg = Sp-Wr; S = Sy Wy Sy = h-wr;
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Table A.12: (continued)

Step Procedure Cost

5 G = su; = 1" + gea°® + gs2° + gux + gs2® + go? 10M
+g12 + go (Karatsuba):
to = c-s1;t1 = b-52; go = So-d; g1 = (c+d)-(514+50) —to—go;
g2 = (b+d)-(s2+50) —go—t1 +to; g3 = (a+d) - (1+50) —
go—a+b-sy+c- so;
gi=(a+c)-(1+s)—a—tog+t;+s0;95=(a+0b)- (1+
S9) —a —t1 + 515 g6 = a + Sa;

6 u :ufz[(G—i-wwl)Q+w4hG—|—w5(hv1 —f)] 56M—|—7S
= 2% + ufa® + ujat + uhad + uba? + uha 4 ug:
sa = a?; ssa = sa’; sma = sa-a; ab = a - b;
ac=a-c; bc="b-c; sb="b* sc=c* sgs = g2
896 = 95; 9596 = 95 - 96> dif fa =2 g5 + 596 —2 - b — sa;
diffs =2-g6-(95—sa)+2-gs+wy-hy—2-c—2-a-b+2-ssa);
dif fo=sa-(—2-g5—596+6-b)+gs-(4-sma+2-g,—4-ab+
wq-hy)—2-d+5g5+2-g3—2-ac—3-ssa—sb+wy-(2-i+hg);
dif fi=sa-(6-c—2-9,4+12-b- g6 —2- gs5g6 — w4 - hy) +sma-
(—=12-b4+4-g5+2-596)+ssa-(—6-gs+4-a)+ws-(2-g6-1+
h4g5+h396—|—h2+2])—|—g6(—4ac—286+2gg)+ab(—4
g5—2-596)+a-(—2-d+6-5b)+2-go—ws+2-g5- g4 — 2 bc;
dif fo = g6 (—4-bc—4-d-a+wy-ha+2-wy-j+2-go—24-sma-
b+12-sa-c—2-sa-g4+8-ssa-a—sa-wy-hy+12-a-sb)+sa-(+6-
b-sge+12:b-gs—2-wy-i—2-g3—Sg5+6-d—18-sb—wy-h3)+
ssa-(—6-g5—3-596+20-b)+sma-(—12-c+4-g4+2-wy-hy+
4-gsgs—5-sma)+sb-(2-b—2-g5 —5gg) +wy- (+2-g5-i+hy-
(gs—2-ab)+h1+2-k+h3-g5)+ab-(—4-gsg6+12-c—4-g4) +
ac-(—4-gs—2-5g6)+2-g1 —ws- fs+2-g5-gs—2-b-d+gj — s¢;
us=2-(gs—a);uy=diffs—2-a-u;uy =diffs—2-a-
uy —2-b-ug;
uh=diffo—2-a-uy—2-b-uf—2-c-ul;uy =diffy —2-
a-uhb—2-b-uy—2-c-uy—2-d- ug;
uy=diffo—2-a-u}—2-b-uy—2-c-uy—2-d-uj;

7 v' = —(ws3z + h +v;) mod v’ = via® + vjat + via? 12M
+vhz? + vix + v
ty = uf — ge; V5 = —ws - (uk -ty — Uy + g5); V) = —ws - (uf -
t — uy + ga) — hy;
vy = —ws - (ufy -ty —uh+g3) —hg —i; v = —ws - (uh - t; —
uy + g2) — ha — j;
V] = —ws - (uf -t —uy+g1) —hy — k; vy = —ws - (uf -t +
go) — ho = ;
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Table A.12: (continued)

Step

Procedure

Cost

uy = (f —v'h — ) Ju' = uggx® + ugzz® + ugpa?
+U21 T + Ugg:

vy - hy — U

diffi = fr—vi-(ha+2-vh) —v) - (hg +2-v}) — v} - hy;
dif fo = fo—vk-(h1+2-0})—v}-(he+2-vh) —vh-hg—vh-hy—v;
Uy = —V2; Uz = dif f3 — ugy - uk; Ugy = dif fo — Uy - Uy —
U23 * U%;

up = dif fi — g - ug — ugs - Uy — U - Ug;

gy = dif fo — Ung - U — Upz - Uy — Ugo - Uy — Uy - Us;

16M + 385

ug = uh made monic = z? + apx® + box* + cox + dy:

-1, _ . _ . _ . _ .
t(] = Ugy ; A2 = Ugg‘to, b2 = Ugg'to, Cy = U21't0, d2 = UQo'to,

I +4M

10

vy = — (v + h) mod uy = ixx® + jox® + kox + Iy
(Almost Karatsuba):

to = —vk; to = to-ag; t =
ty =t - co; s = 11 - dy;

iy = —(to +1t1) - (a2 +b2) + 13+ 1ty —v3 — h3; Jo = —t3 —
t4 — Ué — hz;

ky = —(to+t1)- (ca+do) +t5+ta—vi—hy; lo = —t5—vy— ho;

—vy — hy — to; t3 = t1 - bo;

6M

Total

fields of arbitrary characteristic, h; € Fy, fs =0
fields of characteristic two, h; € Fy, fs =0

fields of characteristic two, h(x) =z, fs =0

21 + 193M +
175
21 + 144M +
175
21 + 72M +
135

Table A.13: Explicit formulae for adding on a HEC
genus four (Cantor).

of

Input

Weight four reduced divisors D; = (ug,v1) and Dy =
(u2,v2)

u = xt + ax® + ba® +cx +d; vy =2 + j2 + kv + 1

uy =t +exd 4+ fal +gr 4+ h; vy =mad +nx? +ox +p
h = hyz* + hax® + hox? + hyx + ho where h; € {0,1};

[ = 2%+ fsa®+ fraT+ foaO+ foa®+ fax'+ fsxP+ for®+ fro+ fo
where f3 € {0,1};

Output

A weight four reduced divisor D3 = (us,v3) = Dy + Dy
us = xt + a323 + b3x? + c3x + ds; vy = 373 + jax? + kyw + U3

Step

Procedure

Cost

Compute ged(ug, us) = s1ug + squg (EEA):

I +59M + S
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Table A.13: (continued)

Step Procedure Cost
To3 =a—€ Ty =b—firo =c—gyr90=d—h; 33 =
T3+ — T2} T32 = T'ag-b—"To1; 131 = raz-c—1Ta0; T30 = T23-d;
Ty2 = T33 ~ T2 — T23 - 132; T41 = 733 - T21 — 123 - T'31; T40 =
T33 - Too — T3 - T30; ta1 = Tag; Lag = T'33 — T35
T52 = T42°T32 =733 T41; T'51 = T'42°731 — 733740, 50 = T42730;
lso = —T33 - ty1; T51 = —T42 — 733 * La0; Ts0 = T'42 - 7'23;

Te1 = T52°T41—T42°T515 T60 = T52°T40—T42°T50; Loz = —Ta2-T52;
te1 = 752 - Tar — Ta2 - U515 teo = T52 - tao — Ta2 - Us0;

T71 = Te1 - V51 — Ts2 " T60; 70 = Te61 * 7505 73 = —T52 - L62;
tro = 161 -t52 — 52 - te1; tr1 = Te1 - t51 — 52 - Leo; t70 = T61 - T50;
T80 = T71°T60 7617705 S13 = —T61-173; S12 = T71-te2—T61-T72;
S11 =171 " te1 — Te1 - tr1; S10 = 771 - Lo — T61 - L70;

If rgo = 0 call Cantor’s Algorithm;

to = g S13 = S13 - to; S12 = S12 - to; S11 = S11 - Lo} S10 =
s10 - to;

S93 = —S813; Sg2 = —S813° @ — S12 — € 823} So1 = —S13 - b —
S12-@— 811 — €+ Sg3 — f - 823} Sg0 = —S13-C— S12-b— 511 -
a— 819 — €81 — [+ S0 — g+ S93;

2 Compute v’ = uy - up/d? = uy - Uy IM
= 28 + ubar” + ugr® + ulr® + ujrt + uhrd + ubha?
+ujx + ufy (Karatsuba):
too :dh, tor = C- g, tyo = (C‘l‘d)(Q‘Fh), tig = bf,
tll = a- € t12 = (CL"‘b) . (€+f), t20 = (b+d) : <h+f),
tor=(a+c)-(e+9);tee=(a+b+c+d)-(e+ f+g+h);
ug = too; u) = tog — tor — too; uy = to1 4 tao — t1o — too;
ufy = tog — tor — oo — tig + ti1 + tig — too + tor + too; uy =
d+4 h 4ty —tin — tor + tio; usy = ¢+ g + tig — tio — ti;
ug =b+ f+t11; ur =a+e;

3 Compute v/ = s1u109 + Sousv; mod v’ (Karatsuba): S1M
too = d-s10; tor = ¢-511; toz = (c+d) - (s10+511); tio = b-S12;
t11 = a-$13; t1z = (a+b)-(s12+513); tao = (b+d)- (s12+510);
tor = (a+c¢)-(s11+s13); toe = (a+b+c+d)- (s10+ 511+
S12+513); St = too; Sui1 = to2 —to1 —too; Stz = tor +ta0—
t10 —"To0; Su13 = tog —ta1 —loo —t12+t11+ 110 —Lo2 +to1 +Loo;
Su1g = S10 +t21 — t11 — to1 +t10; Su1s = S11 +t12 — t10 — t11;
Su1e = S12 + t11; Su17 = S13;
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Table A.13: (continued)

Step

Procedure

Cost

too = p - suio; tor = 0 - sur; toe = (sui + sui) - (0 + p);
tio = M - SUy2; t11 = M - Stag; tig = (Suig + Surz) - (M + n);
too = (Su12 + suyg) - (n + p); tor = (surg + sui) - (m + o0);
tog = (Sulo + Suj1 + Suge + Sulg) (m +n-+o+ p) leO =
too; dior = to2 — too — tor; dio2 = tor + t20 — t10 — too;
dio3 = lao — lo1 — log — 12 + t11 + tio — Loz + tor + too;
dios = to1 — t11 — to1 + tio; dios = ti2 — tio — ti1; dios = tin;
too = p - (Su10 + su14); tor = 0 (su11 + Sus); toe = (Swio +
SU14 + SU1 + su15) : (p + O); tip="n -+ (Sulz + SU16) t11 =
m- (su13 + 81617); tlg = (su13 + sui7 + suiz + SU16) (m + n),
t20 = (5u12 + SU1g -+ SU10 -+ 8U14) . (n + p); t21 = (su13 —+
SU17 + SU11 + su15) . (m + 0); t22 = (SU10 + SU11 + SU12 +
Suyg + SU1g + Stgs + Swie + surr) - (m+n+o+p); digg =
too; diai = toz — too — to1; diza = to1 + tao — tio — Loo;
dig3 = loo — lo1 — too — t12 + t11 + t1o — to2 + tor + too;
diog = ta1 — t11 — tor + t10; dios = t1a — tio — t11; dizg = t11;
suvyy = digo; suviy = dio1; Suviz = dig2; Suviz = dig3;
suvyy = dips+di20 —dyoo; sSuvis = dyos+dio1 —digr; SUVIe =
dio6 + di22 — dyo2; suviy = dyog — dyog; suvig = digs — dio4;
suvig = dios — dyos; SUV1, = d126 — dig6;

too = h-S20; tor = g-521; toa = (g+h)-(S20+521); tio = f-522;
t11 = e-So3; tio = (e+f)-(S22+523); tao = (f+h)-(S22+52);
tor = (e+9g) - (o1 +523); taa = (e+ f+g+h) - (s20+ 521 +
Soo+823); Stag = too; SUar = o2 —to1 —too; St = to1 +ta0—
t10 —1o0; SU23 = tog —ta1 —loo —t12+t11+L10 — Loz +to1 +Loo;
SUgq = So0 +t21 — t11 — to1 +t10; Sues = S21 +t12 — t10 — t11;
SUge = S22 + t11; SU27 = So3;

too = [ - sugo; ton = k - sugr; tog = (Sug1 + sug) - (k4 1);
tio = J - SUgg; t11 = @ - SUgz; tig = (Sugs + sug) - (1 + J);
t20 = (SUQQ + SUQO) . (j + l) t21 = (SU23 + SUgl) . ( + k’)
t22 = (SUQQ + Su21 + SUg2 + SU23) (Z + ] + k + l), d100 =
too; dior = toz — too — tor; dip2 = to1 + ta0 — tio — too;
dio3 = lao — to1 — too — 12 + 11 + tio — to2 + tor + too;
dios = to1 — t11 — to1 + tio; dios = ti2 — tio — ti1; dios = tin;
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Table A.13: (continued)

Step Procedure Cost

too =1 (8’&20 —+ SU24); tm =k (5u21 -+ SUQ5); tog = (SUQ() —+
SUgy + Sug1 + Sups) - (k +1); tio = J - (Suga + sug); L1 =
i+ (Sugg + Sugr); tia = (Sugs + Suar + Stge + sugg) - (1 + J);
tgo = (SUQQ + SU92¢ + SU20 + Su24) . (] + l), t21 = (8U23 +
SUo7 + SUgy + SU25) . (Z -+ k), t22 = <8U20 + Sug1 + Sugy +
SUo3 —+ SU924 -+ SU9s -+ SUge + Su27) . (Z -+ j -+ k —+ l), d120 =
too; dia1 = toz — too — to1; diza = to1 + tao — tio — Loo;
diog = tag — o1 — tog — tia + ti1 + tio — to2 + tor + too;
digs = to1 — t11 — tor +ti0; dios = tia — tio — t11; dizg = tuy;
suvyy = digo; Suva1 = dig1; Suvae = dyg2; SUV23 = dip3;
Suvey = dipa+di20 — dioo; SUV2s = dios+dia1 —dig1; SUVes =
dios + di22 — dio2; Suvyy = dig — dyo3; Suvg = dig4 — dio4;
SUuveg = dio5 — dyos; SUV2, = d126 — dio6;
Co = SUV1g + SUV2; €1 = SUV11 + SUV91; Co = SUV12 + SUV22;
C3 = SUV13 + SUV23; C4 = SUV14 + SUVgy; C5 = SUV15 + SUV25;
Ce = SUV1p T SUV2¢; C7 = SUV17 + SUVa7; C8 = SUV18 + SUVag;
Cy = SUV1g+ SUVa9; Clg = SUV14 + SUV2; Ly = C10; Lo = to-ur;
t1 = cog — to; V5 = s — (to + t1) - (ug + uf) + to + t1 - ug;
vh = cp —to - us —ty - ug — vg - un; vy = ¢ — (to +t1) - (u) +
us) +to - us+ty -l — vl - ug; v = c5 —to - uhy —ty - uly — g - ug;
vy = cq — (to+t1) - (uhy 4+ uf) +t1 - uhy + to - uly — v§ - ul;
vh = cg—to-u) —ul - ub — v ub; vy =co— (to+t1) - (up+
uy) +to -l oty uy —vg-ub; v = ¢ — by - uf — g - ul;
vy = Co — Vg - Ug;

4 Comp. uz = (f —v'h —v?)/u I+ 38M +3S

= 25 + ugs2® + ugar® + uz3r® + uzer® + usix + usp:
Usg = —v’72; Ugs = —2 -V - Vg — Usg - Uy} Ugy = —véZ — 20
Ui — Uss - UL — Usg - Ug; Uy = —Vh - hy — 205 - V) — 2 - 0 -
UE — Usg * U — Uss - U — Usy - Uk Uy = —vg2—vg-h4—2-v’7-
vy —vh - hg — 2 vp - Uy — Uz - U5 — Use - Uy — Ugg - Un — Usy - Ug;
ugy = —vk-hg—2-vL vy —2-0L vl —v-hg+1—2- -
vy — Vg - hg — Uss - Uy — Usg - Wy — Uss - Ug — Usg - Ug — Uga * UL
Uy = —%-hg—vh-hy —v,> —2-0% -y — vy -hy— 2.0l v — 200 +
f8—Ué'h2—U35'U§—U36'UIQ—U32'U/6—U33'U%—U34'U2—U31'U/7;
t0 = uzg; uzs = uss - to; Uss = Usq - to; Usy = Uz - to;
Ugp = Ugg - To; U3l = Usy - To; U0 = U3p * Lo;

5 Compute v3 = —(v' + h) mod ug 9M
= U35.T5 + U34£L’4 + U33.’L’3 + ’U32£I§'2 + U31X + V3p:
to = —vy; ty = to-uss; b1 = —vg—ta; tg = 1 uga; tg = t1-uso;
ts = 11 - u30; te = to - uss; t7 = to - usy;




Explicit Formulae for the Group Operations over GF(p)

173

Table A.13: (continued)

Step

Procedure Cost

V35 — —Ug—(t0+t1)'(U34+U35)+t3+t2; V34 = —(U&+h4)—
te — t3; vsg = —(vh + hs) — (to + t1) - (use + uss) + t4 + te;
vz = —(vy + ha) — U7 — ta; vz = — (V) + 1) — (to + t1) -
(uso + us1) + ts + t7; vso = — (v + ho) — ts;

Compute uy = (f —vsh —v3)/u3 I +20M +2S

= 2% + azx® + byx? + c3x + ds:

Ugg = —V35; a3 = 1 — 2 U35 - Ugq — U35 - hy — Uag - Uss;
by = fs— 03, —2-Us5- V33— Usa- by — U35 - hy — a3 Uss — Uaa - Usa;
C3 = fr—2-v34-V33—2-V35- V33 —V35-hy —v34-h3—v33-hy—as-
Ug4—b3-Uzs —Usq-Uss; d3 = f6—2'U35'U31—2'034'032—71%3—?132'
hy—v35-h1—v34-ho—v33-h3—Uss-Uzp —C3 U35 —b3-Uzs — a3 -U33;
to = ugs; az = ag - to; by = by - to; c3 = c3 - to; dy = dj - to;

Compute vy = —(v3 + h) mod ug = 132> + j32° + ksx + l3: | 6M

to = —Uss; ta = to-ag; b1 = —(vsa+hy) —to; t3 =11 -b3; ty =
to'Cg; t5 = tl'dg; ig = —<U33+h3)—(t0+t1)'<b3+a3)+t3+t2;
gz = —(vsa + ho) =ty —t35 ks = —(vg1 + h1) — (to + t1) -
(ds +c3) +t5 +t4; I3 = —(v30 + ho) — ts;

Total

fields of arbitrary characteristic, h; € Fy, fs =0 31 + 222M +
65
fields of characteristic two, h; € Fy, fs =0 31 4+ 204M +
65

Table A.14: Explicit formulae for doubling on a HEC of
genus four (Cantor).

Input

A weight four reduced divisor D = (u,v)
uw=1x*+ar® + b2’ +cx +d; v =12’ + ja® + kx +1

h = hya* + haa® + hox? + hyx + ho where h; € {0,1};

[ = 24 faa®+ fraT+ foxO+ fsa®+ fax'+ fsx®+ for®+ fra+ fo
where fg € {0,1};

Output

A weight four reduced divisor Dy = (ug, v5) = [2] Dy
Uo = 1'4 + CLQZL'?) + b2$2 + Ccox + dz; Vg = 2-21,3 —|—j21'2 + k’gﬂ? + lQ

Step

Procedure Cost

ged(uy, h+2v1) =d = sy -ug + 83+ (h+2v1) (EEA): I+ 60M

ris =hs+2-i—hg-a;ro =ho+2-j—hy- by =
h1+2-k—h4-c;r10:h0+2-l—h4-d;

To3 = T13° G — T12; Tog = T13 b — 7115 o1 = r13 - ¢ — Typ;
T20 = T13 - d;

lor = —1; tog = 0; 739 = 723 - 719 — 713 - T'22; T'31 = Ta3 - 11 —

13 - T'21;5
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Table A.14: (continued)

Step Procedure Cost
T30 = T23 " T'10 — T13 * T'20; t31 = 713} t30 = 723}
Ty2 = T32 - T22 — T23 - 131,
T41 = T32 - T21 — T23 - T'30; T40 = T'32 * 720,
tyo = —To3 - €315 41 = 732 - L1 — a3 - t30; tao = 0;
T51 = T42°731 7327415 T50 = T42°730— 7327405 Ls2 = —7T32-142;
t51 = rag-t31 — 132 Ta1; T50 = Ta2-€30; T61 = T51° 741 — V42" T'50;
Teo = 751 T405 te3 = —Ta2 - U525 tea = 751 - tag — T2 - 515
te1 = 751 tar — T2 - T50;
teo = 751 - ta0; T80 = T61 * V50 — 751 ° T60; S33 = —751 * L63;
S32 = Te1 - Ls2 — T'51 - Le2;
S31 =761 - t51 — T51 - te1; S30 = T61 - L0 — 751 - Lo0;
If rgo = 0 call Cantor’s Algorithm;
to = Tag; Ss3 = S33 - Lo} Sz = S32 - Lo} S31 = S31 - Lo} S30 =
30 - to;
513 = —S33 - hy; S12 = —2- 8331 — 833+ h3 — 832+ hy — a - 513;
S11 = —831-h4—2-533°] —S33-ho—2-8321—532-h3—a-512—b-513;
S10=—832-hy—2-531-1—531-h3—2-833-k—533-hy —
2-830-7—830-ha—a-s;1—b-512—cC-813;

2 u = u? = 2% + urx” + uex® + uisr® + upgat 95
Fu132° + upx® + un T + Ui
ty = a% ty = 0% by = 2ty = d% b5 = (c+d)?; tg = (a+b)*;
t7 = (CL + 0)2;
tg = (b+d)2, tg = (a+b+c+d)2, U9 = t4, Ul = t5—t3—t4;
urp = t3 +tg — to — 1y;
U13:tg—t7—t8—t6+t1+t2—t5+t3+t4; U14:2'd+
t7—t1 —t3+t27 U5 = 2'C+t6—t1 —tz, U1 :2b+t1,
Uy = 2 - a;

3 vy = 81U v+ 83+ (V2 + f) mod uy = vi7z’ + viga° 73M + 108
+U15£L‘5 + U14$4 + U13£U3 + ’U12112 + V11T + V10-
too = 1510 tor = k5115 toe = (S11+510) - (B+1); tio = 7+ 512;
tin = i-513; tig = (S13+512) - (147); tao = (S10+512) - (G +1);
to1 = (S11+513)- (i+k); toe = (S13+S12+511+510) - (1+7+k+
1); svg = too; sv1 = tog — too — tor; Sv2 = to1 + tao — tio — too;
Sv3 = tog — ta1 — tog — t12 + 11 + t1o — to2 + to1 + too;
Svg = to1 — t11 — tor + t10; SU5 = t12 — t1o — T11; SV6 = t11;
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Table A.14: (continued)

too = (svg + svg) - (b + d); tor = (svs + svy) - (a + ¢);
tog = (sus + svy + svg + svg) - (@ + b+ ¢+ d); digg =
too; dior = to2 — too — tor; dio2 = tor + t20 — ti0 — too;
dio3 = lao — lo1 — loo — 12 + L1 + tio — Loz + tor + too;
dios = to1 — t11 — to1 + tio; dios = ti2 — tio — ti1; dios = tin;
too = d - (svo + sv4); tor = ¢ (sv1 + sv5); tor = (sv1 +
svs + svg + svy) - (c+ d); tig = b (svy + svg); t11 = a -
svz; t1a = (sv3 + svy + svg) - (a + b); tag = (sv2 + svg +
sug + svg) - (b4 d); ta1 = (sv3 + sv1 + svs) - (@ + ¢); ta =
(svs3 + svg + svg + sv1 + SUs + SVg + svy4) - (@ + b+ ¢+ d);
di20 = too; di21 = toz — too — to1; dizz = tor + t20 — t10 — Loo;
digs = tao — to1 — tao — 12 + 11 + tio — to2 + tor + too;
d194 = to1 — t11 — to1 + t10; dias = t12 — tio — t11; dize = ti1;
suvg = dyoo; Suvy = dio1; Suvy = dyg2; SUV3 = dyp3; SUVy =
dyoa + di2o — dioo + svo; suvs = digs + di21 — dio1 + SU1;
suvg = dips + dizo — dig2 + SV2; Suv7 = dio3 — dyoz + SU3;
suvg = dyg4 — dio4 + SV4; SUVg = dio5 — dyo5 + SUs; SUVY) =
d126 — dy06 + SUs;

to=1i%t =% ta=k%t3 =11, =(i+ k)t = (j+1)%
too = t3; tor = (k 4+ 1)? — ta — ts; tox = to; t1o = t1; t11 =
(i47)2—to—t1; tig = to; tag = ts; tor = (i+j+k+1)2—ts—ts;
oo = t4; vSqo = Loo; VSq1 = to1; vSq2 = to2 + 20 — t10 — too;
v8q3 = toy —t11 — lo1; VSqq = T1o + a2 — L12 —to2; VSQs = t11;
vSqe = t12;

to = fo+wvsqo; t1 = fi+vsq; ty = fo+vsqe; ts = f3+vsqs;
ty = f1+vsq; ts = f5 +vsqs; t6 = fo + vsqs; vSsfo =
to — fs w10 + U7 - uo; vSf1 =11 — U0 — fz - U + Uiy - ULs;
vSfo =ty — Uiy — fg - Uiz + U7 - Ur2; VSf3 =tz — Uiz — fy -
U3 + Uiy - Uiz VS [y =ty — Uiz — fg - Urg + Uiy - Ui VS f5 =
ts—u14— fg-uis+uir-uis; vsfo = te—u1s — fg-Uie+ Ui Use;
vsfr = fr— e — fs - urr + uiy;

too = 530S fo; tor = S31-05f1; toe = (vsfo+vsfi)-(s30+531)
t1o = S32-0S fo; t11 = S33-0S f3; tia = (VS fatvs f3)-(s32+533);
too = (vsfotvsfa) (s30+532); tar = (vsfi+vsfs)-(s33+531);
t22 = (USfo + USfl + Usz -+ ’Ung) . (530 —+ S31 —+ S32 —+ 533);
di00 = too; dio1 = toz — too — to1; dio2 = to1 + t20 — t10 — Loo;
dio3 = tao — to1 — tao — 12 + 11 + tio — to2 + tor + too;
dios = to1 — t11 — to1 + tio; dios = ti2 — tio — ti1; dios = ti1;

9

Step Procedure Cost
too = d- SV, t()l = C - SVq, tog = (S’Ul + S’Uo) . (C + d),
tio = b-svy; t1; = a - svz; tig = (sv3 + sv) - (a + b);
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Table A.14: (continued)

Step

Procedure

Cost

too = S30 - (vSfo + vsfa); ton = s31 - (vsfi +vsfs); tor =
(vs fitvs fs+vs fo+vsfa)-(s314530); tio = S32-(vs fatvsfs);
ti1 = s33-(vsfs+vsfr); tia = (S32+533)- (Vs fs+vs fr+vs fo+
v8[fe); too = (vsfo + vsfo +vsfy+vsfs) - (830 + S32); tog =
(’USfl +USf3 —|—U8f5 + U8f7) . (533 + 831>; ngg = (USfo + USfl -+
vs fo+vs fs+vs fa+vs fs+vs fo+vs fr)- (530153115321 533);
di20 = too; di21 = to2 — oo — to1; diza = tor + ta0 — tio — too;
digs = tao — to1 — tao — 12 + 11 + tio — to2 + tor + too;
digs = to1 — t11 — to1r +t10; dios = tia — tio — t11; dizg = tuy;
svsfo = dioo; svsfi = dior; svsfa = dige; svsfs = dips;
svsfy = dioa + dizo — digo; svSsfs = dios + dia1 — dioy;
svsfe = dios + diza — dioz; svsfr = dizz — dio3; svsfy =
di24 — dyoa; sVSfog = di2s — digs; sv8f10 = dizg — dios;

Cco = suvy + svsfo; 1 = suvy + svsfi; o = suvy + svsfo;
3 = Suv3 + svsfs; ¢4 = suvy + svsfy; c5 = suvs + svsfs;
e = Suvg + svsfg; 7 = suvy + svsfr; cg = suvg + SvSfy;
Cg = Suvg + svsfg; tg = suvyg + svsfig; t1 = cg — tg - Urr;
t3 = t1-U1e; ta = to-Uis; ts = t1-Ur4; tg = To-urs; t7 = t1-U1a;
ts = to - ur1; to = by - uro; ta = cg — (to +t1) - (w16 + wrr) +
to - uir +13; vir = 7 —ty — tg — ta - urr; Vig = 6 — (to +11) -
(tra + urs) + ta +t5 — to - Use; V15 = €5 — L — t5 — to - Uss;
Vg = ca— (to+t1) - (wia+uss) Hir+te—to-Uis; V1g = c3—tg—
tr —ta-uig; V12 = co— (to+1t1) - (Wi + 1) +ts+tg —to - ura;
vy = €1 — tg — to - U115 V19 = Co — L2 - Uqp;

uz = (f —vih —v7)/u; made monic
=20+ u35x5 + u34x4 + u33x3 + u32x2 + u31x + Uszp:
Uze = —Viy; Uss = —2 - V17 - V16 — Use - U1T;
Ugg = —Vig — 2 - V17 * V15 — Uss - Uty — Usg - Uie;
uzz = —vi17 - hy — 2017 - V14 — 2 V16 V15 — Uge - Uty — U35 -

Ui — U34 * U7,
u32:_U%5_U16'h4_2'vl7'vl3_U17'h3_2'U16'U14_
Ugs - U5 — Uze * U14 — U3z - U7 — U34 - Ule,

ugp = —Vi5-hy — 2015 V14— 2 V17 V12— V17 ho +1 =206
V13— V16 h3 — U35 U1g — U3e U1z — U3 - U1 — Usg " U5 — Uz ULT;
Usp = —V15 - hg —vi7 - hy —viy — 2 v15 - vz — Vg By — 2
V16 V12 — 2+ V17 - V11 + fy — Uig - ho — uss - w13 — Usg - Uy —
Uz - Ue — U33 - U1s — U4 - U4 — U31 ~ U7,

to = usg; Uss = 1; Ugs = ugs - to; Usq = Usa - Lo} Uzz = Uss - to;
Uz = Ugg * to; U3l = U3y - Lo; Uzp = U3o * Lo;

39M + 4S5 +1
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Table A.14: (continued)

Step

Procedure

Cost

v3 = —(v1 + h) mod ug

= U35I5 + U341’4 + U33I3 + U321’2 + V312 + VUsp:
to = —uir; 2 = to - ugs; t1 = —vie — lo; T3 = T1 - Usg;

ty =11 - u3g;
ts =11 - u3o; te = to - uss; t7 = Lo - u31;
V35 = —V15 — (o + 1) - (usa + ugs) + t3 4 to; v3g = —(v14 +
hy) —te — t3;
v3g = —(v1g + h3) — (to + t1) - (use + uss) + ty + te; v32 =
—(vig + ha) — t7 — ty;

g1 = —(vi1 4+ h1) — (to + t1) - (uso + us1) + ts + t7; vz =
—(v10 + ho) — t5;

=1

9M

ug = (f — v3h — v3)/uz made monic

= x4 -+ a2x3 + bgiL‘z + Col + dg

Ugq = —U§5; az =1 — 2035 V34 — U35 * Ny — Usq - U3s;

by = fS—U§4—2'U35'U33—034'h4—7}35'h3—a2'U35—U44'U34§
Co= fr—2 34 V33— 2 V35 V32 — U35 hy — v34 - h3 — V33 -
hy — ag - ugq — by - ugs — Uag - U3s;

dy = fo—2- V35 V31 — 2+ Ugq - U2 — V33 — Vg2 Iy — U5 - By —
V34 - Mg — V33 - h3 — Uy - U3z — €2 - Ugs — by - Uzg — ag - Uss;
to = ug; az = ag - to; by = by - to; o = o - to; da = dy - Lo;

20M +35+1

vy = —(v3 + h) mod uy = i92° + jox? + kox + lo:

to = —Uss; to = to - ag; t1 = —(vsg + ha) — to; t3 = 1 - by;
t4:t0'02; t5:t1'd2;

Qo = —(vs3 + hg) — (to +t1) - (b2 + a2) + 15 + to; jo =
—(032 + hz) —ty — t3;

ke = —(va1 + h1) — (to +11) - (d2 + c2) +t5 + ta; o =
—(vs0 + ho) — ts;

6M

Total

fields of arbitrary characteristic, h; € Fy, fs =0
fields of characteristic two, h; € Fy, fs =0

fields of characteristic two, h(x) =z, fs =0

31 + 206M +
175
31 + 181M +
145
21 + T6M +
135
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Table A.15: Optimized inversionfree explicit formulae for

adding a divisor on a HEC of genus two over Fan.

Input | [Ur1, Uro, Vir, Vio, Z1l; [Uars Uso, Var, Vao, Za);
h=x;and f =2° + fix + fo;
Output| [U7, U}, V{, Vg, Z'|
= [Uw1, Uro, Vi1, Vio, Z1] + [Uar, Uzg, Var, Vo, Z5]
Step Procedure Cost
1 precomputation: . 5 . oM
Z = Z1Zo; Uy = Z1Us1;Usg = Z1Usg; Vor = Z1Vo1; Vg =
21 Vap;
2 compute resultant r of Uy, Uy: 6M + 1S
21 = UnZo — Upy zp = Usg — UroZo; 23 = U121 + 22471
= 2923 + Z%Ulo;
3 compute almost inverse of Uy modulo Uy:
NV = 21;1NVy = 23;
4 compute s: 3 SM
wo = VigZa — Voo wy = Vi1Zy — Vor;wo = tnugwy;
w3 = inviws; s1 = (invy + Zyinvy ) (we + wy) — wy — w3 (21 +
U11); 50 = wy — Ujgws;
) precomnputation: 8M + 1S
R=Zr;sy=s9Z;53 = 51Z; R = Rs3; S5 = 52,5 = 5051;
g = 8351, S = 5053, R = RS,
6 compute [: . 3 } 3 3M
ly = SUsi;ly = SUs; 11 = (S + S) (U1 + Ung) — Iz — lo3 l2 =
lr + S
7 compute U’ ) . ) 6M + 3S
Ul =s3+s221(z21+Un) + 225+ R(s3 +721); Uy = Sz + R
8 precomputations: 4M
lg = lg - U{,’UJO = U(/)ZQ - Sglo;’wl = U{ZQ + S3(U6 - ll),
9 adjust 3M
Z' = RSs; Ul = RU!; Uj = RU};
10 compute V' . 2M
‘/0/ = Wy —f—R%O;VY = W1 +R(‘~/21 ‘f‘Z),
Total 45M + 55
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Table A.16: Optimized inversionfree explicit formulae for
doubling a divisor on a HEC of genus two over Fan.

Input | [Uy, Uy, V1, Vo, Z];
h=x;and f =2° + fix + fo;
Output | [U7, Ug, V{, Vi, Z'] = 2[Us, Uy, V1, Vo, Z]
Step Procedure Cost
1 compute resultant and precomutations: 1M + 28
Z2 Z2 s Wy = ‘/1 yWp = Ul,wg UlZ
2 compute k: 3M
k’o = U1w1 + Z(Z‘/l + ’LU());
3 compute s = kinv mod wu: ™
Wy = k’owg;’wg, = wlZ; S3 = (w3 + Z)(k’o + ’LUl) + wy + (1 +
U1)w5; 51 = 8532380 = wy — ZUgws;
4 precomputations: 6M + 3S
R = Z2Uy; R = Rs1; Sy = 535y = $3;54 = 85351;55 =
S0S3; S = S5/ R= Rs4;
) compute [: 3M
lg = U184; lg = U085; ll = (84 + 85)(U1 + Ug) + l2 + lo;
6 compute U’ 2M + 1S
Ul = Sy + Rs3Z; U] = R
7 precomputations: 4AM
lg = l2 + S—|— Ul s We = Uéllg + Sllo; Wy = U{/lg + Sl(Ué/ + ll);
8 adjust 3M
Z' = $iR;U! = RU!; U} = RUY;
9 compute V' 2M
Vo —wﬁ—l—RVo,Vl —w7—|—RV1+Z'
Total 31M +6S
Table A.17: Optimized inversionfree explicit formulae for
mixed adding a divisor on a HEC of genus two over Fan.
Input | [Ur1, Uro, Vit, Vi, 1; [Uar, Uzo, Var, Vao, Zozl;
h=ux;and f =2° + fiz + fo;
Output| (U7, U}, V{, V5, Z'| =
[U11, Uro, Vir, Vio, 1] 4 [Uar, Usg, Var, Vao, Zoo]
Step Procedure Cost
1 precomputation: -
Usi = Uny; Usg = Ung; Var = Var; Vao = Vi
2 compute resultant r of Uy, Us: 5M + 1S
21 = UnZy — Upy 2o = Upg — UyoZo; 23 = Uiz + 2957
2923 + 22Us0;
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Table A.17: (continued)

Step Procedure Cost
3 compute almost inverse of Uy modulo Uy:
NV = 21;1NVy = 23;
4 compute s: 3 3 ™
wo = VioZa — Vagswr = Vinda — Var;wa = invowo; wy =
invywy; s; = (invg+invy ) (we +wy) —wy —w3(1+Utp); s0 =
wy — Ujgws;
5! precomnputation: 8M + 1S
R = Zyr;so = 522,53 = 51793 R = Rs3; S5 = 558 =
S0S51;, S’ = 8351, g = 50S53; R = RS,
6 compute [: ) ) 3 3 3M
ly = SUsi;lo = SUs; 11 = (S + S) (U1 + Ung) — Iz — los l2 =
lr + S
7 compute U’ ) ) ) 6M + 3S
U= s3+5221(z21+Un) + 225+ R(s3 +721); U] = Sz + R
8 precomputations: 4M
lz = l2 — U{;’wo = U(/)ZQ — S3l0;w1 = U{lg + S3(U6 — ll);
9 adjust 3M
Z' = RSs; Ul = RU!; Uj = RU};
10 compute V' . 2M
Vo = wo + RVao; Vi = wy 4+ R(Vay + Zo);
Total 38M + 55
Table A.18: Optimized affine inversionfree explicit for-
mulae for doubling a divisor on a HEC of genus two over
an.
Input | [Uy, Uy, V1, Vo, 1;
h=x;and f =2° + fix + fo;
Output | [U7, Ug, V{, Vi, Z'] = 2[U1, Uy, V1, Vo, 1]
Step Procedure Cost
1 compute k: 1M + 2S
ki = Uf;ug = Urky; ko = uz + Vi + V3
2 compute s = kinv mod u: 2M
wy = koUy; 80 = wy — Upky;
3 precomputations: 3M + 2S
R = Upko; S1 = k3; So = s3; 85 = soko; R = RS};
4 compute [: 3M
lg = UlSl; lo = U085; ll = (Sl + 85)([]1 + UO) + l2 + lo;
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Table A.18: (continued)

Step Procedure Cost
5 compute U 1S
U, = So+ R;Uj = Ug;
6 precomputations: 4M
lg = 12 + S5 + U{, We = U(l)lg + Sll(); Wy = U{lg + Sl(U(/] + ll),
7 adjust 3M
Z' = S1R; U] = RU{; Uj = RU{;
8 compute V' 2M
‘/()’:w6+}?%;1/1’:w7+}?‘/1+2’;
Total 18M + 58
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